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Working with Network Monitor (Part 5)

In the previous article of this series, we demonstrated that even capturing a simple network will give alot of
result packages that you don't really need. And also showed you how to filter out 'junk’ packages to see only the
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Working with Network Monitor (Part 4)

Brien M. Posey

In the previous article of this series, we demonstrated that even capturing a smple network will give a lot
of result packagesthat you don't really need. And also showed you how to filter out 'junk’ packagesto see
only the packages that you really care about. Now we want to continue to show you how to analyze the
rest of the packages so that you can see what they include.

In the previous section of the previous section, the captured and filtered set of packages is similar to the one
shown in Figure A. As explained in the first part of this article, | captured the data shown in the figure. by
starting the capture, then executing the PING command and finally stopping the capture. My goal is to simplify
things if possible. If you look at Figure A, you can see where the ICMP packets have been broadcast and where
the replies have been received.
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Figure 1: Really useful when filtering out unimportant packages

If thisis ared life capture, there is no need to delve into the data because you can tell exactly what is going on
by observing the Description column. But in the real world, things aren't that smple. To determine exactly what
isgoing on inside atrace, it is necessary to look inside specific data packets.

There is nothing specia to introduce to you in the ICMP package. In this case, let's look at some of the captured
LDAP packets. Y ou probably already know, LDAP stands for Light Weight Directory Access Protocol. LDAPis
the protocol used to read information from Active Directory and also write information to Active Directory.

There are two reasons we want to show you how to analyze an LDAP package. First, in real world traces to the
Windows network, LDAP packets are a very general case. The existence of LDAP packages in such a common
way that you will need to decipher their meaning. The second reason is to understand what package is working.
The technologies we want to show you can be used to look at the content within packages, which means that not

every package will mean anything unless you are an expert on protocol.

Consider inside a package

Let's start by looking inside the box 284. The description simply says that this frame is a search request.
However, in fact, it shows that a machine emitting this LDAP search request doesn't really give you that much.
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One way to know what this search request includes is to look inside the package.

Before opening the package, click on the icons to change the details panel and the hex panel. When all three
panels are displayed, select the package you want to consider. When you are done selecting the package, you

will see a screen similar to the one shown in Figure B.
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z84 4_T468E6 O00OFES45EAR4  LOCAL LDAP Protocollp: SearchBedu
z8k5 4_T468ER LOCAL OO0FBS45EALd4  LDAP Protocollp: SearchBesy
zas 4_T468E6 O00FES45EAR4  LOCAL LDAP Protocollp: BindRecues
za89 4_ 756840 LOCAL OO0FES45EAL4  LDAP Protocollp: BindResporn
z90 4_ 756840 O00FES45EAR4  LOCAL LDAP Protocollp: SearchBedu
z91 4_ 756840 LOCAL O00FES45EAl4  LDAP Protocollp: SearchBesy
Z9zZ 4. 758840 OQ0FBS45EALAd  LOCAL LDAP Protocollp: SearchBedqu
9z 4. 758240 LOCAL OO0FEE45EALd  LDAP Protocollp: SearchResp
z94 4755840 O00FES45EARd  LOCAL LDAP Protocollp: SearchRedu
zZ9k 4755840 LOCAL O0O0FES4cEALd  LDAP Protocollp: SearchResy
Z9g 4755840 O00FES45EAR4  LOCAL LDALP Protocollp: SearchBRedqu
za7 4. 755840 LOCAL O0O0FES4cEALd  LDAP Protocollp: SearchResy
zZog 4. 755840 O00FES4cEALA4  LOCAL LDALP Protocollp: SearchBRedqu
Zo5o 4. 755840 LOCAL O0O0FES4cEALd  LDAP Protocollp: SearchResy
z00 4. 755840 OO0FES45EAA4  LOCAL LDALP Protocollp: SearchRedqu

ETHEEFNET: EType = Internet IP (IPvd4)

IF: Protocol TCP - Tramsmission Control; Packet ID 4972; Total IP Lengtlk

TCP: Control Bits: _AP..., len:
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Figure B: Content inside a package

The first thing to consider is the details panel. If you look at this panel you will see that there are a number of
different items that are scalable (Frame, Ethernet, IP, TCP and LDAP). The reason for the different entries here
is because the packages are typicaly primitive. The package that we are considering is an LDAP package, but
computers do not mention primitive LDAP. LDAP is based on TCP protocol. TCP is a small part of the IP
protocol. Each item in the details pane shows a separate summary class.

If you look at the hex panel, you will see the contents of the packages shown as hexa. Note that each byte is
marked with black. The reason for this markup is because the bytes highlighted in black correspond to the part of
the selected package in the details pane. In this particular case, the FRAME item is selected. This section shows
the entire frame, which explains why the entire frame is blacked out. If we select the LDAP entry, only the bytes



corresponding to the LDAP data will be blacked out as shown in Figure C.
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ISrc MEC Addr IDst MAC Addr |Protocol IDescription

Frame [Tine

d. FEE4c Lo LDAP Dr :

28k 4.746826 LOCAL QOOFBE4€EALY  LDAP Provoeollp: Searchlespeonse |
286 i. 746826 LOCAL DO0FEE4EEAAd TCP Control Bits: .AP..., len: &
za7 4. T468BZE OO0FES46EAL4 LOCAL TCP Control Bits: .A...., lan:
zag 4 T4EBES OO00FES46EALE  LOCAL LDAFE Protocollp: BindRecquest (0
289 4 TEEH40 LOCAL DOOFEE458EALS  LDAP Protocollp: EBindResponse (1)
230 4.756840 DOOFES4E6EAR4 LOCAL LDAP Protocollp: SearchRequest (3)
291 4.756840 LOCAL ODOOFES46EALY  LDAP ProtocollOp: SearchBesponse (4
2oz 4 756840 O00FES46EALE  LOCAL LDAP ProtocolOp: SearchBegquest (3)
293 4 TEE840 LOCAL OOOFEE46EARS  LDAP PrococolOp: SearchBesponse (4
294 4.756840 ODOFES4EEARd LOCAL LDAP ProtocolOp: SearchRegquest (3)
235 4. 756840 LOCAL ODOFES4cEAR4  LDAP Protocollp: SearchResponse (4
296 4_ 756840 O00FES46BAR4  LOCAL LDAP Protocollp: SearchRegquest (3)
297 4 75840 LOCAL ODOFEE46EALY  LDAP Provcocallp: SearchBesponse (4
29e 4. 756840 DDOFEE4EEARd LOCAL LDAP Protocollp: SearchRedquest (3)

[#- FRAME: Base frame propercies

[*/ ETHERNET: EType = Internetc IF (IPvd

IP: Protocol = TCF - Transwmission Control; Packet ID = 497Z; Total IP Length = 331;
TCP: Comntrol Bit 351, seq:4053Z17973-4053Z218%24, ack:1ZB183Z858, wiy
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Figure C: Panel hex blackens the currently selected part of the package

Y ou can see that each of these packages is expandable. By clicking on the plus sign next to each item, it can log
content inside the package. Usually we can completely see the exact package by looking inside the frame. If you
look closely at Figure C, you can pick up some words that can be read inside the content. However, this readable
datais actually very difficult to read in practice. Words start on this line and end on the next line and are often
divided by confusing symbols. Blackening also makes this part more difficult to read. A better way to see the



contents of this package is to extend the LDAP portion of the package from within the details pane. Expanding
the LDAP panel will show you that this particular package is an LDAP search request as shown in Figure D.

This means that the package has been sent trying to query Active Directory.

Frame I Time

1 Src MAC Addr | Dst MAC Addr i Protocol IDescription

Z84 4_T468Z6 OO00FES45EALd4  LOCAL LDAP ProtocolOp: SearchRecquest
Z85 4_T4EEEE LOCAL O0OOFES46EAAd LDAT ProtocolOp: SearchRespons
286 4_ 746826 LOCAL O0OOFES45ELAY4  TCP Control Bits: _AP_.., len
287 4. 748858 ODOFBL4cEARd  LOCAL TCD Control Bits: .A...., len
Zas 4_T468Z6 OOO0FES45EAL4  LOCAL LDAT ProtocolOp: BindRecuest |
£839 4_7Legd0 LOCAL OOOFES45EAAd4  LDAP ProtocolOp: BindResponse
290 4_7LEeg40 OO0OFES45EAL4  LOCAL LDAT ProtocolOp: SearchPecquest
2L 4_7L5g40 LOCAL OOOFES45EAAd4  LDAF ProtocolOp: SearchRespons
z29z 4_7LEe840 OO0OFES45EAL4  LOCAL LDAP ProtocolOp: SearchPecquest
£93 4_7L&g40 LOCAL OOOFES45EAAd4  LDAF ProtocolOp: SearchRPespons
294 4_ 756840 O00FES46EAR4 LOCAL LDAP ProtocolOp: SearchBecgquest
Z395 4_7L5840 LOCAL OO0OFES45EALA4  LDAP ProtocolOp: SearchRespons
296 4_7L56840 O00FES46EAR4 LOCAL LIAP ProtocolOp: SearchPecquest
£237 4_7L5840 LOCAL OOOFES45EAA4  LDAP ProtocolOp: SearchRespons
Z98 4_7E&540 O00FES46EAR4  LOCAL LDAP ProtocolOp: SearchBequest
[]- FRAME: EBase frame properties
- ETHEFNET: EType = Internet IP (IPwvd)
IP: Protocol = TCP - Tramsmission Control; Packet ID = 437Z; Total IP Length =
TCP: Control Bits: .AP..., len: 32El, seq:40E3ZE17373-40832Z183E4, ack:lES123E2LE

LDAP: ProtocolOp: SearchPRecquest (3)
10x48E

i LDAF: MessagelID =
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Figure D: Opening the LDAP section we will see thisisthe LDAP search request package

So now we know what the purpose of this package is, but we still don't know what this package is actually
doing. An LDAP request is required to query information from Active Directory, but what information does it
want to query? If you open the LDAP section: ProtocolOp = SearchRequest, you can see that one of the sub-



items labeled Attribute Description List is shown in Figure E. If you look at this image, you will see that

Attribute Description List corresponds to Clearer data section is displayed in hex frame.
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Framel Time

ISrc MAC Addr ]Dst MAC Addrj Protocol ]Description

z84 4. T468E6 O00FBS46ELRAd4  LOCAL LDAR ProtocolOp: SearchRecqu
Z85 4 T4E8Z6 LOCAL O00FBE4cEsnd LDAP Protocollp: SearchRespr
z8e 4. T468E6 LOCAL O0O0FBE4GELLd TCP Control Bits: _AP..._,
z87 4. 746825 ON0FES46ELA4  LOCAL TCP Contraol Bits: _A. ...,
£88 4. T468E6 O00FBS46ELRA4  LOCAL LDAP ProtocolOp: BindPReruest
za839 4. 7565840 LOCAL O00FEE45EALd LDAF ProtocolOp: BindRespon:
z90 4. 756840 O00FBS46ELA4  LOCAL LDAP ProtocolOp: SearchRecqu
291 4_TEeE40 LOCAL O00FBES45Eadd LDAP Protocoldp: SearchRespe
i b 4. 756840 O00FBS46EAA4  LOCAL LDAP ProtocolOp: SearchRecqu
293 4_TEe840 LOCAL O00FBE45Eand LDAP Protocollp: SearchRespe
z94 4. 756840 O00FBS46ELAL4  LOCAL LDAP ProtocolOp: SearchRecqu
295 4_TEe840 LOCAL O00FBES45Easd LDAP Protocollp: SearchRespe
Z9g 4. 7EE840 OQ0FBE4&EALd4 LOCAL LDAP Protocollp: EearchRequ
297 4_T7Ee840 LOCAL O00FBEE45Esad LDAP Protocollp: SearchRespe
zag 4. 756840 O00FBE4&EALd4 LOCAL LDAP Protocollp: EearchRequ
+- FRAME: EBase frame properties

ETHEFNET: EType = Internet IP (IPwd)

IP: Protocol = TCP - Transwmission Control; Packet ID = 437Z; Total IPF Length

TCP: Control Bits: .AP..., len: 351, seq:4053Z17373-4053E183z24, ack:1l28183E2
-] LDAP: ProtocolOp: SearchRecuest (3)

:-LDAP: MessageID = lle& (0Ox48E)

LDAP: Protocollp = SearchBedquest
. LDAP: Baze Object =

o LDAP: Scope = Basze Object

:-LDAP: Deref Aliases = MNewver Deref Aliases
-LDAP: Size Limit = Mo Limit

E-LDAP: Time Limit = 0x00000075

Lo LDAP: Attbrs Only = 0O (0x0)

LDAP: Filter
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Figure E: LDAP search requests are always padded with an attribute description list.



You will aso seein thisfigure, the list item describing properties is fully expandable. If you open this section,
you can see that Network Monitor correctly displays which LDAP attributes the frame is requesting data as
shown in Figure F.

Frame | Time Brc MAC Addr | Dst MAC Addr | Protocol | Description
Z84d 4. 7468268 OD0OFES4cEALY LOCAL LDAP FProtocolOp: Searchlec.
zak 4. 7468268 LOCAL O00OFES4cERL4  LDAP FProtocolOp: SearchResg
Z8E 4. 746826 LOCAL O00FES46ERA4  TCP Control Bits: _&P. ..,
87 4 T468Z6 O00OFES46EAL4 LOCAL TCP Control Bits: _A....,
z88 4. 7468Z6 O00OFES46EALY4 LOCAL LDAR ProtocolOp: BindRecues
za9 4 756840 LOCAL O0OFES46ERA4  LDAPR FrotocolOp: EBindRespor
za0 4. 756240 O00FECS4cEALd LOCAL LDAR FProtocolOp: Searchleco.
zZal 4, 756240 LOCAL O00OFES4cERL4  LDAP Protocollp: SearchResg
Z9z 4, 756840 O00OFES45EALSY LOCAL LDAP FrotocolOp: SearchPed.
za3 4. 756840 LOCAL O00FES46ERAd4  LDAP ProtocolOp: SearchResg
z94 4. 756840 O00OFES46EALY4 LOCAL LDAR ProtocolOp: SearchPeco
s 4 FEEE40 LOCAL O00FES46EAAd  LDAP FrotocolOp: SearchResp
Zag 4. 756840 O00FES4eEALd LOCAL LDAR ProtocolOp: Searchlec.
a7 4. 756840 LOCAL O00FES4cERL4  LDAP FrotocolOp: Searchlesp
zag 4, 756840 O00FES4cEALd LOCAL LDAP FrotocolOp: SearchPec.
Sizge Limit = No Limit
Time Limit = Ox00000078
Attrs Only = 0 (0x0)
Filter
Attribute =subschenafubentry
LDAP: Attribute Type =dsServiceName
-LDAP: Attribute Type =naminglontexts
-LDAP: Attribute Type =defaultMNanmingContext
o LDAF: Attribute Type =schemalNamingContext
-LDAP: Attribute Type =confiqurationMNamingContext
“LDAP: Attribute Type =rootDomainMamingContext
-LDAP: Attribute Type =supportedContral
-LDAP: Artribute Type =supportedLlDAPVersion
o LDAP: Attribute Type =supportedLDAPPolicies
-LDAP: Attribute Type =supportediASLMechanisms
<LDAP: Attribute Type =dnsHostMName
“LDAP: Attribute Type =ldapServiceName
¢ LDAP: Attribute Type =serverNams
i-LDAP: Attribute Type =supportedCapabilities
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Figure F: Network Monitor displays alist of properties for the component
where the LDAP query istrying to query the data.

Conclude



So, through this series, | have basically introduced how to use Network Monitor. Microsoft will soon release
version 3 of Network Monitor, but everything that | have introduced to you in this article will still work well
until the new version is released.

Y ou finished reading the article "Working with Network Monitor (Part 5)" edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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