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Windows Firewall in Windows Vista

One of the applications has changed quite alot in Windows Vista compared to XP is Windows Firewall. There
are many new featuresincluded in Vista's Windows Firewall that allow better protection for the computer.

One of the applications has changed quite a lot in Windows Vista compared to XP is Windows Firewall.
There are many new features included in Vista's Windows Firewall that allow better protection for the
computer. This article will show you how to find Windows Firewall on your computer, how to use it, how to
access and change exception definitions and how to select network connections that need to be protected by
Windows Firewall.

Find Windows Firewall on the machine

To access Windows Firewall, you can do this in one of the following ways:. enter the firewall keyword in the
search box on the Start menu and click the Windows Firewall shortcut.
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Another way isto go to Control Panel -> Security -> Windows Firewall .
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After clicking on the shortcut, the Windows Firewall window will open. On the left side of the window you will
see two options: the first option to enable or disable Windows Firewall ( Turn On or Off the Windows Firewall )
and the second option allows you to view and change the settings Current Windows Firewall.

Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining sccess to
your computer throwgh the Intemet or network,
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Use Windows Firewall

If Windows Firewall on the computer is turned on, you don't need to do anything else. Every time a new
program tries to access the Internet, Windows Firewall displays a Windows Security Alert dialog box, asking if
you alow (unblock) or disallow (block) the program from accessing the Internet. All you need to do is choose
the appropriate option when asked.
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If you do not receive a warning and the program you are using is unable to access the Internet, double-check
Exceptions defined on the computer and change or define an exception for the program. running.

Accessto the definition of exceptionsin Windows Firewall

In the Windows Firewall window, click Allow a program through Windows Firewall . The Windows Firewall
Settings window will be opened, click on the Exceptions tab.
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To enable an exception, select its chedk box:
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As you saw in the image above, a long list of all defined exceptions is displayed. Some definitions have been
activated, some have not been activated. If you want to know more information about a defined exception, select
it and click on Properties.

File and Printer Sharing Properties ﬁ
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File and Printer Sharing
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This 1.’v.=-;at|.|re is used for sharing local files and printers with other users
on the network. (Uses NetBIOS, SMB and RPC)
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Add a program to the exception list

To add a program to the exceptions list, click your mouse on the Add program button in the Exceptions tab of the
Windows Firewall Settings window. A new pop-up window will appear including alist of all the programs that
have been installed on the computer. Select the program you want to add to the exception list and click OK .

Add a Program
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Select the program you want to add, ar dick Browse to find one that is not
listed, and then didk QK.
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If you cannot find the program you need in this list, click the Browse button and search for the location of the
program installed on your computer. Select it and after returning to the Add a Program window, click on OK .
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Add aport tothelist of exceptions

On the Exceptions tab of the Windows Firewall Settings window, click the Add Port button. On the Add a Port
window, enter the port name so you can easily identify it later when needed and then enter the port number.
After that, select the appropriate protocol and click OK .
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Use these settings to open a port through Windows Firewall, To find the
port number and protocol, consult the documentation for the program or
service you want to use,
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Delete a program or port in the exception list

To delete an added program or port in the exceptions list, select the component to delete and click the Delete
button.
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| Program or port -
| O Remote Administration

[+] Remote Assistance

' ] Remote Deskiop

[ Remote Event Log Management -
[ remote Scheduled Tasks Management
CJRemote Service Management

[ remate Valume Management

[ routing and Remaote Access _
O secure Socket Tunneling Protocol

] shavP Trap
| StrongDC+-+

LI Windows Collaborabion Computer Mame Registration Service

[Addpmg’am,..][ Add port... H Properties ]

[¥] Notify me when Windows Firewall blocks a new program

:

[ oK ][ Cancel J Apply

Y ou will be asked to confirm whether you want to delete it. Click Yesif you'rereally sure.
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Fix networ k connections protected by Windows Firewall

If you have ever connected to multiple networks on a computer, you can choose which connection will be
protected by Windows Firewall. To do this, go to the Advanced tab of the Windows Firewall Settings window
and check the connections that need to be protected.
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Metwork connection settings

Select the check box for each connection you want Windows Firewall to help
protect.
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Finally, click OK .

Y ou finished reading the article "Windows Firewall in Windows Vista" edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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