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Windows 11 won't respect your privacy until you
make these changes!

Windows 11 has areputation for being a privacy-poor operating system, with many default settings that can
cause privacy problems. But don't worry - there are ways to regain some control in this area.

Windows 11 is notoriously privacy-poor, with alot of default settings that can cause privacy problems. But don't
worry - there are ways to regain a significant amount of control in thisarea. Y ou just have to take control.

7. Location Tracking

By default, Windows 11 tracks your location, allowing Microsoft and third-party apps to know where you are. If
you're uncomfortable with this, or rarely use location-based apps like Weather or Uber, turning off location
services will stop the data collection. It can also save battery life on laptops and tablets.

To do that, go to Settings > Privacy & Security , scroll down to App Permissions and select L ocation . From
there, turn off L ocation services.

Privacy & security > Location

Windows can use your device's capabilities like GPS or Wi-Fi to determine your location. Microsoft
might use location data to improve the accuracy of its location services. Some desktop apps might
not appear on this page or be affected by these settings. Learn more about location

Location services \
4 Location is turned off and Windows and other users on this device will not be Off ! 4
able to use location

In the pop-up window, click Turn off to completely turn off location services.

6. Application Permissions
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By default, Windows 11 grants apps alot of permissions, which can be aviolation of your privacy. It's aso easy
to grant permissions you don't want. For both reasons, it's agood idea to review and adjust app permissions to
make sure certain apps don't have too much access.

To do this, go to Settings > Privacy & Security , then scroll down to App Permissions. Here you'll find
permissions like Camera, Microphone, and Contacts . Select an app, expand L et apps access your
[permission] , and turn off access for apps that don't need that permission.

E_ \Eizgipfliflfi?jg{::r: jfcr:irj?cmu' camera L D ~
Eirtrlircaeﬁed 7/14/2025 | 11:11:59 AM o D
B recabackHuo on @D
a Messenger On Q
= Nlcriigﬁeihﬁczhﬁar;gv | 11:58:51 PM on @D

5. Cloud Clipboard

The clipboard is a handy feature that temporarily stores items you've copied (such as text and images), allowing
you to quickly paste them between applications. The clipboard history, displayed by pressing Win +V , is
especially useful when you want to retrieve multiple copied items. This feature is even more useful with these
best clipboard tips for Windows.

But do you want your clipboard to sync data to Microsoft servers or across devices, leading to data collection
and inadvertent sharing of sensitive data? If not, you can easily turn off clipboard history by going to Settings >
System > Clipboard and turning off Clipboard history across devices.

System > Clipboard

o Clipboard history
Save multiple items to your clipboard—press the Windows logo key 88 + V to view On .)
your clipboard history and paste from it

Clipboard history across your devices
["1 Paste text from your PC to supported devices of @ )
e This feature is only available if your Microsoft account is syncing with —
Windows

Clear clipboard data

h - Clear
Pinned items won't be removed on this device



4. Cloud sync

Windows' cloud syncing capabilities can also pose privacy concerns, as it stores your settings, files, app data,
and preferences in your OneDrive account. In addition to Microsoft's obvious data collection capabilities, it can
also lead to persistent tracking. To prevent this from happening, you can unlink your OneDrive account from
Windows.

To do that, click the OneDrive icon in the notification areain the lower right corner. Next, click the gear icon in
the upper right corner and select Settings from the menu.
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Select the Account tab on the left and click the Unlink this PC link .
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In the pop-up window, click Unlink account , and that's it - no more cloud syncing.

3. Set up a Microsoft account

When you install Windows 11, you're asked to sign in with a Microsoft account to complete the setup. While
linking a Microsoft account to Windows has some benefits, it also allows Microsoft to track your usage habits,
collect data, and create adigital profile that's directly tied to your identity.



Some tricks let you bypass the Microsoft account requirement, but if you sign in, the good news is that you can
till sign out afterwards. Y ou'll be using alocal account afterwards, which provides a more private experience.

To switch to alocal account, go to Settings > Accounts > Your info and click the Sign in with a local account
instead link .

Accounts > Your info
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Microsoft account
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2. Background Data Collection and Telemetry

By default, Microsoft collects data about your device and usage habits to help improve the operating system.
Thisfeature, called telemetry, can include information about your hardware, app usage, feature usage, and
performance data. While you can't turn off this data collection entirely, you can limit it.

To do this, go to Settings > Privacy & security > Diagnostic & feedback and expand the Diagnostic data
section. Find the Send optional diagnostic data toggle and turn it off.

Privacy & security > Diagnostics & feedback

Diagnostic data
Helps to improve Windows and keep it secure, up to date, and Sending required data
working as expected

~

You're sending required diagnostic data

As a part of using Windows, your device sends Microsoft a limited set of data that is
necessary to keep your device and operating system secure, up to date, and working as
expected.

Send optional diagnostic data
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Your device will be equally secure and will operate normally even if you
choose not to send optional diagnostic data.

Next, delete any diagnostic data that Microsoft may have collected for your Windows PC. Scroll down, expand
the Delete diagnostic data section, and click Delete .

1. Personalized advertising and advertising ID



Personalized advertising relies on extensive tracking of your online behavior, browsing history, and personal
information without your explicit consent. Thisis a privacy nightmare that you can turn off by turning off your
advertising 1D in Settings. However, be aware that apps will continue to show you non-personalized ads after
you turn this feature off (based on general factors like location and what you're doing in the app).

Go to Settings > Privacy & security > General and turn off Let apps show me personalized ads by using my
advertising 1D . Here, you'll also find some additional tracking options you might want to turn off, such as L et
websites show melocally relevant content by accessing my language list and L et Windows improve Start

and sear ch results by tracking app launches.

Privacy & security > General

Let apps show me personalized ads by using my advertising ID
Let websites show me locally relevant content by accessing my language list

Let Windows improve Start and search results by tracking app launches

Y ou finished reading the article "Windows 11 won't respect your privacy until you make these changes!”
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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