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Windows 11 hard drive encryption steps

As technology advances, users must take effective security measures to keep themselves safe from threats and
malicious actors taking advantage of every vulnerability they find. Y ou have two ways to encrypt your hard
drive on Windows 11: through Device Encryption or BitLocker.

This means that, in addition to securing the system with anti-virus programs, users must know how to keep their
local files safe and secure.

Thankfully, Microsoft has addressed the great need of usersin protecting sensitive data, by providing them with
a built-in option to encrypt the hard drive. In this article, TipsMake will discuss two methods of enabling device
encryption on your Windows 11 PC so that you can better secure your system.

How to Encrypt a Windows 11 Hard Drive

1. 1. Using Device Encryption
1. How to enable Device Encryption on Windows 11
2. How to turn off Device Encryption on Windows 11
2. 2. Using BitLocker
1. How to enable BitLocker on Windows 11
2. How to turn off BitLocker on Windows 11
3. 3. Using Group Policy Editor

Y ou have two ways to encrypt your hard drive on Windows 11: through Device Encryption or BitLocker. Both
are security features that help users protect their sensitive information. The Device Encryption feature uses one
or more mathematical techniques to protect your data, while BitLocker encryption uses 128-bit XTS-AES
encryption to securefiles.

1. Using Device Encryption

Unfortunately, only some Windows 11 devices support the Device Encryption feature because it requires a
device that supports Modern Standby. If you want to know if your computer can use Device Encryption, follow
the steps below:

Step 1: Open Windows Search by pressing and holding the Win + Skey.
Step 2: In the search bar, type system information and click Run as Administrator.

Step 3: Then, scroll to the bottom of the System Summary window and find Device Encryption Support. If the
value says Meets prerequisites, then you can use device encryption on your PC. If you don't see this message, go
to the next method to encrypt the hard drive.


https://tipsmake.com
https://tipsmake.com/c/system/
https://tipsmake.com/c/windows-11/
https://tipsmake.com/windows-11-hard-drive-encryption-steps

How to enable Device Encryption on Windows 11

Step 1: Open Settings by pressing and holding Win + 1. Or click Start and select Settings from the menu.
Step 2: Then, go to the Privacy & Security option in the left navigation.

Step 3: Under Privacy & Security, click Device Encryption. If you don't see this option on your settings, the
feature isn't available on your device.

Step 4: Once you are on the Device Encryption page, turn on the switch for the Device Encryption option.
Step 5: Once enabled, wait afew seconds for the encryption to finish.

Step 6: Close the Settings window. Y our Windows 11 hard drive is now encrypted.
How to turn off Device Encryption on Windows 11

To turn off Device Encryption:

Step 1: Hit the Start menu and click the Settings app. Y ou can also open Settings by pressing and holding
Windows key + 1.

Step 2: Next, click Privacy & Security in the left menu.

Step 3: On Privacy & Security, select Device encryption.

Step 4: Then, turn off the switch found to the right of the Device encryption option.

Step 5: When the pop-up screen appears, select Turn off to confirm your action.

Step 6: Next, wait for the decryption processto finish. It may take a while, depending on your device.

Step 7: Finally, close Settings.

2. Using BitL ocker

If your Windows 11 device doesn't have the Device Encryption feature, you can use BitLocker instead.
BitLocker is aso available in most Windows 11 devices, especially those with TPM 2.0. In addition to
protecting sensitive information, you can also use it to prevent unauthorized people from accessing your device.

How to enable BitLocker on Windows 11
To enable BitL ocker:

Step 1: Press and hold Win + S key to open Windows Search.

Step 2: Next, type BitLocker in the Windows Search bar and press the Enter button. Thiswill open the
BitL ocker Drive Encryption window.
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Step 3: Then, select the drive you want to encrypt.

Step 4: Now, click Turn on BitLocker to start encrypting the hard drive.
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Step 5: On the window that appears, you will be asked how you want to unlock the hard drive at startup. The
article recommends using the password method because it is more convenient to use. However, you can aso
choose to open with USB if that's what you prefer.
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Step 6: Then, enter twice the password you want to unlock the drive and click Next.
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Step 7: In the next window, you will be asked to choose arecovery option in case you forgot your password. The

best option isto saveit to your USB or Microsoft account, so that it can be accessed by another computer in case
you forget your BitLocker password and cannot access your PC.
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Step 8: Then you need to choose whether you want to encrypt the entire hard drive or just the used parts of it.
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If you're setting up BitLacker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.
If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.
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Step 9: Next, choose how you want to encrypt the drive. Y ou can choose the first option if you are using a fixed
drive. But if you are going to move your hard drive, choose the second option.
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Step 10: Finally, tick the option Run BitLocker system check and click Continue.
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Are you ready to encrypt this drive? ith BitLocker.

Encryption might take a while depending on the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

B Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypting.

Nete: This check might take a while, but is recommended to ensure that your selected unlock method
werks without requiring the recevery key.
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Step 11: After the encryption is finished, you will be asked to restart the computer. If you want to check if the

encryption isworking, click Restart now. Otherwise, click Restart later if you still need to get something done on
your device.
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How to turn off BitLocker on Windows 11

To disable BitL ocker again:
Step 1: Open Windows Search by pressing and holding the Win + Skey.

Step 2: Type BitLocker in the Windows search bar and press Enter.
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Step 3: Next, select the drive you want to decrypt and click Turn off BitL ocker.
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Step 4: Then, confirm your action by clicking Turn off BitL ocker again on the pop-up window.
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Step 5: Wait for the decryption process to finish before shutting down or restarting the computer.

3. Using Group Policy Editor

If after enabling BitLocker on your device and you find it is not available for your Windows 11 device, this
means that your computer does not have TPM 2.0 available. But don't be discouraged. Y ou can still enable
BitLocker even if you don't have a compatible TPM using the Group Policy Editor. Here's how to do it:

Step 1: Open Run by pressing and holding the Win + R key. Then, type gpedit.msc and press Enter to open the
Group Policy Editor.

Step 2: In the Group Policy Editor, follow the path Local Computer Policy > Computer Configuration >
Administrative Templates > Windows Components > BitLocker Drive Encryption > Operating System Drives
found in the left navigation.



Step 3: Next, double-click the Require additional authentication at startup key key found on the right pane. This
will open a new window.

J Le<al Groyp Policy Editor = o =
Fle  Action View Help
e am=Bm T

|/ Lotal Computes Peficy = T
~ & Comouter Configuration Deves.

Require sdditional authentication at  Setting State
Stirtop 17 Ao netweork unlock st startup Mt configured
- Adrranistratree Templates B poticy etting AL Aliow Secure Boot for integrity validation Het configured
i Requive sdditional authentic stion at startup

Requirements: ] Requae additions) suthentication at statup (Windows Sérve..  Enabled
At beast Windows Server 2008 R2 11 Disallow stendlisd weers from changing the PIN or passwesd Mot configured
" Windara 7 1 Al devites complismt with instantGo or HET 1o cpt cut 6., Net configured
Deseription: 11, Enabile use of Bitlockes authentication requiting peeboot ke, Het configured
This policy vettng allows you to L] Aliow emhanced Pitis for startup et configured
~ 1 Windows Components M.gunmu:s«luiu 31) Configure minimm PIN kength for amup Mot configured
mmx:;::::::m (1L Configure ute of hurdware-based encryption for operating 1. Net configured
whether you sre uteng Bl ocher il Enfeice drve encryption type on eperating fystem deives Met configured
valth or witheut  Trusted Platioen 1, Contigure use of pariwords for optrating sythern demves Met configured
:f:’tg’:ml:ﬂﬁ:““ﬂ e BaLotkerprotected sperating drivesca. Mt configured
Bl ke {hy Configute TEM pLaterm yabidation peofile for BIOS-based fir. Mot configured
1] Configure TPM platformn validation profile (Windows Vista, . Mot confiqured
Note: Ondy ene of the additional 17 Configure TPM platform validstion profile for native UEFIfir.  Not configured
v 1 Batockes Dvve Encyption ‘:;::’:‘;::::ﬂm‘:. 5, Configure pre-bact recoveny meseage and URL Mot configured
pabiey ener eteuts. i Reset platform validstion dats sfter Bitl ocker recovery Mot configured
| Opesating System Drives 11, Use enhanced Boct Configurstion Data validstion peoile Het configured

H you want to uie Bitbocker on g
computer without a TPM, select
the "Allow Balocker wathout &
compatible TPM" check boo. In
this mode esther 8 patsword of 8
USE drve is required for shastoup.
Wihen using & startup key, the key
infigemation wied 1o encrypd the
dirive i stoned on the USE deive,
cheating a USE kry. Wihen the USE
ke it imterted the stteds to the
derve is authenticated and the hd

Step 4: On the new window, make sure to select the Enabled option in the top left corner of the window, then
select the option Allow BitL ocker without compatible TPM (requires a password or a startup key on a USB flash
drive) and Click Apply > OK. .

&= Require additional authentication at startup o x
[5] Require additional authentication at startup Privtous Se;g Next Setting
) NotConfigured ~ Comment: -
| © Enabled
O Disabled I =21
Supported 00 at |east Windows Server 2008 R2 or Windows 7 -
v
Options Help:

Allow BitLocker without a compatible TRM [ This policy setting allows you te configure whether BitLocker
|| @ (requires a password or 3 startup key ona | requires additional authentication each time the computer starts
USE flash drive) and whigther you are using BitLocker with or without a Trusted
| Platferm Module (TPM), This policy setting is applied when you
| 9
Settings for computers with a TPM: | [ tum on Bittocker.
1| Configure TPM startup: Mete: Only one of the additional authentication options can be
required 2t startup, cthenwize 2 policy error cocurs. |
Allow TP ~ i
If you want to use BitLocker on a computer without a TPM, select

1| Configure TPM startup PIN: the "Allow BitLocker without a compatible TRM” check box. In

|| Altow startup PIN with TPM o this mede either a passwerd or a USE drive is required for start-
H up. When using a startup key, the key information used to
1| Configure TPM startup key: encrypt the drive is stored on the USE drive, creating a USE key.
When the USE key is inserted the access to the drive is
Allow startup key with TPM ~ suthenticated and the drive is accessible. If the USB key is lost or
unavailable or if you have forgotten the password then you will
Configure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the

- drive.
|| Allow startup key and PIN with TPM

On a computer with a compatible TPM, four types of

Step 5: Now, BitLocker is enabled on your device. Follow the steps above to enable this feature on Windows 11.

Hard drive encryption keeps al your sensitive data safe and secure. At the same time, it adds another layer of
protection against threats and malicious actors. However, you need to be careful when enabling this feature



because if you are not careful in managing your passwords or keys, you will lose access to your precious data.

Y ou finished reading the article "Windows 11 hard drive encryption steps" edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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