l ipsMake.c.,m

TipsMake > Technology >Basic knowledge >

What is Split Tunneling? How to enableit?

Split Tunneling performs the task of dividing Internet traffic. With Split Tunneling, you have the ability to route
Internet traffic through a VPN or alocal network.

Split Tunneling performs the task of dividing Internet traffic. With Split Tunneling, you have the ability to route
Internet traffic through a VPN or alocal network.

VPN Split Tunneling protects the traffic you route through your VPN network, without |osing access to your
local network and the devices connected to it. Available on Windows, Android, Android TV.

Why Split Tunneling?

When a user connectsto aVPN server, it creates a secure, encrypted tunnel that then passes over to the Internet.
By default, any and all traffic sent over the VPN network goes through the VPN server and is encrypted.

With Split Tunneling, however, you can choose which information goes through the VPN server (encrypted) and
which goes through your 1SP (unencrypted). The option to route your Internet traffic through either your VPN or
your ISP is useful, especialy if you don't want to access certain websites without encryption.
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Benefits of Split Tunneling

1. Watch foreign TV shows/movies while using the Internet with alocal IP address
2. without compromising online privacy
3. Access devices on local network while using VPN


https://tipsmake.com
https://tipsmake.com/c/technology/
https://tipsmake.com/c/basic-knowledge/
https://tipsmake.com/what-is-split-tunneling-how-to-enable-it

If you do not enable Split Tunneling:

1. You cannot access international and local content at the same time.
2. Transmitting all the data through the ISP will consume all the bandwidth.
3. You cannot access LAN devices while connected to VPN

The real advantage of using Split Tunneling comes from its convenience. This feature improves your work
efficiency. Suppose you are traveling abroad, to access that country's content, you can route the traffic through
the Internet and to access your country's content, you can route the traffic through the VPN network.

How to Enable VPN Split Tunneling on NordVPN

Setting up split tunneling isn't too complicated — it just involves enabling a menu option in your VPN app. But
before we get into the step-by-step instructions, there are afew things you should know.

Requirementsfor VPN Split Tunneling

First, you need to use a VPN provider that offers split tunneling. Most of the best VPN services offer this option,
but you should still double check.

Second, even if your VPN provider does offer split tunneling, it's unlikely to be supported on every operating
system. Most providers support it on Windows and Android, but few support it on Linux, routers, or browser
extensions. At the time of writing, no provider offers true split tunneling on Mac or iOS (only IPVanish offers
thisform of service); however, competition is fierce on this front. Check ahead of timeto seeif split tunneling is
supported on the platform you need.

Third, there are different ways to implement split tunneling. For example, you can include or exclude specific
applications, domains, or | P addresses. To keep things simple for the following example, we will enable VPN
protection for all connections by default and disable it only for specific applications.



Enable VPN Split Tunneling with NordVPN

Here's how to set up split tunneling with NordV PN on Windows.

Settings > Split tunnel
Choose

In the NordV PN app, click the gear icon to go to Settings > Split tunneling .

Set Split tunneling to On and set Type to Disable VPN for selected apps.

From the Windows Start menu, launch the applications for which you want to enable split tunneling—for

example, Steam or Zoom.

4. Back inthe NordVPN app, click the Add apps button . A list will appear showing the programs that are
running. Check the boxes next to the apps you want to disable VPN for. When you're done, click Add
selected .

5. Now you will see them listed under Selected apps . Close settings and you are done.
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Warning : If you are having issues with split tunneling on NordV PN or another service, it may be dueto a
connection error in some Windows applications that are marked to perform split tunneling.

Y ou can often fix the problem by enabling custom DNS settings and entering a public resolver like Cloudflare
DNS (1.1.1.1). Thislittle-known VPN setting can make a surprising difference if you're having connection



issues with split tunneling.

Settings > Connection
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Compare speed resultswith VPN Split Tunneling

Now that you know how to enable split tunneling, let's look at how it affects your connection speeds. We'll be
using FAST, a speed test tool owned by Netflix, to evaluate your streaming capabilities. (The tests below were
performed using an Ethernet cable to eliminate any differences caused by Wi-Fi.)

Here are the speeds in the example with VPN enabled for all connections:
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Here's the speed with split tunneling enabled for my browser to give Netflix full speed:
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The difference is pretty obvious.

That's al thereisto it. When you want to get the benefits of a VPN without affecting everything else you do,
enable split tunneling for specific apps to take full advantage of your connection speed.

Arethereany risksin using Split Tunneling?

Split Tunneling is a powerful feature that provides convenience to your Internet activities. There are many risks
associated with Split Tunneling. However, when Split Tunneling is enabled, it means that the user bypasses the
high encryption of the VPN service, which is used to keep your online activities safe from hackers,
cybercriminals, and prying eyes.

If you set up Split Tunneling to exclude certain traffic from VPN protection, your Internet service provider or a
third party may be able to access that traffic. To protect your online activities, use VPN-protected connections
when you handle sensitive data, access restricted websites, or share files P2P.

Y ou finished reading the article "What is Split Tunneling? How to enableit?" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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