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What isMac OS X FileVault and how to use it?

In fact, a password only prevents someone from trying to log in and access the operating system, but your hard
driveis not encrypted like that. With an Ubuntu boot disk, or by removing the hard drive, everyone will still be
ableto access al the files on your computer. Only by manually encrypting files on your hard drive can you
really keep your files safe. That's why Mac OS X FileVault appears.

Y ou can feel safe when you have set a password on your Mac OS X account, but the truth isthat it is only formal
and only works to prevent people from having temporary access to it. your computer. It is only useful in case
you leave your computer at home, or go get drinksin the library, but someone with certain knowledge and alittle
time can still access your data.

In fact, a password only prevents someone from trying to log in and access the operating system, but your hard
drive is not encrypted like that. With an Ubuntu boot disk, or by removing the hard drive, everyone will still be
ableto access al the files on your computer.

Only by manually encrypting files on your hard drive can you really keep your files safe. That's why Mac OS X
FileVault appears.

Mac OS X FileVault 1 and 2

FileVault is the technology that Apple provides to encrypt files on the hard drive. After encrypting those files
with strong enough algorithms, these files cannot be accessed by any means. Mac OS X launched FileVault for
the first time on Mac OS X Panther (10.3). Then FileVault only encrypts the personal folders of individual users
in a large file using the encrypted string mode (CBC). Since Mac OS X Lion (10.7), FileVault 1 - now called
Apple Legacy FileVault by Apple - has been replaced by FileVault 2.

In contrast, FileVault 2 encrypts the entire boot disk in numerous smaller files. It aso replaces today's unsafe
CBC encryption with XTS-AES 128 mode and uses a more notable encryption algorithm. In short, it has awider
and safer scope. The full encryption of this drive has some additional security effects, which you can read below.

You're using an old version of FileVault.

You're using an older version of FileWault that encrypts your home directory
but not the entire disk. Do you want to keep using the clder FileVault?

| | Do not show this message again

| Turn Off Legacy FileVault | | Keep Using Legacy FileVault |
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Legacy FileVault users will be notified of the difference if they access the FileVault options window in Mac OS
X Lion version or later. You can switch to FileVault 2 by disabling the old FileVault file. Users of Mac OS X
Lion or newer versions and those who start using FileVault by default, use FileVault 2.

Reduce performance

Because FileVault continuously decodes hard drive data, its use results in aloss of performance. Jason Discount
from The Practice of Code put FileVault 2 into trial when Max OS X Lion debuted.
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Sequential Score Random Score Overall
M 2010 Normal B 2010 FileVault 2011 Normal I 2011 FilsVault
2010 Normal 2010 FileVault 2011 Normal 2011 FileVault
Sequential 168.39 97.11 225.07 182.40
Random 533.00 376.26 880.43 758.65
Overall 255.92 154.30 358.44 254.09

These tests are done on the 2011 MacBook Air (from the time Lion launched). The hard drive | / O performance
(SSD) averages about 18%. Thisis negligible, but SSD data transfer is still much faster than older hard drives. If
you are using a normal hard drive. This performance reduction will be more noticeable. You should consider
whether security benefits are really worth sacrificing performance.

Encrypt the entiredrive and unlock the menu

As mentioned above, FileVault now encrypts the entire boot disk instead of the personal user's home directory.
After booting, the entire drive is unlocked by logging in with an authorized user account. This has both positive
and negative conseguences.

On the positive side, there is no risk for incompatible applications. The entire drive is unlocked after logging in,
so for applications running on the computer it seems that the drive is not encrypted. However, the drive is till
unlocked until it is turned off. In other words, if a third party has access to your computer after the drive has
been unlocked, they can theoretically still be able to access your data, even if you have logged out.
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|| FileVault = Firewall | Privacy |

A login password has been set for this user | Change Password... |
IET Require password | immediately = | after sleep or screen saver begins
Show a message when the screen is locked Set Lock Message..

V| Disable automatic login

Allow apps downloaded from:

Mac App Store
Mac App Store and identified developers

| Anywhere

&
Click the lock to make changes. Advanced.. 7

In addition to using FileVault, you should password protect your computer when it is not working. Y ou can ask
Mac OS X to request a password immediately after it isin Sleep mode or after the screen saver starts working, in
System Preferences> Security & Privacy> General . Combined with Hot Corners, found in System
Preferences> Desktop & Screen Saver> Screen Saver> Hot Corners, you can enable screen saver mode with
apassword if you need to leave the computer for ashort time .

Note that although this additional security measure prevents a lot of intruders, it does not lock the hard drive,
only completely shuts down the computer.

Boot Camp and special drive configuration

FileVault 2 relies on and expects to configure a standard Mac OS X drive: the volume starts Mac OS X with a
Recovery partition. Recent Mac OS X installations come with this Recovery partition, but you can test it by
trying the recovery boot. Reboot your Mac and hold cmd + R to boot Recovery immediately, or hold down the
Alt key to list the available boot options. If for any reason, Recovery partition is no longer available on a Mac,
you should not try to use FileVault. Doing so will fail and potentially lead to dataloss.
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Other non-standard drive settings, like advanced RAID configurations, face the same problem. Even if you use
Boot Camp, compatibility is not guaranteed. Some people have successfully reported if they configured Boot
Camp and installed all drivers before turning on FileVault, but note that compatibility is not guaranteed.

How to activate FileVault

Before starting, back up files on your Mac. Encrypting the entire drive is an extensive process and you never
know when a problem might occur. In any case, backing up datais very important.

Open System Preferences, go to the Security & Privacy section and select the FileVault tab. Before you can
change these settings, you need to unlock the control panel with your username and password. Click Turn On
FileVault . to start the process. Note that enabling FileVault may take a while, because it needs to encrypt the
entire drive. Depending on the size and type of drive, this can range from half an hour to afew hours.
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| General

Turn On FileVault... |

™ FileVault secures the data on your disk by |
# encrypting its contents automatically.

WARNING: You will need your login password or a recovery key to access your data.
A recovery key is automatically generated as part of this setup. If you forget both
your password and recovery key, the data will be lost.

FileVault is turned off for the disk “Macintosh HD".

J% Click the lock to prevent further changes. |  Advanced... | (7

If there are multiple user accounts on the same computer, you can choose which users can unlock the drive after
booting. Authorized users will first have to unlock the drive after booting, before any unauthorized user can log

in.
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Each user must type in their password before they will be able to unlock
the disk.

ﬂ Mat Cauthon Enable User... o
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| Cancel i[ Continue
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ég Click the lock to prevent further changes. | Advanced.. ! (?

Next, you will be provided with a recovery key with a long number of digits. Write (or put it in a secure
password manager like LastPass) and keep it carefully. If you forget your normal password, thiswill be a backup
key. Without this recovery key, losing the password is equivalent to losing al data.
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S/ " The recovery key is a “safety net" which can be used to unlock the
K disk if you forget your password.

@
‘ Make a copy and store it in a safe place. If you forget your password and lose the
recovery key, all the data on your disk will be lost.
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(7) | Cancel Back | Continue |
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Y ou can choose to save your recovery key with Apple. If you lose your key, you can contact Apple support and
retrieve the key with security questions. You still need to be able to accurately reproduce the answer to your
security question or Apple support staff will not be able to access your key. Retrieving this key is an additional
feature, so it may be charged.

Thisis controversial. Finaly, it is better to keep your key carefully. Y ou may need this safety net in the future.
In any case, you should carefully choose security questions, since they are often the weakest link in a secure
network.
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If you need the key and cannot find your copy, you can contact Apple to retrieve it.
To protect your privacy, Apple encrypts the key using the answers to three questions
you provide*.

@

/ \# Apple can store the recovery key for you.

'._5_} Store the recovery key with Apple
| Do not store the recovery key with Apple

Answer these security questions.

Choose answers you are sure to remember. No one, not even Apple, can obtain
your recovery key without the answers to these questions.

Choose a question...

ar

ar

Choose a question...

Choose a question... s

] *Apple can only decrypt the recovery key using exact answers. If you cannot provide )
J ﬂ these answers, then Apple will be unable to access the key. Answer attempts may be (?
restricted. Apple is not responsible for failing to provide the recovery key. Fees may
apply, subject to support eligibility.



After that, the Mac will prompt you to restart the computer. After restarting, Mac OS X will start encrypting all
data on the drive. You can continue to use your Mac in the meantime, but note that disk performance may be
hampered.

e f Security & Privacy
|| Showall |
Click “Restart” to restart the Mac and begin the encryption process.
~  After restarting, you can use your Mac while the encryption process takes place. Return
to Security & Privacy preferences to check on the progress.
Cancel | Restart |
your password and recovery key, the data will be lost.
FileVault is turned off for the disk "Macintosh HD".
iE. :
,} | Click the lock to prevent further changes. Advanced... (7

After restarting, you can return to FileVault option to check the encryption process, along with the estimated
completion time.

Have you used FileVault or any other security solution? Let us know in the comment section below!

See more:

1. 10 encryption toolsfor Mac
2. Create encrypted disk image to store sensitive datain Mac
3. Securefoldersin Mac OS X Lion with a password

Y ou finished reading the article "What isMac OS X FileVault and how to useit?" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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