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What i1s GPEdit.Msc (Group Policy Editor)? How to
use GPEdIt to configure a computer

If you are a person who does not like to sit till, like playing around with components on hardware, computer
software, you've probably been playing in the Group Policy Editor. Thisis one of the interesting Windows
extensions that support users to fine tune the operating system.

If you are a person who does not like to sit still, like playing around with components on hardware, computer
software, you've probably been playing in the Group Policy Editor. This is one of the interesting Windows
extensions that support users to fine tune the operating system. In this article, Software Tips will help you
understand more about Group Policy Editor.
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GPEdit.Msc (Group Policy Editor) l1agi?
Cach dung GPEdit dé chinh cau hinh may t|n

A. What is GPEdit.Msc (Group Policy Editor)?

GPEdit.Msc - Thisis a command to support the user can open the Group Policy Editor on their computer. Y ou
cannot access the Group Policy Editor without the above command. What about the Group Policy Editor? Group
Policy Editor is atool to help you customize the operating system on your computer directly. The Group Policy
Editor supports a lot of interesting things. Disable Windows Update, disable Cortana, Disable firewall, . AlImost
everything that is available on Windows, the Group Policy Editor can intervene.
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Group Policy Editor is available on all versions of Windows (Except Windows 10 Home).

If you do not like using codes, the Group Policy Editor will be the best choice for you. The choices in the Group
Policy Editor are only Enable, Disable, and Auto. Y ou just select and Saveis done.

The Group Policy Editor supports users to batch edit Registry files on the computer quickly and conveniently.
Users can download other optimized versions of the Registry to their computer to improve performance.

B. How to use GPEdit to configure a computer

If you need to configure your computer on GPEdit, then you need a lot of time to learn and tweak it to suit your
needs. In this article, the Software Tips will introduce you the most basic about GPEdit and some useful options
on GPEdit to configure your computer.

|. How to access GPEdit
Method 1: Direct access from RUN window

Y ou press Windows + R to open the RUN window and enter the command GPEdit.Msc .
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i Type the name of a program, folder, document, or Internet
reseurce, and Windows will open it for you,

Open: | GPEdit.Msc .

Cancel Browse...

Method 2: Accessdirectly on the Start bar

Enter the Edit group policy into the search bar and press Enter to open it.
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I1. Theinformation in GPEdit

When the L ocal Group Policy Editor window appears. Here are the main parts you need to care about:

1. Computer Configuration: Computer edits (All accounts)
2. Use Configuration: Edits about individua user accounts (Accounts are logged in

Inside the two main parts up there will be 3 subsections:

1. Softwar e Settings. The editing options are related to the software on the computer.
2. Windows Settings: Security settings, Script related to login / logout / turn off the computer.



3. Administrative Templates: Computer configurations (Based on the Registry). Y ou go here to tweak the
Registry on the computer quickly.
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[11. Fine-tune computer configuration with GPEdit
1. Prevent accessto Control Panel

If your computer is a shared computer and you are afraid that someone will go to the custom Control Panel to
mess around with it, this way will restrict access to the Control Panel with strangers.

Steps to block access to the entire Control Panel:

User Configuration => Administrative Templates => Control Panel => Prohibit access to Control Panel
and PC Settings => Enable => Apply .
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Stepsto block access to some Control Panel sections:



User Configuration => Administrative Templates => Control Panel => Hide specified Control Panel items

=> Enable=> Apply .
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2. Disable OneDrive

Next Setting

~ Control Panel ® Not Configured  Commen:
Hide specified Control Paneltems  Setting . .
| Add
Edit policy setting A g O Disabled
Requirements Supported on: [ af jeast Windows 2000
Atleast Windows 2000
Description: Options:

This setting allows you to display
or hide specified Control Panel
items, such as Mouse, System, or
Personalization, from the Control
Panel window and the Start
screen, The setting affects the
Start screen and Control Panel
window, a5 well as other ways to
access Control Panel items, such
as shortcuts in Help and Support
or command lines that use
control.exe. This policy has no
effect on items displayed in PC
settings.

If you enable this setting, you can

Help:

List of disallowed Control Panel items

Extended /, Standard
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This setting allows you to display o hide specified Control Panel
items, such as Mouse, System, or Personalization, from the
Control Panel window and the Start screen. The setting affects
the Start screen and Control Panel window, as well s other ways
to access Control Panel items, such as shortcuts in Help and
Support or command lines that use control.exe. This policy has
no effect on items displayed in PC settings,

If you enable this setting, you can select specific items not to
display on the Control Panel window and the Start screen,

To hide a Control Panel item, enable this policy setting and click
Show to access the list of disallowed Control Panel items. In the
Show Contents dialog box in the Value column, enter the Control
Panelitem's canonical name. For example, enter
Microsoft.Mouse, Microsoft System, or
Microsoft.Personalization.

Note: For Windows Vists, Windows Server 2008, and earlier
versions of Windows, the module name should be entered, for
example timedate.cpl orinetcpl.cpl. If 2 Contrel Panel item does

Cancel

OneDrive is an available software and is deeply integrated into the operating system of Windows 10. You can
turn off OneDrive through GPEdit.

To turn off OneDriver, do the following:

Computer Configuration => Administrative Templates => Windows

Prevent the usage of OneDrivefor file storage => Enable => Apply .

Components => OneDrive

& Prevent the usage of OneDrive for file storage

[] Prevent the usage of OneDrive for file storage

Previous Setting | | Next Setting
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J + OneDrive doesn't appear in the
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This policy setting lets you prevent apps and features from
working with files on OneDrive.
If you enable this policy setting

* Users can't access OneDrive from the OneDrive app and file
* Windows Store apps can't access OneDrive using the WinRT
AP

* OneDrive doesn't appear in the navigation pane i File Explorer,
* OneDrive files aren't kept in sync with the clou

* Users can't automatically upload photos and videos from the

camera roll folder.

If you disable or do not configure this policy setting, apps and
features can work with OneDrive file storage.

3. Turn off Restart request when Update Windows

Cancel Apply

=>

Every time we update Windows, the system will ask you to restart your computer. This feature can be turned off.

To stop Restart after Windows Update is finished:



Computer Configuration => Administrator Templates => Windows Components => Windows Update =>
No auto-restart with logged on usersfor scheduled automatic update installations => Enable => Apply .

& No auto-restart with logged on users for scheduled automatic updates installations
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@® Enabled
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Supported on: [ Windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Requirements:
Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

| Windows Logon Options
| Windows Media Digital Rights
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| Windows PowerShell
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Specifies that to complete a
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who s logged on, instezd of causing the computer to restart

Updates will wait for the computer automatically.

to be restarted by any user who is
logged on, instead of causing the

If the status is set to Enabled, Automatic Updates will not restart
computer to restart automatically.

a computer automatically during  scheduled installation if a
useris logged in to the computer, Instead, Automatic Updates

Ifthe status is set to Enabled, will notify the user to restart the computer.

Autornatic Updates will not restart

¥ [ Windows Update s computer automatically durin
o Urte o 8 P ly during Be aware that the computer needs to be restarted for the updates
- Windons Update for Busin | a scheduled instalation i 3 user s, 1o toke eifeet,
| Work Folders .
< s > If the status is set to Disabled or Not Configured, Automatic
Updates will notify the user that the computer will automatically
33 seting(s) restart in 5 minutes to complete the instellation.
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Cancel

4. Turn off flat notifications

With Windows 10, notifications are converted to a flat form at the bottom of the screen. Like notifications on
mobile devices, but notifications on Windows 10 sometimes annoy us when playing games. This way you can
also turn off notifications on Windows 7/8.

Windows 7 / XP:

User Configuration => Administrative Templates => Start Menu and Taskbar => Turn off all balloon
notifications => Enable => Apply .

Windows 8/10:

User Configuration => Administrative Templates => Start Menu and Taskbar => Notifications => Turn
off toast notifications => Enable => Apply .

& Tum off tosst notifications

File Action View Help
e am=HE T
| Windows Mobility Center
| Windows PowerShell
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Edit policy setting O Disabled

Supperted on: [ Ap least Windows Server 2012, Windows 8 or Windows RT
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At least Windows Server 2012,

Windows & or Windows RT

Options: Helpi
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I Software Settings
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7 Control Panel
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I Administrative Templates

Start Menu and Taskbar
| Netifications

| Windows Companents

This policy setting turns off
toast notifications for applications.

If you enable this policy
setting, applications will not be
able to raise tosst notifications.

Note tht this policy does
not affect taskbar notification
balloons.

Note that Windows system
features are not affected by this

v

8 setting(<)
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5. Tét phn m&m diét Virus Windows Defe.

This pelicy setting tums off toast notifications fer
applications.

If you enable this policy setting, applications will not be
able to raise toast notifications,

Note that this policy does not affect taskbar notification
balloons.

Note that Windows system festures are not affected by this
policy. You must enable/disable system features individually ta
stop their ability to raise toast notifications.

I you disable or do not configure this policy setting, toast
notifications are enabled and can be turned off by the
administrator or user.

No reboots or service restarts are required for this policy
setting to take effect,

Cancel Apply

5. Turn off Windows Defender Virusremoval software




Windows Defender is a powerful antivirus software on Windows today. But Windows Defender often detects
errors so you can turn it off according to your needs.

How to turn off Windows Defender:

Computer Configuration => Administrative Templates => Windows Components => Windows Defender
AntiVirus=> Turn off Windows Defender AntiVirus=> Enable=> Apply .

- & Tum off Windows Defender Antivirus o X
File Action View Help
e 2EBEm T EE TomeffindonsDefender i praons st | [ ot saing

Task Scheduler ] _ Windows Defender Antiving @ o
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6. Block theinstallation of new software on the system

If you lend your computer and are afraid of other people installing strange and unknown applications on your
computer, you can use this method.

How to block the software install ation:

Computer Configuration => Administrative Templates => Windows Components => Windows I nstaller
=> Turn off Windows Installer => Enable=> Apply .

g & Tum off Windows Installer =
File Action View Help
es 2@ 2 BE T B} Tum off Windows Installer Provious Seting | | NextSeting
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| Windows Logon Options. only those programs offered by a the options in the Disable Windows Installer box to establish an
~ Windows Media Digital Rights Managem system administrator. You can use. installation setting
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an installation setting. enabled. Users can install and upgrade software. This is the
 Windows Moty Center ettt behaviorfor Windows Ineales on Windows 2000
1 Windows Powershell The "Never option indicates Professional, Windows XP Professional and Windows Vista when
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< = e R Sy - The "For non-managed applications only" option permits
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PR— or Remove Programs). This is the default behavior of Windows
i e 21t P3N mEm Ait Virus Windows Defe.. Installer on Windows Server 2003 family when the policy is not
: ThuThuatPhanMem.vn
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Cancel Apply

7. Block removable stor age device



Mobile storage devices are common today, but they can aso be the cause of your computer being infected with
Virus.

How to block removable storage devices, peripherals:

User Configuration => Administrative Templates => System> Removable Storage Access => Removable
Disks: Deny read access => Enable => Apply .

= & Removable Disks: Deny read access o x
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8. Turn off Command Prompt and Windows Registry Editor

If you are afraid of someone going to CMD and Registry to edit affecting your computer, you can temporarily
turn them off.

How to turn off CMD and Windows Registry Editor:

User Configuration => Administrative Templates => System => Prevent access to the command prompt
and Prevent accessto registry editing tools=> Enable => Apply .

=] Local Group Policy Editor - o x
Al system
Select an item to view its description. Commen t "
ssing COM components Not configured No
ntury interpretation for Vear 2000 Not configured No
being Help No
the Getting Started welcome screen atlogon  Not configured No
sert AL
s to the command prompt Not configured No
<to registry editing tools Not configured No
s spphcat o
o Not canfigured No
5 Us les Not configured No
] v
| Windows Components “ 3 >
< o > Extended /[ Standard
10 setting(s)

9. Edit Taskbar and Start Menu

Thisis afeature that supports you to customize the toolbar on your computer quickly.

How to edit:



User Configuration => Administrative Templates => Start Menu and Taskbar .

There are a lot of options here, find the things you want to edit to fix. Besides the edits the manufacturer has

annotated the content of the edit for you.

=] Local Group Pelicy Editer
File Action View Help
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7 Windows Remote Shell
7 Windows Security
w [ Windows Update
“| Windows Update for Business
| Work Folders
7 Al Settings
~ i User Configuration
| Software Settings
7| Windows Settings
v (] Administrative Templates
Control Panel

Shared Folders
Start Menu and Taskbar
*| Notifications
v [ System

| Ctrl+Alt+Del Options
Display
Driver Installation

Folder Redirection
Group Policy

Internet Communication Management
Locale Services

Logon

Mitigation Options

Power Management

Removable Storage Access

Scripts

User Profiles

Windows Components

< >

"~ Start Menu and Taskbar

Select an item to view its description.

Setting
7 Notifications
Add Search Intemet link to Start Menu
Clear history of recently opened documents on exit

Clear the recent programs list for new users

Clear tile notifications during log on

t desktop apps first in the Apps view

Disable context menus in the Start Menu

Search just apps from the Apps view

Add Logoff o the Start Menu

Force Startto be cither full screen size or menu size
Go to the desktop instead of Start when signing in
Gray unavailable Windows Installer programs Start Menu sh,
Remove the People Bar from the taskbar

Remove "Recently added” fist from Start Menu
Turn off persenalized menus

Lock the Taskbar

Start Layout

Turn off notification area cleanup
Remove Balloon Tips on Start Menu items

Prevent users from customizing their Start Screen

Remove and prevent access to the Shut Down, Restart, Sleep.
Rermove common program groups from Start Menu
Remove Favorites menu from Start Menu

R Search link from Start Menu

Add "Run in Separate Memory Space” check box to Run dial..

State

Not cenfigured
Not configured
Not cenfigured
Not configured
Not configured
Not configured
Not configured
Not cenfigured
Not cenfigured
Not configured
Not cenfigured
Not configured
Not configured
Not configured
Not configured
Not cenfigured
Not cenfigured
Not cenfigured
Not cenfigured
Not configured
Not configured

Not configured
Not configured

" Extended / Standard

96 setting(s)

10. Turn off Consumer Experience

Consumer Experience isatool that Microsoft usesto collect Windows user data to adjust ads on the Start Menu.

How to turn off Consumer Experience:

Computer Configuration => Administrative Templates => Windows Components => Cloud Content =>

Turn off Microsoft consumer experiences => Enable=> Apply .




File Action View Help
oo nm = Hml T
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| App Package Deployment ~| [T Cioud Content
“| App Privacy

A Tumn off Micresoft consumer
“| App runtime

experiences
| Application Compatibility

| AutoPlay Policies Edit policy settin
policy setting

Biometrics

2] Do not show Windows tips

[ Turn off Microsoft consumer experiences

State
Not configured
Not configured

BitLocker Drive Encryption
Camera
Cloud Content

Credential User Interface
Data Collection and Preview Builds O Not Configured
Delivery Optimization
Desktop Gadgets

Desktop Window Manager O Disabled

@) Enabled

Device Registration
Digital Lecker
Edge Ul

Opti 3
Event Forwarding =

& Tum off Microsoft consumer experiences

B} Tum off Microscf: consumer experiences

[m) x

Comment:

Device and Driver Compatibility Supported on:

Event Log Service

Event Logging

Event Viewer

File Explorer

File History

Find My Device

Handwriting

HomeGroup

Intemet Explorer

Intemet Information Services

Location and Sensors
< >

2 setting(s)

This policy setting turns off experiences that help consumers
make the most of their devices and Microsoft account,

Ifyou enable this policy setting, users will no longer see
personalized recommendations from Microsoft and notifications
about their Microsoft account.

If you disable or do ot configure this policy sefting, users may
see suggestions from Microsoft and notifications about their

Note: This setting only applies to Enterprise and Education SKUs. >

rosoft
cao tré

‘emplat
Apply | |sumer ¢

In this article, Software Tipsintroduced you to GPEdit. Y ou can learn more to tweak your computer accordingly.

Good luck!

Y ou finished reading the article "What is GPEdit.M sc (Group Policy Editor)? How to use GPEdit to
configure a computer"” edited by the TipsM ake team. We hope this article has provided you with many useful
tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for

following usregularly.
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