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What i1s BitLocker? How to turn it on and off on
Windows 10, 11

Encryption when sharing online has now been applied on computer hard drives to secure personal datawith
BitL ocker software. In addition to securing personal information, you can also use BitLocker to prevent hackers
from attacking and accessing your device. Follow TipsMake's article below to know what BitLocker is.

Not only Win 10, Windows 11 is also integrated with BitL ocker software, which helps protect computer users
data. Hackers will not be able to read data on encrypted drives, avoiding information leaks. individual.

|. What is BitL ocker?

BitLocker is the best and free data encryption tool on Windows operating systems. In addition to hard drive
encryption, BitLocker can also protect storage devices such as USB. However, BitLocker can only work on
Windows 10, 11 operating systems and computers with TPM 2 (Trusted Platform Module) chips.

II. How to open BitL ocker on Windows 10, 11

2. Detailed instructions

Sep 1. Pressthe key combination Windows + S, enter BitL ocker on the search tool bar => Click Manage
BitL ocker .
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Sep 2: Select the drive you want to encrypt, then click Turn on BitL ocker .
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Help protect your files and folders fram unauthorized access by protecting your drives with BitLocker.

Operating system drive

05 (C) BitLocker off

Fixed data drives

Local Disk (D) BitLocker off
@ Turn on BitLocker

Removable data drives - BitLocker To Go

& TPM Administration Insert a removable USE flash drive to use BitLocker To Go.
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Sep 3. Check the box Use a password to unlock the drive => enter the computer password => press Next .
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Choose how you want to unlock, Firive ker.

‘asswords snould contain uppercase and lowercase letters, numbers, spaces, and symbels,

Enter your password . I
Reenter your passwong [aesssnses * e
] Use my smiart card to unlock the drive
You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.
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- Choose a key recovery method in case you forget your BitL ocker password.
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How do you want to back up your recovery key? ocker.

0 Some settings are managed by your system administrator,

H you forget your password or lose your smart card, you can use your recovery key to access your drive.

—> Save to your Azure AD account
—» Save to a USE flash drive

-3 Save to afile

—» Print the recovery key J
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- Option to encrypt thedrivein use or the entire Drive => Next .
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Cheose how much of your drive to encrypt ocker.

H you're setting up BitLocker on a new drive or & new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

H you're enabling BitLocker on a PC or drive that's already in use, censider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable infa.

(®) Encrypt used disk space only {faster and best for new PCs and drives)

() Enceypt entire drive (slower but best for PCs and drives already in use)
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- Select encryption mode => click Next .
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Choose which encryption mode to use ocker.
Windews 10 (Version 1511) introduces & new disk encryption mode (XTS-AES). This mode provides
sdditional integrity suppert, But it is not compatible with older versions of Windews.
I this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode,
Lidic 2 fived drive or if this drive will enly be used on devices running at least Windows 10 (Version
r later, you should choose the new encryption mede
(®) Mew encryption mode (best for fixed drives on this device)
() Compatible mode (best for drives that can be moved frorm this device) 9
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Sep 4: Click Start encrypting .
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Are you ready to encrypt this drive? acker.

You'll be able to unlock this drive using 2 password,
Encryptien might take a while depending en the size of the drive.

Until encryption is complete, your files won't be protected.
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- Wait for the process of opening BitL ocker on Windows , the message BitL ocker Drive Encryption
completed will display as shown below.
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1. How to turn off BitLocker on Windows 10, 11

2. Detailed instructions

Sep 1. Return to the M anage BitL ocker interface, click Turn off BitL ocker .
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Operating system drive

05 (C) BitLocker off

Fixed data drives

Local Disk (D:) BitLocker on
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Removable data drives - BitLocker To Go

9 Turn off BitLocker

- Change password
& Remove password
& Add smart card

Help protect your files and folders fram unauthorized access by protecting your drives with BitLocker.

" LS Q Back up your recovery key
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Sep 2: Click Turn off BitLocker .




N -&r “ Systemn and Security » BitLocker Drive Encryption w (v e

Control Panel Home BitLocker Drive EncryptEon

Help protect your files and folders from unasuthorized access by protecting your drives with BitLocker.
B

BitLocker Drive Encryption X

Turn off BitLocker

Your dive will be decrypted. This might take a long tirme, but
you can keep using your PC during the decryption process.
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Sep 3: The process of turning off BitL ocker on Windows will take afew minutes, you just need to wait for the
system to finish running.
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Insert a removable USE flash drive to use BitLocker To Go.

In addition to turning off hard drive encryption with Manage BitL ocker, you can also turn off BitL ocker on
Windows 11 through the Right-click Menu, Settings Menu, Command Prompt and PowerShell. Readers, please
refer and choose the most effective and fastest method to protect your computer data.

For users using Windows 7 or 8, you will need to create a USB Boot Win 10 version upgrade with only a USB
with a capacity of 4GB or more if you want to use BitLocker software, encrypting persona information.

Y ou finished reading the article "What is BitL ocker ? How to turn it on and off on Windows 10, 11" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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