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Web4:. SQL injection - Exploitation steps

Web4: SQL injection - Exploit steps. In this article, TipsMake.com will learn about SQL Injection exploitation
steps.

1. Detection

A common way to detect whether aweb application has an SQL injection error isto add to the query meta
characters in database management systems, such as single quote, comma. double quote, semi colon and
comment characters (--, ##, /**/)... and wait and see how the web application will handle that query.

2. Collecting infor mation about the database management system

When detecting an application that has SQL injection errors, the next job to do isto collect information about the
database management system that the application is using, thisinformation includes the type of database (mysql,
mssql , oracle...) and its version.

To determine the type of administration that the application is using, we can evaluate it according to many
criteria. Judging by the error message:

‘ Unclosed quotation mark after the character string ", \

Error message fromMS-SQL —11S
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Mo valid database connection You have
an error in your SQL syntax; chedck the
manual that corresponds to your MySQL
server version for the right syntax to

use near 'ORDER BY created asc’ at line
1 SQL=SELECT * FROM jos_content

WHERE state = 1 AND catid = ORDER BY
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In the case above, the error message says that the web application uses MySQL.

3. Specify the number of columnsin the select . clause

When exploiting SQL injection, we often use one or more subselect clauses, this is done via the union keyword.
Union is the keyword used to combine the results of many select clauses, so in each select clause, the number of
fields must be equal and equal to the number of fields selected in the original select clause. Consider a specific
example:

select id, content, author from unknownTableName
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Here, intheinitia select clause, select 3 fields: id, content and author. Therefore the select clause after the union
keyword also needs to have exactly 3 fields. If the number of select fieldsin the select clause after the unionis
not equal to the number of fields selected in the first select clause, we will get an error message. So how to know
exactly how many fields the first select clause selects. We can do atrial by incrementing the number of columns
in the select clause after the union (starting at 1). When no error message appears, that is the number of columns
to look for.

Another, faster way to do thisisto use 'order by'. In DBMS the keyword ‘order by' is used to sort the order of the
records obtained in the select clause. After order by can be a column name to specify that the result will be
sorted by the value of that column (can be ascending or descending). After order by can also be the ordinal
number of that column. If the value after order is greater than the number of columns selected, we will see an

error message.

4. | dentify information

After getting the basic information, we will proceed to exploit SQL injection to get the database or perform other
behaviors through this vulnerability.



Specify table and column names. we have many ways to do this, one of them is 'guess becauseit isfast and in
specific cases thisis very useful. For example, some common table names such as: user, users, admin,
administrator, staff, account, manager . (note the prefix tbl _is very often used by programmers to name the
table).

A more formal way to know the table and column names is to use the information_schema object. This object
provides information about the tables, columns, views and procedures. of the database.

Y ou finished reading the article "Web4: SQL injection - Exploitation steps” edited by the TipsM ake team.
We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles
on tips and guides. Thank you for reading and for following us regularly.
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