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Waysto set USB passwords for data protection

USB is small, compact, portable storage devices and users can read on any device that supports USB port.
Because of these features, USB becomes one of the perfect data transfer and storage devices among computers.

USB is small, compact, portable storage devices and users can read on any device that supports USB port.
Because of these features, USB becomes one of the perfect data transfer and storage devices among computers.

However, the drawback is that data stored on USB is easily lost, especialy important data. Therefore protecting
USB data is quite important. In the following article, the network administrator will guide you how to set a
password to protect important data in your USB.

Waysto set a USB password to protect data

1. Traditional method: save files with password
2. Create a secure encrypted partition with Rohos Mini Drive
3. Lock USB Flash drive with USB Safeguard
4. Set password protection USB with BitLock
5. Set USB protection password with Wondershare
6. Set the password to protect the USB with DiskCrytor
7. Set password to protect USB by Kakasoft USB Security
8. Other USB password protection software
1. 1. Rohos Disk Encryption
2. 2. USB Flash Security
3. 3. StorageCrypt
4. 4. VeraCrypt
5. 5. Gili USB Stick Encryption
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1. Traditional method: save fileswith password

In order to protect the datain USB safe, users will have to use the encryption function for each file and folder
one. However, if the USB has alot of data, the encryption will take alot of time. So if you are 'afraid' of having
to encrypt the entire directory, you can use the password encryption function built into applications or programs
to encrypt important files. there.

Quite a number of programs, including Word and Excel, alow users to save password attachments. For example,
in Word, while the document is open, go to Tools => Options and switch to the Security tab . Next enter a
password in the Password to open box , then click OK , re-enter the password again when requested. Finally
save your document and don't forget the password you set.
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Details: Set password to protect and encrypt documents in Office 2013
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2. Create a secure encrypted partition with Rohos Mini Drive

There are many tools you can use to encrypt and set up your data protection password. However, most tools
require Admin permissions to run on the computer.

This means that security tools will not be a viable solution in case if you need to securely transfer data to a
computer that you do not have Admin rights to.

Rohos Mini Drive is one of the tools that can help you encrypt data protection without having or without Admin
rights. The free version can create a hidden partition, encrypted and password protected partition that can protect
2 GB of data on your USB.

This tool uses automatic on-the-fly encryption (on-the-fly encryption) with 256-bit AES encryption technology.
Rohos Mini Drive will be installed directly on your USB, no encryption driver must be available on different
systems. So all your data can be transferred to this encrypted partition and you can access it anywhere you want.

O Help...
Rohos disk is not created as yet.
E"‘Cl"_r':tl USB drive Options
Create protected partition on your USE Setup disk auto start, disconnect hotkeys
(s flash drive. and other options.
=% Hide folder m FRestore Rohos disk.

Hide and encrypt a particular folder from = How to upgrade Rohos Mini...

PC into Rohos Disk,

After creating the password protection and encryption partition on the USB, you can open it by clicking on the
Rohos Mini.exe icon from the root directory.



After entering the password, the Rohos drive will be mounted and accessed via Computer, from which you can
access the data on the secure partition and transfer data between the computer and this secure partition.

To close the Rohos partition, right-click the Rohos icon under the system tray and select Disconnect .

@ Rohos Disk Encryption

Disk has been disconnected.
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1. Download Rohos Mini Driveto your device and install it here.

3. Lock USB Flash with USB Safeguard

Like Rohos Mini Drive, USB Safeguard is a portable application that runs directly from USB and therefore users
do not need to have Admin rights on the computer. Utility uses AES 256 bit encryption technology, free USB
limited version with a maximum size of 2 GB.

To use USB Safeguard, after downloading the tool, proceed to copy the file usbhsafeguard.exe to your USB.
Then run the file usbsafeguard.exe from USB, then enter a password to lock the USB. To unlock it, rerun the
usbsafeguar d.exe file again, then enter the unlock password.

This means you can change your password every time you use USB Safeguard.



Application (1)
usbsafeguard.exe

[ UsB Safequard (F) e

E, USB Flash drive locked!

Enter the paszword to unlock the uzb flash dive.

Input passward: |

ou have forgat the pagsword?

Free version. Get latest verzion at www uzbzafequard. com

1. Download USB Safeguard to your device and install it here.

4. Set password protection USB with BitL ock

Step 1. First, plug USB Pendrive into your computer, then click on USB and select Turn on BitL ocker .
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Step 2 . Now click Use password to protect the drive, enter the password you want to place in both password
fields.



Choose how you want to unlock this drive

Use a password to unleck the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbuols,

Enter your password | ssssss |

Reenter your password | sessss |

[] Use my smart card to unlock the drive

You'll need to insert your smart card, The smart card PIN will be required when you unleck the drive,

| MNex || Cancel

Step 3. Now click on Next until printing or save the key for later reference.

How do you want to back up your recovery key?

If you forget your password or lose your smart card, you can use your recovery key to access your drive,

< Save to your Microsoft account

= Saveto afile

% Print the recovery key

What is a recovery key?

Step 4. Now the encryption process will start and your USB will be secured with the password set in the
previous step.



BitLocker Drive Encryption

{J& Encrypting...

Drive F: 0.2% Completed

Pause

/v Pause encryption before removing the drive or files on
the drive could be damaged.

Manage-EitLocker

1. How to use Bitlocker to encrypt data on Windows 10 (Part 1)

5. Set USB protection password with Wonder share

Step 1. First of al download and install Wondershare USB Drive Encryption.
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Step 2. After installing, open the software and plug the USB into the computer. Select the drive in the program
and the security level, then click the Install button.



E_'\l ‘Wondershare USB Drive Encryption 1.0.0

5 ) Wondershare
E‘:ﬁ USB Drive Encryption (@ teb |
USB Drive:
Disk Information

Volume Type:
Total Size: 3825M
Size of Secure Area: oM l’:ﬁﬁﬂﬂ
Status: Normal Mode KEM'
Recover the access to the secure area? Mo Lml

Secure Area Size(1912M) [Total Size(3825M)

Create a secure area on the disk:

Step 3. Enter the username and password for USB Pendrive.

Account Information % J
User Mame: ||-|E:,|.IE,_If |/
|
Password: | ======== i“EE.E-'/_J

Minimum password length of 6 ::hiriteﬁ/
Confirm Password: | ========

Then, click OK so you have completed the steps to protect USB Pendrive with your password and username.

6. Set the password to protect the USB with DiskCrytor

DiskCryptor is an open encryption solution, providing encryption for all disk partitions, including system
partitions.

1. Create data security partition on USB

Step 1. Download and install DiskCryptor, then click on USB and from this interface click Encrypt .
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(= WD WOE0 DAAIS-FSMOAD Encrypt
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= G 0 bytes Mount Al
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Step 2. A window will appear and ask you to select the encryption process. Leave the default settings and do not
change anything unless you know for sure what you do, then just click Next .

e Volumes . Tools  Helg Hemepage
\Device\Harddisk\olume2 == o
Encryption Settings [ :
Encrypt
) SYS |
Decryph
Algorithm: | AES j é
Wipe Mode: I Mone LI Mount All |
Unmaount &l

Step 3. On the next window, enter and confirm the password. Y ou should set a strong password then click OK
to start the encryption process.

1. How to check password strength
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\Device\HarddiskVolume2 S|

[Mount |
Volume Password L ;
Encrypt |
Password: | EETEEETEETEEREAELLLELE Show Password , SyS Eecryut —i
Confirm: | ttt:txtxtxttt:ttttt:tq | Use Keyﬁles R
T ¥.efiles J Mount All
Layout: iQ'u"a'ERTf L‘ Unmaount All
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small Latin -~ Spedal Symbaols!
1
- ¥
I Back | 0K | Cancel |

Step 4. After the encryption process is complete, click on USB and then* Mount .

Eile Volumes Tools Help

| Disk Drives |
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So now if someone wants to open your USB, they will have to enter the password to know the contents.

7. Set password to protect USB by Kakasoft USB Security

Kakasoft USB Security is one of the best tools used to protect USB Pendrive on Windows computers. This small
tool will help prevent any unauthorized access to files on your USB.

Step 1. First of all, you need to plug USB Pendrive into the computer and then double-click Kakasoft USB
Security and install it normally.



@ use Se;uritv 1.65

Install - Select Destination Drive @ kakasoft.com
Where should USE Security be installed? Please plugin your USE device.

H:\, (Portable Drive)

Install

Step 2. Now to create a password to protect USB Pendrive, you need to open the USB and run the
USBSecurity.exe file and enter the password.

@ USB Security 1.65

Set a Password for this USB drive (H:) @ kakasoft.com
Set a strong pl,}y‘sswcrd in the fields given to lock your device.

Set Mew Password: i sssses |

Confirm Password: | sssnse |

Password Hint (Optional): | Kakasoft |

0 The next time you plug-in this USB drive into any computer, you vwill be prompted to enter
this password to access your data.

& Options ¥ Buy Now & Check for updates

Step 3. Confirm the password and then click ' Protect .

@) use security 1.65

Set a Password for this USB drive (H:) @ kakasoft.com
Set a strong pl,}y‘sswcrd in the fields given to lock your device.

Set Mew Password: i sssses |

Confirm Password: | sesnme |

Password Hint (Optional): | Kakasoft |

0 The next time you plug-in this USB drive inta'asy\computer, vop wilkbe prompted to enter
this password to access your data.

& Options & Buy Now & Check for updates

Now whenever you open Pendrive, you will see an interface like the one below. Here you need to enter the
password to continue.



KP) usB security 1.65

Unprotect this USB drive (H:) 74 kakasoft.com

Please input your password

Password sesesses Forget Password ?

Open in virtual drive Unprotect this drive

& Options ' Buy Now & Check for updates

8. Other USB password protection software

Here are some other software with similar functions, create a password to protect USB. If you don't like the
software, you can choose one of these.

1. Rohos Disk Encryption

Encrypt USB drive x|

|'?:|* |
Create protected partition on your USE flash drive. g ; i

LISB device Ez\ has been found  [Change...]

Encrypted partition properties will be;

e Disk size: 482 Megabytes

o Partition letter (disk): F:

# Partition container file: E:\_rohos\rdisk.rdi. [Change...]

Specify a new password to access the disk:
|"- |

Confirm password:

[+ Make a shortout to the disk on your desktop

| Delete... | | Create disk | | Cancel |

Rohos Disk Encryption is capable of creating protected and hidden partitions on your computer or USB flash
drive; Create passwords that protect or block access to your Internet applications. Rohos Disk uses AES
encryption which is approved by NIST and its encryption length is 265 bits, automatic and online encryption.

Download : Rohos Disk Encryption

2. USB Flash Security



USE Flash Security#g

Mo
€ Install completed.

Hirt:

Please use [Copy of safely remove toal] in the operation menu to copy
[safely remowve tool] after start the file "UsbEnter.exe” and release the
security.

We recommend that use the function [Format] in [tool menu] to format your
disk by NTFS,when install security to a large capacity disk.

Install on other disk

If there is anly OME USE disk connected to the PC and you want to install
security on the other USBE disk, please change the USE disk and dick the [Install
on other disk] button.

Close

USB Flash Security is a security software that protects data in USB Flash with passwords and encryption
functions (AES256). Thisis alightweight but effective application.

Download : USB Flash Security

3. StorageCrypt

Help

| Drive Encryption |m

Choose Disk Drive Scan for hardware changes [#1| Disk Parameters IE:
Digk Mi. I Digk, Capacity J Dizk. Status Parameter J W aluie
M= Diski 78159 MB M ormal Cylinders : 3364
O® Disk2 38154 MB Encypted [ Tracks per Cylinders 255
Sectors per Track B3
Buytes per Sector L3j] 2
Enter Pazsword £|| Partition Info Set public and privacy area [&
Frirary Partition FAT 20002ME
[Erter password || || = Estend Partion 58157ME
_ Logical Dve FAT 26003kE
[Password again]| | Logical Drive FAT 32153MB
P S 4.2 - W
_n' 2 i- b ﬁ@ti 2

| Storagelrypt 2.0 , fres trial version | Copyright Magiclab 2003-2004




StorageCrypt allows you to encrypt and create password-protected removable drives like USB, eSATA drives,
firewire drives, flash cards, PCMCIA drives and many other drives. The software uses 128 bit AES encryption
for maximum security and user password length of up to 50 characters.

Download : StorageCrypt

4. VeraCrypt

- VeraCrypt
Volumes Favorites Tools Settings Help

slot  Volume Size Mount Directory Type H

=1

= 2
= 3
- 4
=1
= B
=
= B
= 9
= 1.

- 1.

Create Volume

Volume

| b Select File... '

mem( ) | Never save history | Volume Tools... || Select Device... |

ﬁ |Auto—Moum Deuice-5| ‘ Dismount All ‘ ‘

VeraCrypt is a free encryption software that effectively protects your data. This tool can encrypt hard drives,
USB and many other drives. It comes with many advanced features such as creating disk volume lock password.

1. Instructions for USB encryption with VeraCrypt

Download : VeraCrypt

5. Gili USB Stick Encryption



g
GiliSoft USB Encryption

USB Drive:

- Disk Information
2% = S
|74 Gilisoft USB Encryption 5.4.0 a
FAT2NTFS Analyzing USE Disk Recover
USB disk (F:\) h
To create a secur eating secure
area.
Create a secure area on e A5k TECTE Ares size(442M) [ Total Size{7622M)

— e '

This is another free encryption tool available for extremely efficient Windows operating system. This tool helps
users encrypt the USB quickly.

Download : Gili USB Stick Encryption
Refer to some of the following articles:

1. How to speed up the process of copying and moving data on USB drives

1. Using USB to lock or unlock Windows computer, have you tried it or not?

1. 4waysto fix USB errors without formatting: "Windows was unable to complete the format'
Good luck!

Y ou finished reading the article "Ways to set USB passwor dsfor data protection” edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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