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Warning: Thereisan 'immortal’ virusstrain, which
Isableto automatically reinstall even if usersrestore
the original settings

Once infected, users can not remove it even though they have completely reset the factory settings.

A recent report by the ZDNet website shows the appearance of an extremely malicious "virus" virus called
XHelper that is amost ‘immortal’ with the ability to reinstal itself. This means that when a smartphone is
infected with avirus, users cannot delete it even after using afull reset.

This dangerous virus was first detected in March but only in August it infected 32,000 Android smartphones
worldwide. Up to now, the number of infected Android smartphones has increased to 45,000. According to

Symantec, approximately 131 new Android smartphones are infected each day, which is about 2,400 devices per
month.

Android Malware xHelper Reinstall
Itself After users uninstall it

After appearing on Android smartphones, xHelper will automatically display malicious ads on the screen and
spam content to make money for the person behind the virus. Even this malicious virus automatically installs ads
or malicious applications from Google Play on the infected smartphone to earn acommission.

xHelper isincluded in pirated apps on unreliable Android app store websites. When users download those illegal
applications to their smartphones, xHelper will install them as a separate download. After that, xHelper will
delete the original application that it was attached to, making it impossible for the user to delete it.
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Posted by u/MissKittyHeart 6 months ago

4
1 "xhelper" keeps installing itself on android phone, how to get rid oef it
¥ permanently??

using anti virus, or whatevs, didnt seem to help. the anti virus on my android didnt detect it

the program xhelper on android keeps popping in, displaying ads. uninstall it, but it will reinstall by
itself automatically later

how do i prevent it auto installation,?
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In fact, xHelper will reinstall as soon as the user removes it and choose to disable the "Install apps from
unknown sources" option, even after restoring to factory settings. This makes Android users never leaveit.

Why xHelper can become ‘immortal’ remains a mystery to both Symantec and Mawarebytes software
developers.

Even anti-virus software has no effect on xHelper. Therefore, users need to be careful before downloading any
applications, games from websites to avoid being infected with this dangerous xHel per virus.

1. Discovering alarge-scale APT attack into Vietnam, users need to quickly download the malicious tool
2. Discovered a Vietnamese student posting 42 Android apps containing malware on Google Play Store
3. New maware using web application has turned into a source of attack, very difficult to detect

Y ou finished reading the article "Warning: Thereisan 'immortal’ virusstrain, which isableto
automatically reinstall even if usersrestoretheoriginal settings' edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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