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Warning: Thereappearsan email notification of
Windows updates from a fake Micr osoft that
contains cyber ransomware

Recently, anew form of computer attack has been discovered by Spiderwabs security researchers at Trustwave.

Recently, a new form of computer attack has been discovered by Spiderwabs security researchers at Trustwave.

The bad guy will create emergency updates emails from fake Microsoft containing ransomware called Cyborg to
infect users computers.

Specifically, the hacker will send emails with subject lines like "Important Microsoft Windows Update! * or
"Install the latest Microsoft update now! ' to the user. The content of these fraudulent emails is urging users to

install the latest important update from Microsoft attached to this email. The attachment will be disguised as an
image format.
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The ransomware file is disguised as an image format. Photo: Trustwave.

When users click, it will execute commands, downloading malicious code to infect the entire system. Once
activated, this malicious code will encrypt all files on the system of the infected user and leave on the screen a
ransom note with the file name Cyborg DECRYPT.txt. A copy of this malware will be hidden in the root
directory of the infected drive.
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ALL YOUR FILES ARE ENCRYPTED BY CYBORG RANSOMWARE ==sevsrrssressssssssnsas
Don*t worry, you can return all your files!
All your files like documents, photos, databases and other important are encrypted
What guarantees do we give to you?
You can send one of your encrypted file and we decrypt It for free,
You must follow these steps To decrypt your files :

1) Send bitcoin to wallet {chu:xhpx r‘K".FA‘lN:ﬂ?i‘iH::‘gK?’.\?Kb\.‘nr".I

2} weite on our e-mail fmarceldeneudgyandex.c
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| ™7 Hiew: bitcoingenerator.exe o™ a X
bitcoingenerate JFRO -------- PE .0050A1A8 |Hiew 8.13 (c)SEN

When malicious code is activated, a notification will appear on the user's screen. Photo: Trustwave.

In fact, Microsoft never notices an update of Windows via email because it will be done right on the operating
system.

1. Warning: New malware can hijack Vietnamese users access to Facebook and Gmail
2. Ai.type keyboard application on Android is silently taking money from users, if you are installing, remove
immediately

Y ou finished reading the article "Warning: There appear s an email notification of Windows updates from a
fake Microsoft that contains cyber ransomware" edited by the TipsM ake team. We hope this article has
provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank

you for reading and for following us regularly.
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