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War ning: Quantum Ransomwareisbeing rapidly
deployed in lightning attacks

Ransomware (ransomware) is probably not a new concept for most computer users. However, Quantum
ransomware is aterm not everyone has heard of.

Thisisacompletely new strain of ransomware, first discovered in August 2021. Quantum Ransomwareis
dangerousin that it can perform attacks with strong intensity and escalate quickly. , leaving system
administrators as well as defense systems with very little timeto react. In typical attacks, the threat actor often
uses the IcedID malware as one of the initial access vectors to the target system. Thisis abridge to deploy
Cobalt Strike to remotely access the system, leading to data theft and encryption using Quantum L ocker.

The security team at The DFIR Report analyzed the technical details of atypical Quantum ransomware attack.
The results showed that the attack lasted only 3 hours and 44 minutes, from the time of initial infection until the
malware completely encrypts the entire device. Thisis clearly a'shocking' number for any defense system.

UselcedID astheinitial access bridge

The Quantum ransomware attack observed by DFIR used the IcedlD malware asinitial accessto the target
system, most likely through a phishing email containing an 1SO attachment.

IcedID is abanking trojan module used for the past 5 years, mainly to deploy second stage payloads, loader and
ransomware. The combination of IcedlD and I SO archive has tended to be used in recent Quantum ransomware
attacks, with its remarkable ability to bypass email security control barriers.

Two hours after the initial infection, threat actorsinject Cobalt Strike into the C:/Windows/SyswOW64/cmd.exe
system process to avoid detection.
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At this stage, intruders will steal Windows domain credentials by destroying LSASS's memory, allowing them to
propagate horizontally across the network.

"For the next hour, the threat agent makes RDP connections with other serversin the infection environment.
After handling the domain layout, the threat agent prepares to deploy the ransomware by copy malicious code
(named ttsel .exe) to each server viathe C$ share' folder, the DFIR team detailed in the report.

Finally, the threat actors used WMI and PsExec to deploy the Quantum ransomware payload and encryption
devices.

As mentioned, the entire attack took place in less than four hours. More importantly, they often happen late at
night or on the weekend, leaving network administrators and operators in a passive state and making it difficult
to respond to an attack in atimely manner.

What is Quantum Locker?

Quantum Locker Ransomware is arebrand of the MountL ocker ransomware operation, which appeared in
September 2020.

Since then, this ransomware gang has rebranded to various names, including AstroL ocker, XingL ocker and now
Quantum Locker.

The rebranding to Quantum is credited to August 2021, when the ransomware encoder started adding the
.quantum extension to encrypted filenames and removed a ransom note called README_TO_DECRY PT.html.

@ Quantum x  +
c ® File | C/Users/User/README_TO_DECRYPT.html b 8 &
Your ID:

This message contains an information how to fix the troubles you've got with your network.

Files on the workstations in your network were encrypted and any your attempt to change, decrypt or rename them could destroy the content.
The only way to get files back is a decryption with Key. provided by the Quantum Locker.

During the period your network was under our control, we downloaded a huge volume of information.
Now it is stored on our servers with high-secure access. This information contains a lot of sensitive, private and personal data.
Publishing of such data will cause serious consequences and even business disruption.

It's not a threat, on the contrary - it's a manual how to get a way out.
Quantum team doesn't aim to damage your company, our goals are only financial.

After a payment you'll get network decryption, full destruction of downloaded data, information about your network vulnerabilities and penetration points.
If you decide not to negotiate. in 48 hours the fact of the attack and all your information will be posted on our site and will be promoted among dozens of

cyber forums, news agencies, websites etc.

To contact our support and start the negotiations, please visit our support chat.
It is simple, secure and you can set a password to avoid intervention of unauthorised persons.

* Password field should be blank for the first login.
* Note that this server is available via Tor browser only.

P.S. How to get TOR browser - see at https://www.torproject.org

The contents of the note include alink to a Tor ransom negotiation website, and a unique 1D associated with the
victim. The ransom notes also indicate that data has been stolen and will be released if the ransom is not paid.
The ransom ranges from 150,000 to millions of dollars.
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Welcome to the Quantum secure chat.
Please; specify the name of the company and your position,
Our support team will be in touch as soon as possible.

2022-03-10 10:09:03

& SUPPORT 2022-03-10 11:23:48
Thank you for your patience and glad to séeyou toming 1o pegtintion

Let's discuss the current situation:

- internal data was extracted and uploaded to our servers

- after that the data was encrypted on your side

Our team can offer you the following services:

- Provide the universal decryption tool for the data

- Assist with infrastructure restore

In cur opinion $3.800.000 will be a fair amount for our professional services.

From our side we can confirm the following:
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The danger of the Quantum Locker is undisputed. Fortunately, the activity of this ransomware strain is not very
active with only a handful of attacks recorded each month.

Y ou finished reading the article "War ning: Quantum Ransomwar e is being rapidly deployed in lightning
attacks" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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