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Warning: GandCrab extortionist codeis attacking
Vietham

A campaign to distribute blackmail GandCrab attacks many countries around the world, including Vietnam,
discovered by the Vietnam Computer Emergency Response Center (VNCERT, Ministry of Information and
Communications).

A campaign to distribute blackmail GandCrab attacks many countries around the world, including Vietnam,
discovered by the Vietham Computer Emergency Response Center (VNCERT, Ministry of Information and
Communications).

GandCrab is distributed through the RIG vulnerability exploit toolkit. When infected, the files in the computer
are encrypted into a* .GDCB or * .CRAB file. The malicious code will then generate a required CRAB-
DECRYPT.txt file and instruct the user to pay the ransom from $ 400-1,000 by DASH electronic payment to
decrypt the data.

- SCAM OF THE WEEK -

GANDCRAB
RANSOMUWARE

VNCERT Center has sent dispatches to state agencies and organizations to guide and monitor and prevent
malicious connection of GandCrab server and update protection systems such as IDS / IPS, Firewall .
information about this type of extortion code.
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BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHUNGHIA VIET NAM
TRUNG TAM UNG CUU KHAN CAP Péc lip - T do - Hanh phiie
Sé: g5 /VNCERT-BPUC
V/v theo ddi, ngan chin két néi may
chu diéu khién ma doc GandCrab

Ha Noi, ngay 8 thdng 4 nam 2018

Kinh giri: .
- Céc don vj chuyén trach vé CNTT, ATTT: Van phong Trung
.:Hé A TOC uong Pang, Vin phong Chu tich nuée, Van phang Quée hoi,

Viin phong Chinh phu;
- Céc don vj chuyén trdch vé CNTT, ATTT cic B, nganh;
- Céc S Théng tin va Truyén théng;
- Céc Thanh vién Mang luéi (mg ciru s ¢d an toan théng tin
mang qudc gia;
- Céc Téong cong ty, Tip doan kinh té; céc t6 chic Tai chinh,
Ngin hang va Chimg khodn; cic Doanh nghiép ha ting
Internet, Vién théng, Dién lyc, Hang khéng, Giao théng vin
tai, Dau khi;
- Céc don vi thugc Bo Théng tin va Truyén thong.
Thye thi nhi¢m vu theo ddi khéng gian mang, Trung tim Ung ciru khin
cép mdy tinh Viét Nam (VNCERT) phat hién dang c6 chién dich phét tin ma
doc tong tién GandCrab tin cong nhiéu nuéc trén thé gici, trong dé c6 Vidt

Y ou can see the full dispatch in the link below.
1. http://www.vncert.gov.vn/filessCV85_GrandCrab.pdf

The malicious control servers are politiaromana.bit, malwarehunterteam.bit and gdcb.bit (the list is updated to
5/4).

As recommended by VNCERT, to avoid malicious code, users need to be aert not to click on links (links) as
well as email attachments that contain .doc, .pdf, .zip . files sent. from strangers, even emails sent from
acquaintances but there are strange ways to set titles or languages.

See more:

1. Warning of new maware appear like Wannacry, capable of deleting Vietnamese percussion on computer
2. Discover anew kind of malicious code that can record the phone call to extort money
3. What to do when the computer isinfected with avirus that fights virtual money?

Y ou finished reading the article "War ning: GandCrab extortionist codeis attacking Vietnam" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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