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War ning: Detecting a campaign to spread malicious
code GandCrab 5.2 into Vietham via fake email of
the Ministry of Public Security

Vietnam Computer Emergency Response Center (VNCERT) has sent a dispatch to member units informing that

there is a campaign to distribute malicious code to extort GandCrab 5.2 into Vietnam and Southeast Asian
countries. .

Today (March 15), the Vietnam Computer Emergency Response Center (VNCERT) has sent a dispatch to

member units to announce that there is a campaign to distribute malicious code GandCrab 5.2. into Vietham and
Southeast Asian countries.

The campaign to spread malicious code GandCrab 5.2 when entering Vietnam spread via phishing emall
Vietnam Ministry of Public Security with the title 'Go in Vietnam' has attached the file 'documents.rar'.

Vietnam People's Public Security @& y
Goi trang Cong an Nhan dan Viet Nam Details @ &

To: n, &2 more

Reply-To: Vietnam People's Public Security

‘Chae mimg ban ¢fn vorl Cong dan Nhan Viet Kam!

Ban phal bao ¢4o cho 19 nha chinh cda Canh 541 Viet Nam 1al thanh phd Ha N9I vao ngay 13 thang 3, e 3:00 chidu Ban nén cd hg chidu hoac tal lou khic o
thong bao cha ban ring de tham gia vao cude didu tra, ban b guyin ty minh mdi mdt ngud bao ve hodc ndp Gom vao tram cho mdt luat sur miln phi. yéu chu
e ¢ho ehing 161 bing e-mall Rodc cach khac. Chi 1EL Ban tac cla ching Tol, cong nwr mAI Ung dung mdu durge dinh kém Trong M nay.

54 doanh nghisp ciia ban: #5382 17 820

‘Bt ngay xudl hien tal don canh sat: 2019-03-13

Xin wul 1ong doc ho ¢ vy 4n mét cach cdn than! Ching tol ginh kim kg hy try worl 181 ca cag tal liew ciin thidt cho birc thu nay,

Dl hi: 48 Yt K7 - Ha? bGlm - HT NoL Wlbaite! www.mps. gov vn hole wise Bacongan gom

TipsMake.com's email containing the malicious code GandCrab received.
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Documents.rar

.Rar file attached to the end of the email

For over a year, GandCrab extortion code has spread globally. GandCrab 5.2 is a new version of this dangerous
extortion family.

VNCERT once discovered that version 1.0 and 2.0 of malicious code GandCrab attacked Vietnam in April 2018
and issued a command to coordinate requests of agencies, units and enterprises to prevent malicious server
connection GandCrab. Currently, VNCERT is still supporting decoding GandCrab version 5.1 and earlier.

If the user opens the mail, unzip and open the malicious attachment that will be activated. It will encrypt the
entire user's data and a new file will be generated and instruct the user to pay the ransom to decrypt the data. The
ransom is paid via electronic currency and is priced from 400 USD - 1,000 USD.

Vietnam People's Public Security <leeminsoo@cisclutions.club> £y Y Reply - Forward (@ Archive ) Junk [ Delete  More

+ Goi trong Cong an Nhan dan Viet Nam 4:46 CH, 13/03/2
Vietnam People’s Public Security <majunggil@adaex.co» fr

Chao mimg ban daén voi Cong dan Nhan Viet Nam!

Ban phai bao cdo cho tha nha chinh cla Canh sat Viet Nam tai thanh phé Ha Ni vao ngay 13 thang 3, lic 3:00 chiéu Ban nén ¢d hé chiéu hodc tai
lieu khac chimng minh danh tinh cia ban. Bong thén, tei thong bao cho ban rdng de tham gia vao cude didu tra, ban o quydn tr minh mén mét ngurdi
bao ve hodc ndp don vao tram cho mét luat swr mién phi. yéu céu sir tham gia cia luat su, ban phai thong bao trude cho ching tol bﬁng e-mail hodc
cach khac. Chitiét lién lac cda chiing toi, cling nhu mét Gng dung méu dugc dinh kém trong thu nay

56 doanh nghiep clia ban: #5382 17 820
B3t ngay xudt hien tai don canh sat 2019-03-13

Xin vui 1bng doc he so vu an mét cach cén than! Ching toi dinh k&m kho luu tru vii 1t ca cac tai lieu cén thiét cho birc thu nay,

|Bia chi: 44 ¥ét Ki? - Ho? Kidm - H? Ngi. Website: yrw mps govn hode s bocongan govin
|

[ 1 attachment: Documents.rar 14 B Sove

Malware to extort GandCrab 5.2 is distributed via fake email of the Ministry of Public Security of
Vietnam.(Photo: VNCERT).



In the new command of coordinated fire rescue coordination, VNCERT Center requires the management units to
monitor and prevent connections to servers that control the extortion of GandCrab malicious code and update the
systems. Protection systems such as IDS/ IPS, Firewall . according to the identification information in the table
below to prevent and prevent the attack of malicious code GandCrab 5.2 in Vietnam.

1y Dia chi C&C Ghi chu ‘
1 | www.kakaocorp.link (IP:107.173.49.208) | Phién ban 5.2 ]

III. Danh sich ma bam.

Dia chi C&C Ghi cha
MD5| DDCA6B2B2623904A072A5AF0A9E26267 Phién ban 5.2
SHA1| E081D35048E2DE07BE34C0OEAD3BIFD16F6BADB74 Phién ban 5.2

List of servers controlling GandCrab 5.2 extortion code and list of hash codes to monitor and prevent
connections.

The dispatch also stated that if detected, it is necessary to quickly isolate the detected area/ machine.

In order to prevent malicious code GandCrab 5.2, users need to improve their vigilance. Do not open and click
links, .doc, .pdf, .zip, rar . attachments in emails sent from strangers or emails with strange titles sent from
acquaintances. If detected or in doubt, please notify the system administration department.

Y ou finished reading the article "War ning: Detecting a campaign to spread malicious code GandCrab 5.2
into Vietnam via fake email of the Ministry of Public Security" edited by the TipsM ake team. We hope this
article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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