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Use Windows Server 2008 Power shell to perform
networ k commands

There are many things you still do every day while administering a Windows network, but if you are asked to
perform those tasks from the command line, most Windows administrators may fedl it is adifficult request.

David Davis

There are many things you still do every day while administering a Windows network, but if you are
asked to perform those tasks from the command line, most Windows administrators may fed it is a
difficult request. Windows is always weak when it comes to command line tools, but this has changed with
the appearance of Windows Power shell. Powershell (formerly known as PS) can do many things that were
previously impossible. In this article, we will talk about Powershell and how it can help you perform some of the
functionsin general network administration from the command prompt.

What is Power shell?

Powershell is afeature that can be installed in Windows Server 2008. To install Powershell, you must install the
Powershell feature in the Add Features Wizard. It only takes a few minutes to install and when this feature is
installed you can access an interesting command line scripting language. Unlike other scripting languages ?2in
Windows, Powershell is designed for system administrators. Powershell uses .NET and ‘cmdlets (or ‘command-
lets) to perform its work. As a Powershell user, you can use the cmdlet itself or you can connect them together
to perform more powerful tasks.

Once you've installed Powershell, you should be able to go to Start -> All Programs -> Windows Power shell
1.0, and click Windows Power Shell . Here, you will see ablue CLI screen appear as shown below:
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B windows PowerShell |

Windows Powerfhell !
Copyright (C»> 2806 Microsoft Corporation. All rights reserved. pmm

PS8 C:“Users“Administrator>

Figure 1: Windows Powershell command prompt

Y ou can always know you're in Powershell because 'PS is at the beginning of the command prompt:

PS C: UsersAdministrators

Now that you have installed PowerShell and are in the command window, | will show you some common
network tasks that can be done with Powershell.

List thelP addresson the server

To list IP addresses on Windows 2008 Server, use the following command string:

Get-WmiObject -Class Win32_NetworkAdapter Configuration -Filter IPEnabled = TRUE -
Computer Name. | Select-Object -Property |PAddress

Thisisthe result after executing the above command with Windows Server 2008:

= select Windows PowerShell

Windows PowerShell
Copyright <C> 2886 Microsoft Corporation. All rights reserved.

FS C:\Usk;'s\ﬂdmin:i.stratur) Get—WmiObhject -Class Win32_HNetworkAdapterCo
i Select-0Object -Property IPAddress

IPI’Iddre::k.;
{192.168.126.130, feBA::1838:4691:h8h4:a226>

PE C:sUsers“Administrator>
p silloppasAdnipgdatpatan

Figure 2: List IP address with Windows Powershell

Asyou can see, the output shows us that there is an adapter with V4 1P address and an |Pv6 address on Windows
Server 2008. What can you do when combined with other scripting functions.



As in the manual for Powershell users, the output is an array and you only see the IP address by directing the
output to 'Select-Object’ (after disabling IPV6), like this:

Get-WmiObject -Class Win32_NetworkAdapter Configuration -Filter IPEnabled = TRUE -
Computer Name. | Select-Object -ExpandProperty | PAddress

PE C:slserssAdministrator>
PS C:slserssAdministrator>
PS C:sUsers~Adminiszstrator> Get—-WmiObject —Class

i Select—0bhject —ExpandProperty IPAddress
192168 _.126.138
PS C:slserssAdministrator>
PS C:slserssAdministrator>

Figure 3: List IP address with Windows Powershell only

List network adapter configuration with Power shell

To show the basic configuration of the network adapter, you can use the following command:

Get-WmiObject -Class Win32 NetworkAdapter Configuration -Filter 1PEnabled = TRUE
—ComputerName

While this article focuses on using Powershell in Windows Server 2008, it can aso be used in Windows XP,
Vista or Windows Server 2003. In fact, this is the sample output for the above command, executed on Windows
XP workstation:

= windows PowerShell

Windows PowerShell
Copyright <C» 28086 Microsoft Corporation. All rights reserved.

PS Z:%> Get—UmiObhject —Class Win32_MetworkAdapterConf iguratio

DHCPEnabled : False

IPAddress : {192.168.126.1>
DefaultIPGateway :

DHSDomain =

ServiceName
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Index
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DefaultIPGateway :

DNEDomain
ServiceMame
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; UMnetAdapter
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£18.253.188.1%
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: False
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DHNSDomain e
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: UMware Uirtual Ethernet Adapter for UMnet8
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Figure 4: Powershell displays the network adapter configuration in Windows XP
Ping the computer with Power shell

While Powershell is still able to perform al of the usual Windows commands (like the ping command),
Powershell's power is also expressed in that you can take that output and change it easily.

Here's an example of that, thanks for help in the Windows Powershell user guide. In this example, the output of
Win32_PingStatus is separated by Select-Object. In this case, the output only shows the response time and status
code.

Thisisthe newly used command:

Get-WmiObject -Class Win32_PingStatus -Filter " Address ='127.0.0.1'" -Computer Name. | Select-
Object -Property Address, ResponseTime, StatusCode

And thisisthe output on the computer:

Figure 5: PowerShell output shows ping status with Select-Object

Sharefolderswith Windows Power shell

It must be said that using Powershell commands is not always as easy as existing Windows commands that you
are still used to. Hereis an example.

The Powershell command below will share a directory with the path C: temp like 'davidtemp' and place a
command on it:

(Get-WmiObject -List -ComputerName. Where-Object -FilterScript {$ . Name -eq
"Win32_Share"'}) InvokeMethod (" Create", ("C: temp", "davidtemp", 0.25, " David's Temp
Folder ")))

Alternatively, you can only use the net share command as follows:

net share davidtemp = C: temp / remark: " David's Temp Shared Folder”



PS C:s>
PS5 C:%> (Get—UmiObject -List —ComputerMame . | WUhere—0Ohject —-FilterScript
ate', ("C:stemp”, "davidtemp" 8. 25, "David’s Temp Folder'>>

5 Giny
C:n> net share davidtemp=c:“temp sremark:"David’'s Temp Shared Folder
davidtemp was shared successfully.

PS5 GiNp

Figure 6: Powershell output and common sharing commands

Notice how the Powershell command did not work and gave a very annoying error message.

With a simple net share command, it worked immediately. So while we show you al that can be done with
Powershell, you should not forget that Powershell can not only run all network-related commands, but also in
many cases. It also allows for easier use.

M ore complex commands

Next, if you only perform basic network administration commands with Powershell, you might be bored and
don't want to useit. It is also because like scripting languages, there are some places that you need to learn.

However, once you learn how to use it, you will get al the advantages of efficiency as well as save time from a
newly learned language.

As you can note from some of the previous examples, one of the parameters for most Powershell commands is
‘computername’. When placing a dot ('.") As the computer name, it is aloca host (our computer). However, we
can aso replace any IP address or computer name in the domain to not only use these commands on your
computer but also create powerful scripts with Powershell so that you can run on al computers in your network.

For example, thisis acommand to drag all an IP address from a Dell computer to aLAN:

Get-WmiObject -Class Win32_NetworkAdapter Configuration -Filter IPEnabled = TRUE -
Computer Name DEL L 9400

Here are the results:



¢t =Clazs Win32_HetworkAdapterConf iguration =Pilter [PEnabled=TRUE -Computeriame dell?480

44x 18188 Integrated Controller - Packet Scheduler Mimiport

AT45ABG Hetwerk Cann ion - Packet Schaduler Mimiport

Figure 7: Powershell results from querying the remote computer's | P address

And hereisthe enlarged screen to display the information inside:

PSS C:slUserssDavid>
SPE C:sUzerssJDavid>

DHCPEnahled
IPAddress

IPAddress
pefaultIPGateway
DHNSDomain
ServiceMame
Description
Index

Get—miObject —Class Wind2_ Hetw

True
{0.0.8.8>

bhemdshxp
Broadcom 448x 18-180 Integrated
9

True

£192 .168.1.51>

£192.168.1.1>
wiredbraincoffee.com

METw3x32

i;tel(ﬂ) PROAUireless 3I945ABG M

Figure 8: Closing Powershell results against querying the remote computer's | P address

So the ability to perform on remote computers is a key feature of Powershell, but another feature is the ability to

filter output and combine output from one command to another.

We will see that problem in an example:

"127.0.0.1", "localhost", " research.microsoft.com” | ForEach-Object -Process {Get-WmiObject -
Class Win32_PingStatus -Filter ("Address ="'"" + $ _ + "'") -ComputerName.} | Select-Object -

Property Address, ResponseTime, StatusCode

In this example, the list is provided with |P addresses and domain names. That list is sent to 'ForEach-Object'.
On each of those objects (domain name or |P address), 'Get-WmiObject' PingStatus will be run. The ping output
for each of these domainsis then separated with 'Select-Object' and only the address, response number and status

code of the instance.

Hereis the output:



Figure 9: Ping using the list by combining and sending the output

We think this example has shown some of the powers of Powershell. As you can see, it is possible to direct or
indirectly direct input and output in different directions to accomplish your system administration goals.

Need to know more?

As mentioned earlier, note that PowerShell not only runs on Windows Server 2008 but can also be used in
Windows XP, Vista and Server 2003. Powershell is completely free and you can download it. It is easy with
6MB capacity.

Conclude

Windows Powershell is a powerful tool. This article cannot explain everything you can do with Powershell, but
we hope it also gives you an idea of ?what can and inspire you to study more about Powershell. In addition,
every day we have more new books, classes and alot of websites that prove Powershell's usefulness to Windows
administrators. For Windows administrators who are using the GUI interface, they will spend more time with
Powershell for approval in companies, where it is not immediately necessary. However, we believe that
administrators will use Powershell to create many shorter scripts to perform certain functions, besides being able
to combine with other scenarios to perform more complex functions. .

Y ou finished reading the article "Use Windows Server 2008 Power shell to perform network commands®
edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou
can search for similar articles on tips and guides. Thank you for reading and for following us regularly.
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