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Use the Security Configuration Wizard with TM G
2010

Inthisarticle, I will show you how to use the Security Configuration Wizard with Microsoft Forefront Threat
Management Gateway 2010.

In this article, I will show you how to use the Security Configuration Wizard with Microsoft Forefront
Threat Management Gateway 2010.

Windows Server 2008 and 2008R2 have atool called the Security Configuration Wizard (SCW). Thisis atool
that can be used to simplify the basic operating system 'consolidation’ task to prepare for the Forefront Threat
Management Gateway (TMG) 2010 firewall deployment. SCW will create a policy to use Configure services,
verify policies and some registry settings based on the roles and features installed. In this article, | will show you
how to use the SCW to configure a security policy on the TMG firewall system, how to implement this security
policy with Active Directory Group Policy.

The Forefront TM G rolefor SCW

By default, SCW does not support the TMG 2010 role or TMG Enterprise Management Server (EMS) role. To
support these roles, you need to download and install the TM GRolesFor SCW.exe file found in TMG 2010
Tools and Software Development Kit (SDK), here.

Install the TM G Rolefor SCW

Toinstall the TMG Role for SCW, you need to run the executable file TM GRolesFor SCW .exe .
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Welcome to the InstallShield Wizard
for Forefront TMG Roles for Security
Configuration Wizard

The InstallShield Wizard(TM) will help install Forefront TMG
Roles for Security Configuration Wizard on your computer,
To continue, dick Next,
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Figure 1

Accept the items in the registration agreement.

.‘é‘ Forefront TMG Roles for Security Configuration Wizard -

License Agreement
Please read the following license agreement carefully.

MICROSOFT SOFTWARE LICENSE TERMS 3
MICROSOFT FOREFRONT TMG 2010 TOOLS AND SDK

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Flease read them.
They apply to the software named above, which includes the media on
which you received it, if any. The terms also apply to any Microsoft

+ updates, e
'I: o 1 accept the terms in the license agreement ' )
: 2 in agreement
Installshield
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Figure 2

Select the location to save the files.



.:ﬁ Forefront TMG Roles for Security Configuration Wizard - Insi

Location to Save Files
Where would you like to save your files?

Pleasze enter the folder where you want these files saved, If the folder does not
exist, it will be created for you. To continue, dick Next.

Save files in folder:
IC:‘Program Files {x86)\Microsoft Forefraont TMG Toals \TMGRolesFarsCw

Instalsheld
Cancel
Figure 3
Select Finish to complete the installation of Forefront TMG Roles for SCW.
__\‘g Forefront TMG Roles for Security Configuration Wizard - ralishield ﬁl

InstallShield Wizard Complete

The InstallShield Wizard has finished installing Forefront TMG
Roles for Securty Configuration Wizard on your computer. To
et the wizard, click Finish,

Finish I Cancel

Figure 4

After completing the installation, the next step is to register these new roles with SCW. To register these roles,
navigate to the directory you choose to save the files and copy one of the files below to % systemroot%



securitymsscwkbs :

For TMG on Windows Server 2008 SP2, copy scw_tmg_w2k8 sp2.xml

For TMG on Windows Server 2008 R2, copy scw_tmg_w2k8r2_sp0.xml

For the TMG EMS on Windows Server 2008 SP2, copy scw_tmgems w2k8 sp2.xml
For TMG EMS on Windows Server 2008 R2, copy scw_tmgems w2k8r2 sp0.xml

B TMGRolesForSCW j -1of x|
\' ) R = m Ferers . _!':JJ
Crganize »  Indudeinlbrary »  Sharewith v Mew folder =+ [0l 8
e Name - | Date madied | Type | see |
B Deskicp = EAsE 12/8/2009 %:46 A4 Rich Text Document 13K8
& Dowmioads 12/1/2009 8:50 AM ML Document 10K8
. Recent Places 12/1/2009 8:40 AM %ML Document 10K
12/8/2009 8:40 AM XL Document 568
4 Lbrares 2
& 12/1/2009 8:40 AM XML Document S5KB
+ Documents
- 1212009 8:40 A4 DOC File 548
! Muosc
= Phres
B veeos
e Computer
€ Network
1| | ¢
6 ems

Figure 5

Open the command prompt and navigate to the directory % systemroot% securitymsscwkbs, then type one of
the following commands:

e For TMG on Windows Server 2008 SP2:
scwemd register / kbname: TM G /kbfile:scw_tmg_w2k8 sp2.xml
e For TMG EMS on Windows Server 2008 SP2:
scwemd register / kbname: TM G /kbfile:scw_tmgems w2k8 sp2.xmll
e For TMG on Windows Server 2008 R2:
scwemd register / kbname: TM G /kbfile:scw_tmg_w2k8r2_sp0.xml
e For TMG EMS on Windows Server 2008 R2:
scwemd register / kbname: TM G /kbfile:scw_tmgems w2k8r2_sp0.xml
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Figure 6
See page 2

Create a security policy with SCW
Open SCW by selecting Start / Administrative Tools and clicking the Security Configuration Wizard icon .

xl

Welcome to the Security Configuration
Wizard

=

This wizard helps you create a security policy that you can apply to any
server on your network. The security policy configures services and
network security based on the server’s role, as well as configures auditing
and registry settings.

ﬁgﬂ[ﬂﬂ i 1
(I

Wb

l\ This wizard detects the inbound ports that are listened to by this
server. Before continuing, make sure that all appiications that use
inbound ports are running,

This wizard does not install components or set up a server to perform

specific roles. To do this, run the Server Manager.

To continue, dick Next.

Learn more about Sequrity Configuration Wizard.

= Barh I Mext = I Cancel

Figure7

Choose the action you want to perform. For our purposes here, let's select the Create a new security policy

option . At the end of the policy creation, we can edit, apply, or roll back (replace the new ones for the old ones
that don't fit) if the policy is needed.



Security Configuration Wizard

Configuration Action
You can create a new security policy; edit or apply an existing security policy; or rollback the

last apphed security policy,

Figure 8
SCW can be used on remote or internal computers. We will configure the policy for the local machine.

Security Configuration Wizard

Select Server
The configuration of the server you select will be used as a baseline for this security policy.

Figure 9



SCW will start the Security Configuration Database process.

sccunty Conouratonwiard S x
Processing Security Configuration Database
The security configuration database contains information about roles and other features, i

Processing security configuration database...

Learn more sbout security configuration databasel
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Figure 10

When done, click View Configuration Database to confirm that Forefront Threat Management Gateway server
roleis already in the database.

T —— x
Processing Security Configuration Database
The security configuration database contains information about roles and other features.
A8
Processing complete

View Configuration Database | +—

Learn more about security confiquration database.
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Figure 11

Note : You may receive the security warning below. Then click Y es to see the configuration database.

Windows Security Warning x|

“ g An ActiveX, control on this page might be unsafe to
@] interact with other parts of the page. Do you want to
allow this interaction?

Yes Mo

Figure 12

Click the arrow to expand Server Roles, and then confirm that Microsoft Forefront Threat Management
Gateway (TMG) appearsin the list. When done, close this window to return to SCW.

Bsovnene i
M Hep
\# File Server Resource Manager ﬂ
b FTP Server

» Internat Prnting

[ Internet Storage Naming Server
# LPD Sarvice

» Message Queuing Server

* | Microsoft Forefront Threat Management Gateway (TMG)
Description: Microsoft Forefront TMG is an extensible firewall and Web proxy server,
providing policy-based traffic control batween multiple networks.

Required roles: Core, DNS Chent, Microsoft Networling Client, Secunty and Network,

Time Synchromzation, Windows Update, WINS chant

Required services: ISASTGCTRL, Mecrosoft Firewall, Mecrosoft Forefront TMG Control,
Microsoft Forefront TMG Job Scheduler, Mecrosoft Forefront TMG Managed Conbrol, Microsoft
Forefront TMG Storage, SQL Server (ISARS), SQU Server (MSFW), SQL Server Reporting
Services (ISARS)

Status: Installed, disabled

[+ Microsoft ISCSI Initiater Service

b Muddle- ter Apphcation Sarver {COM+/DTC)
[# Network Policy Server

b Password Synchronization

@ Prnt Server

Rl B s - _;I

Figure 13

Seepage 3

Roles, features, options and services

SCW will now start configuring the service according to therole



Security Configuration Wizard : [ F‘J‘C_l

Role-Based Service Configuration

|Uze this section to configure services based on the selected server's roles
and other features. These roles and other features are also used to
determine settings in other sections,

ﬁ Answering these questions incorrectly might disable desired
functionality or enable undesired functionality, Before proceeding,
make sure that you have thorough knowledge of the roles and other
features performed by this server.

Learn more sbout confiquring services based onroles.
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Figure 14

The SCW will configure a security policy based on the roles and features installed on the system. Some installed
roles will be selected by default. Click the arrow next to any role to see additional information about that role.
Confirm any role selected, then select Microsoft Forefront Threat Management Gateway (TMG) role. If
your TMG firewall also provides VPN services, select the Remote access/ VPN server role.

x

Select Server Roles

These server roles are used to enable services and open ports. A server can perform multiple
roles.,

View: iInstaIIecI roles EI
Select the server roles that the selected server performs:
[ [+ Distributed Transactions

| ¥

( W [» Microsoft Forefront Threat Management Gateway (TMG)
T S S S

[T [» Middie-tier Application Server (COM+/DTC)

W [+ Metwork Policy Server

l ¥ [» Remote access/VPH server ) e

W [ Remote SCW Configuration and Analysis
[ [» Shadow Copies of Shared Folders :I

Learn more ahout server roles,
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Figure 15

Some installed features will be selected by default. Review selected options and make adjustments as needed.
For example, you can disable the Microsoft Networking Client or enable WINS client completely depending
on your security requirements.

x
Select Client Features E‘

Servers also act as dients. These dient features are used to enable services. A server can
suppart multiple dient features,

View: jInstaIIed features j
Select the dient features that the selected server performs:

[ [» DNS Client

[T [» DNS Multicast Client

W [» Domain Member

[T [» Link-ayer Topology Discovery Mapper

¥ [» Microsoft Networking Client

™ [» Network Access Protection Aoent

I~ [ Network Discovery B
[~ [+ PrP-X IP Bus Enumerator

[ [+ Print

[ [+ Remote Access Client hd

Learn more ahout dient features.
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Figure 16

Some pre-installed options are also selected by default. Same as above, review the selected options and adjust
them as needed. Review the list carefully because by default there may be features that are not used frequently
(such as Microsoft Fiber Channel Platform Registration Service ). Note that if you want to connect to your
TMG firewall using Remote Desktop Services (RDP), select the Remote Desktop role (it is not selected by
default).



x

Select Administration and Other Options
These administration and other options are used to enable services and open ports,

View: iInstaIIed options E’
Select the options used to administrate the selected server:

™ [» Network Losd Balandng Administration -l
[ [+ Performance Logs and Alerts

[T [ Portable Device Enumerator Service

[~ [+ Remote Administration for Task Scheduler

( [ |» Remote Deskiop Z J
nagement

[T [ Remote Network Policy Server Administration

[~ [» Remote Volume Management

[T [+ Remote Windows Administration

™ [b Bemate Windmws Frewal Administration :I

Learn more about administration options.
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Figure 17

Review the list of additional services and adjust if necessary. The services listed here (selected) will be activated;
all other services will be disabled.

x

Select Additional Services
There are services instaled on the selected server that were found while processing the

sequrity configuration database,

Select the additional services that the selected server requres:
¥ [ Active Directory Web Services

¥ [» Application Identity

¥ [» Credential Manager

¥ [ Disk Defragmenter

¥ [» Encrypting File System (EFS)

W [» Performance Counter DLL Host

¥ [» Power

[~ [» SQL Active Directory Helper Service

[~ [+ 5GL Server Agent (ISARS)

[T [» SQL Server Agent (MSFW)

I [» SQL Server Browser

¥ [» TP AutoConnect Service ﬂ

| »

Learn more about additonal services.
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Figure 18



Define how SCW manages unspecified services running on the selected system and not in the security
configuration database. Choose the best option for your request. Please do so carefully, because the wrong
choice may cause some unexpected consegquences.

Security Configuration Wizard x|
Handling Unspecified Services
Unspedified services are services that are not installed on the selected server and not isted in )
the security configuration database. A8

This security policy might be applied to servers with services not spedified by the policy. When an
unspedified service is found, perform the following action:

{* Do not change the startup mode of the service
{” Disable the service

Learn more about unspecified services,
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Figure 19

Review the list of changes you have just made for services on the system. If you have selected the option to
disable unspecified services, be sure to check the list carefully. Pay attention to the services that the policy will
disable in which its current startup mode is automatic. You can sort this list by Current Startup Mode by
clicking on the column header.



x

Confirm Service Changes
Before continuing, confirm that the service changes resulting from your role and other feature
selections are correct.

If applied to the selected server, this securnity policy would use the following service configuration:

Service | Current Startup Mode | Policy Startup Mode | Uised By |
Application Experience Manual Disabled Application Experience il
Application Layer Gateway 5... Manual Disabled Internet Connection Sk
Application Management Manual Disabled Application installation
AudicEndpointBuilder Manual Disabled Windows Audio

Audiosry Manual Disabled Windows Audio
Backaround Inteligent Transf... Manual Automatic Backaround Intelligent
Certificate Fropagation Manual Automatic Smart Card =
:| ' ' L "l

_ﬁ mmyﬁmmm,mmwhmpgsmmumssmhu
]FCdLII'I‘I.

Learn more about confirming service changes.
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Figure 20

Seepage 4

Network Security

In this section, the SCW will configure network security settings.



x
Network Security

Use this section to configure rules for Windows Firewal with Advanced
Security based on the roles and administrative options you selected,

‘_ﬂ Answering these questions incorrectly might prevent the selected server
from communicating with other computers,

ﬁ A spedfic role or task you selected for this ssrver requires that Windows
Firewall be disabled, In this scenario Network Security policy cannot be
configured by the Security Configuration Wizard and must be skipped.

The wizard cannot configure network security for servers with the
folowing roles:
=« TMG

[ Skip this section

If you skip this section, this security policy will not contain firewall
settings.

Learn mare about hetwark secLirity and managing netwark securty risk with
SCW.
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Figure 21

The SCW will configure registry settings that control the protocols used for communicating with other
computers. The implementation process is very cautious, because choosing the wrong settings can have
unintended consequences. If you are not sure which option to select, safely ignore this option.

x

Registry Settings

Use this section to configure protocols used to communicate with other
computers. When configured to communicate with computers running
earlier versions of Windows, these protocols are vulnerable to exploits
such as paseword cracking and man-in-the-middle attacks.,

3 Answering these questions incorrectly might prevent computers
running earlier versions of Windows from communicating with the
selected server, If you do not know the characteristics of the

computers that are communicating with the selected server, you
should skip this section.

[ Skip this section
If you skip this section, this security policy will not configure registry
settings.

< Badck MNext = Cancel




Figure 22

By default, SCW makes assumptions about guest operating systems and the use of TMG systems. Review these
options and confirm that they meet your essential requirements.

Security Configuration Wizard ]

x|
Require SMB Security Signatures
The following information determines whether Server Message Block (SMB) security signatures

are enabled or required.

The selected server has the following atiributes:

¥ All computers that connect to it satisfy the following minimum operating system requirements:
Windows NT 4.0 Service Pack 6a or later

Windows 95 with the Directory Services Client Padk installed

Windows 98 or Windows Millennium Edition
Windows CE .NET 4.2 (for example Windows Mobie 2003 Second Edition) or later

. = & &

IV 1t has surplus processor capadity that can be used to sign file and print traffic
This aption digitally signs all file and print traffic. This signing is processor intensive, so itis
recommended only if the server does not normally exceed 70% processor uilization.

These settings affect the RequireSecuritySignature value in
HELM\System\CurrentControtSet\Services\ anManServer \Parameters.

Learn more about SMB security signatures,
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Figure 23

Choose the method of evaluation sent out to meet all your requirements.



x|
Outbound Authentication Methods
The following information is usad to determine the LAN Manager authentication level used when

making outbound connections.

Select the methods the selected server uses to authenticate with remote computers:

¥ Domain Accounts
[ Local Accounts on the remote computers
I File sharing passwords on Windows 95, Windows 98, or Windows Milennium Edition

These settings affect the Imcompatibilitylevel value in
HKLM\System\CurrentControlSet\Control\LSA.

Learn more about puthound authentication methods.
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Figure 24

When using domain accounts (highly recommended), you need to confirm that all other computers that the TMG
system will communicate with are using a minimum operating system that must also be Windows NT 4.0 SP6A.
If your clients synchronize their system clocks with the TMG system, you can choose that option here. This
option is not enabled by default because most systems usually synchronize system time with Active Directory
domain controllers.



x

Dutbound Authentication using Domain Accounts ﬁ

The following information is usad to determine the LAN Manager authentication level used when
making outbound connections.

All domain controllers containing domain accounts used to connect to other computers have the
fallowing attributes:

V¥ Windows NT 4.0 Service Pack 8a or later operating systems

I Clodks that are synchronized with the selected server’s dack
Domain controllers running Windows 2000 Server Service Pack 4 or earlier must have docks
within 30 minutes of the selected server’s dock.

These settings affect the Imcompatibilitylevel value in
HKLM\System\CurrentControlSet\Control\LSA.

Learn more about authenticating wsing domain accounts,
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Figure 25

Review the registry settings changes.

xq
Registry Settings Summary
Before continuing, confirm that your registry setings are correct.

If applied to the selected server, this security poficy would use the following registry settings:

Require LDAF' Sngrung Edapservmntaglty Mot Deﬁ'led Mot Defined I-DCEYLG(
Reguire SMB Security Signat.,, requiresecuritysi,,. Disabled Enabled HKEY _LOK
4] | i
,ﬂ Tomamwefuaboveseﬂius gobadchﬂunmﬂusnageshﬁwsecbmmdmm the
selections that determined the setting
Learn more ﬂwtwﬂ@m.
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Figure 26




Seepage 5

Appraisal policy

In this section the SCW will configure the authentication policy. If your authentication policy has been
configured to meet all the requirements you need, you can skip this section.

Security Configuration Wizard ] le

Audit Policy

UUse this section to configure auditing based on your auditing objectives.
The auditing policy determines the success and failure events that are
logged as well as the file system objects that are audited. Auditing file
system objects can degrade system performance and can resultin a
|arge number of events generated.

i‘, Warning: Any system access control lists (SACLs) spedfied in this
section and applied via the resultant policy cannot be remowved using
SCW rolback.

[ skip this section
If you skip this section, this security palicy will not configure auditing.

Learn more about gudit policy,
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Figure 27

Choose the appraisal option according to your requirements.



x

System Audit Policy
Determine an audit policy based on your auditing objectives.

Select your auditing objective:

" Do not audit
This option does not perform any auditing.

% Audit successful activities
This option audits successful changes to system and configuration files, allowing you to
reconstruct events after the fact to determine who dhanged system or configuration files. It will
degrade system performance shghtly.

" Audit successful and unsuccessful activities
This option audits both successful changes and failed attempts to system and configuration files,
allowing you to determine who changed system or configuration files, as well as detect attempis
to make unauthorized changes. It will degrade system performance more than auditing just
successful activities.

Learn more about auditing policy.

e | e

Figure 28

Review the changes you've just made. Note that the option to integrate the SCWaudit.inf security template is
enabled by default. This secure template will set up System Access Control Lists (SACLS) to help with file
system access authentication. The process must be very careful, because when using SCWaudit.inf, you cannot
remove the use of the SCW rollback option.

x|
Audit Policy Summary
Before continuing, confirm that your auditing selections are correct.

If applied to the selected server, this security policy would use the following auditing configuration:

Audit Event Type | current setting | Paicy Setting -
Account Logon Events Mot audited Success, failure

Account Management Mot audited Success

Directory Service Access Mot audited Success

Logon Events Mot audited Success, failure

Object Access Mot audited Success oot
Policy Change Mot audited Success

Privilege Use Mot audited Mot audited -|

¥ Also indude the SCWAudt.inf security template, SCWAuditinf sets System Access Control Lists (SACLS)
in order to audit access of the file system

~ /#\ Once applied, these SCWAudt,inf SACLs cannot be removed using the SCW rollback action.
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Figure 29
Save privacy policy

Next we need to save the security policy.

Security Configuration Wizard ‘51

Save Security Policy

|Use this section to save the policy you have created. You can apply it to
the selected server now, or you can apply it to the selected server or other
servers later.

< Back Next = Cancel

Figure 30

Specify the location to save the policy file and include the description (optional but recommended). Y ou can also
view security policies or integrate security templates.



x

Security Policy File Name
The security policy file will be saved with the name and desaription that you provide.

Security policy file name (a '.xanl' file extension will be appended if not provided):

| C:\Windaws\security \mssow\Polides \tmg_default. xml Browse... |
Description {optional):
Default TMG security policy. |
X
View Security Policy Include Security Templates. ..

Learn more about saving security polides.

Figure 31

If you are configuring a system, you can choose to use the security policy immediately. If you have multiple
TMG firewalls, it's a good idea to deploy a security policy with Active Directory Group Policy. The following
section will show you how to do that.

x
Apply Security Policy
You can apply the security policy to the selected server now or later.
% Apply later

Run this wizard again to apply this security policy at a later time.

" Apply now
When you dlick Next, the wizard applies this security policy to the selected server.

Learn more about applving security polices,
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Figure 32



Finish!

P rr— ) x|

Completing the Security Configuration
Wizard

é,_

You have successfully completed the Security Configuration Wizard.

-

The security policy you created is located at:
C:\Windows\security\mssow \Policies\tmg _de fault.xml

To apply this security policy to the selected server or other servers later,
run this wizard again.

To dose this wizard, didk Finish,
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Figure 33
Deploy Group Policy

One of the advantages of deploying TMG as a domain member is the ability to manage security configuration
using Group Policy. However, SCW is designed to be able to configure and deploy a security policy for only one
device at a time (internal or remote). By using the SCW command line tool scwemd.exe we can convert this
security policy into a Group Policy Object (GPO), then deploy policies for multiple machines using Active
Directory Group Policy. The syntax for that statement is:

scwemd transform / p: PathandPolciyFileName / g: GPODisplayName

PathAndPolicyName is a policy created previously, GPODisplayName is the name of the Group Policy Object
(GPO) and it will appear in the Group Policy Management Console (GPMC).

After the example, open the command prompt and execute the command below:

scwemd transform /p:tmg_default.xml / g: 'TM G Default’



[ Aommirator Commandpromgt

crdll transforn /pit efault ,xnl #g:"“THG Defaule™

Figure3* 4

When the above command is done, open GMPC ( Start / Administrative Tools/ Group Policy Management )
and click Domains . Open the domain in which the TMG firewall is a member, then open Group Policy
Objects. Here you will see the new Group Policy object created with the scwemd tool.

alalx
2 Fle Action  Veew Window  Help =18 =]
- o 0 Xo H
2 Group Policy Management TMG Default
= A Forest: celestn.net [
= .y Domars lDd‘“’ | Settrgs | Wﬂ‘l
= 3 oelestnet Links
s E"“'— :_“"ﬂ" Polcy Displery ks iy thas location |,_=-,_.,(_, net _.J
2| Domain Controiers
THIG Fire: The folowing sles, domans, and Ol are irkoed 1o the GPD.
Group Poicy Otyecrs . o | Erdorned | Link Enabled | Path
Defaudt Domain Controlers Polcy
R, | | 3
3 Starter G205 ]
ey Security Fillering
l' Group Pobey Modeing The settings in this GPO can only spply 1o the following groups. usen. and compulen.
+ GrouD Polly Regdts N
52 Ashenticated Users
4| | 2]
A Femave | |
WM Filtering
This GPO i liried 1o tha felowing W fiker
| g 2 ﬂ

Figure 35

Now you can use this GPO for the Organizational Unit (OU) to integrate your TMG firewall. |deally, a separate
OU should be used for TMG systems to minimize any conflicts that may occur with the application of other
GPOs. To use a GPO, select and drag the GPO into the appropriate UO.

Conclude

The correct operating system configuration, service consolidation and attack surface reduction are really
necessary for the security and performance of the TMG firewall. Using the Security Configuration Wizard



simplifies and automates this task, allowing administrators to define security policies and apply them in a most
consistent way with SCW or Group Policy.

Y ou finished reading the article "Use the Security Configuration Wizard with TM G 2010" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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