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Use Group Policy Filtering to createa DHCP
enfor cement policy for NAP - Part 2

How to use the NAP policy wizard to automatically create Network, Health, and Connection policies to control
your network.

Thomas Shinder

Network Administration - In the first part of this series, we introduced some basic knowledge about how NAP
works, then installed DHCP and NPS services on the NAP policy server. In this section, | will show you how to
use the NAP policy wizard to automatically create Network, Health, and Connection policiesto control accessto
your network.

Usethe NAP Wizard to create an NAP DHCP enforcement policy

Now we can start the main part - create a NAP DHCP enforcement policy. After running the wizard, the wizard
will create the following policies:

e Health Policies

¢ Connection Request Policies

e Network Policies

e Remediation Server Group policies

Let's take acloser look at each of these policies after finishing the wizard.

Open the Network Policy Server console from the Administrative Tools menu. From here, you will see the
middle of the interface appear the page Getting Started. In the Standard Configuration section, select the
Network Access Protection (NAP) option from the Select configuration scenario from the list and then
click thelink below to open the wizard scenario .

Click the Configure NAP link.
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Getting Started

Network Policy Server (NP5) allows you to create and enfonce organization-wide network access
policies for client health, connection request authentication, and connection request authorization.

Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

[ Network Access Protection (NAP) =l

Network Access Protection (NAF)

When you corfigure NPS as a NAP policy server. you create health policies that allow MNPS to validate the
configuration of NAP-capable client computers before they connect to your network . Clients that are not
compliant with health policy can be placed on a restricted network and automatically updated to bring them
into compliance.
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Figure 1

On the Select Network Connection Method For Use page with NAP , the Network connection method
section , select the option Dynamic Host Configuration Protocol (DHCP) from the list. Remember, when
using NAP, we have to choose an execution method and that's what we're doing here. The DHCP server
becomes 'network access server' in this scenario and the DHCP server is responsible for the network access level

that the NAP client has

The Policy name text box will automatically be populated with NAP DHCP, the name (name) section will be
appended to some of the policies created by the wizard. We will see this after finishing the NAP wizard.

Click Next .
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Network connection method:

Select the network connection method that you wart to deploy on your network for NAP-capable client
computers. Created policies will work with this network connection type only. To create policies for additional
network connection methods, you can run the wizard again.

Policy name:
This defauit text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify it.

|NAP DHCP

Additional requirements:
! You must perform additional actions to set up NAP. View addtional NAP requirements by clicking on the
I I link below,

 Addeional Requrements
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Figure 2

On the Specify NAP Enfor cement Server Running DHCP Server page, you can include the | P address of the
DHCP server that will be responsible for the network access server. Use this option when the DHCP server and
NPS server configure NAP policies that are not on the same server.

If you want to add remote DHCP NAP enforcement servers, they must be configured as RADIUS clients, which
means that you need to configure these as NPS servers. The difference here is that this NPS server does not
configure NAP policy settings. They only authorize RADIUS requests to the NPS server that is configuring NAP
policy settings. This configuration should be used in a large production environment, where the DHCP server
and NAP server are both relatively busy. In addition, it is likely that there will be multiple DHCP serversin your
company, while you want all to be able to communicate with the NAP policy server or servers.

In this example, the network on which we place DHCP and NPS servers is on the same computer, so we won't
need to add remote DHCP serversto thelist. Click Next .
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Specify NAP Enforcement Servers Running DHCP
' Server

RADIUS clients are network access servers, not client computers. f the local computer is running DHCP
Server, you can skip this step and click Mext.

If you want to add remate DHCF servers as RADIUS clients, click Add. All remote DHCP servers that you
add must also run NPS. Also, remote DHCP/NPS servers must forward connection requests to this NPS
server (the local computer).

RADIUS dlients:

Edit.
Remave 1

Previous |[  Nea | rie Cancel |

Figure 3

You have an option to enable NAP when using DHCP enforcement. If you do not want to use the NAP
enforcement policy for all DHCP scopes, you can enter the scope in which you want the NAP policy to apply to
the Specify DHCP Scopes page. In our example network, we want to enable NAP policy on all scopes, so we
don't enter specific scopes on this page. Click Next .
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! Specify DHCP Scopes
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When you specify one or more NAP-enabled scopes, NPS evaluates cliert health and performs authorzation for
client computers requesting an |P address from the designated scopes.

if you do not specify any scopes, the policy applies to all MAP-enabled scopes at the selected DHCP servers.
you specify a scope that is not NAP-enabled, you must enable NAP for the scope after completing this wizard.

To specify one or more scopes, diick Add.

DHCP scopes:

Edit:

Remove
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Figure 4

You can allow or deny access to certain user groups or computers in NAP policy. In this example, we apply
policiesto al machines and users. Click Next.
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l Configure User Groups and Machine Groups
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To grant or deny access to groups of computers, add groups to Machine Groups. To grant or deny access to
oroups of users, add groups to User Groups. You can configure both Machine Groups and User Groups for this

policy.
If no groups are selected, this policy applies to all users.
Machine Groups:

Add Machine...

Previous ] Next I Firagt Cancel

Figure 5

All computers need access to certain servers on the network. They need infrastructure servers such as Active
Directory, DNS, DHCP and WINS servers. All computers need access to error-correction servers, which are
computers that the computer does not meet the requirements for access to reach consensus.

On the Specify a NAP Remediation Server Group page and URL page, click the Group button to open the
New Remediation Server Group dialog box. In the New Remediation Server Group dialog box , enter the
group name in the Group Name text box. In this example, we name the group Network Services.

Click the Add button in the New Remediation Server Group dialog box. You will then see the Add New
Server dialog box appear. In the Add New Server dialog box, enter the server name in the Friendly name box.
In this example we enter a name for the domain controller, so we'll enter DC into this text box. The |P address of
the domain controller is 10.0.0.2, so we will enter that address into the |P address or DNS name text box. If
you know the name of the DNS server, you can enter that name in the text box and then click the Resolve button.

Click OK inthe Add New Server dialog box .
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! Specify a NAP Remediation Server Group and URL
]

Remex %
i New Remediation Server Group |

ONEOFT Group Mame:
Selectz |Network Services Group.
|q1me; Remediation Servers: oup.... l

DNS Name / IP Address | Friendy Name | Add...
¥ you bi Ediit. ces info

compliz. -

KFyoud
Friendly name:

DC —
[retp:/7 !

IP address or DNS name:
J100.02

To use an |P address to identify the server, select one from the following list. el |

IP address:
10.0.0.2

oK | concel |

Figure 6

Y ou should now see the name of the server group that fixes the error and the IP address of the server you added
to the group. Remember, the purpose of this group is to remove it from the restrictions of NAP policy. The
domain controller in this example is a computer that all domain members need to communicate with to log in. If
you do not allow your NAP clients, whether they agree or not, to connect to the domain controller, they will not
be able to log on to the network to become consensus after logging in.

Click OK in the New Remediation Server Group dialog box .
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Figure7

Click Next on the Specify a NAP Remediation Server Group page and URL . Note that we can also enter
Troubleshooting URL on this page. We do not use any of this example, but sometimes you use it if you want to
point users to a page that shows them how to become consensus after their computer is in a non-compliant state
and cannot edit itself. error.
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l Specify a NAP Remediation Server Group and URL
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Remediation Server Group:
Remediation servers store software updates for NAF clients that need them. Remediation Server Groups contain
one or more remediation servers.

Select a Remediation Server Group that you have already corfigured or, to create a new group, click New Group.

IT'%etwork Services LI

Troubleshooting URL:
I you have a Web page that provides users with instructions to users on how to bring computers and devices into
compliance with MAP health policy, type the Uniform Resounce Locator (URL) for the Web page.

If you do not have a Help Web page. do nottype a URL

Ihnp:f:’
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Figure 8

On the Define NAP Health Policy page , you can choose which System Health Validator you want to define a
health policy for (Health Policy). By default, there is only one System Headth Validator policy available in
Windows Server 2008, which is the Windows Security Health Validator . Other software vendors may also
group their System Health Validator products that you install into the NAP policy server.

Make sure there is a check mark in the Windows Security Health Validator checkbox. There is also a
checkmark in the Enable auto-remediation of client computers check box. This option allows NAP client
components to fix some problems on their own. For this example, if Windows Firewall is disabled, the NAP
agent will activate Windows Firewall automatically.

In the Access Network restrictions for the NAP-ingligible client computers, you define what you want to do
with non -NAP-capable computers. You have two options:

¢ Full network access to the NAP-ineligible client computers. Cho phép truy c?p ??n m?t m?ng ch? ?? b?
t2t

¢ Relect all network access for unqualified NAP clients. Only allow restricted access to the network.

e Allow full network accessto NAP-ineligible client computers

¢ Allow access to unqualified NAP clients

The first option is safer than the other option, while the second option is a more generous option. Your choice
depends on the design goal for NAP. You can alow non-NAP-capable computers to access the network during
the NAP deployment process and then, when the deployment process is complete, you will switch and execute



the NAP consensus machines.

Click Next on the Define NAP Health Policy page.

Configure NAP i x|

l Define NAP Health Policy

The installed System Health Validators are listed below. Selact only the System Health Vakidators that you want to
enforce with this health policy.

Mame I
[ Windows Securty Health Vabdator |

¥ Enable autoremediation of client computers

F selected. NAP<apable client computers that are denied full access to the network because they are not
compliant with health policy can obtain software updates from remediation servers.

If not selected, noncompliant NAP-capable client computers are not automatically updated and cannot gain
full network access until they are manually updated.

Network access restrictions for NAP-neligible client computers:

% Deny full network access to NAP-neligible client computers. Allow access to a restricted network only,

" Mlow full network access to NAP-neligible client computers.

Previous |[  Nea | Fne Cancel |

Figure 9

On Completing NAP Enforcement Policy and RADIUS Client Configuration pages, you can see Health
Palicies, Connection Request Palicies, Network Policies and Remediation Server Group will be created by
the wizard. We will take a closer look at these policies.
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Completing NAP Enforcement Policy and RADIUS
* Client Configuration

You have successfully created the following policies and configured the following RADIUS clients.

* To view the configuration details in your default browser, click Configuration Details.
+ To change the configuration, dick Previous.
+ To save the configuration and close this wizard, click Finish,

Health Policies:

NAP DHCP Compliant

MAP DHCF Noncompliant
Connection Request Policy:
NAP DHCP

Network Policies:

NAP DHCP Compliant

NAP DHCP Noncompliant

NAP DHCP Non NAP-Capable
Remediation Server Group:
Metworl: Services

Previous Heit Finish Cancel |

Figure 10

Note that there is only one Configuration Details link. When you click on this link, it will appear a page that
provides detailed information about each policy that will be created by the wizard.
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Conclude

In this part 2, | have discussed the NAP policy wizard and explained each option provided by this wizard. We
have seen that the NAP policy wizard makes it much simpler to create a comprehensive NAP policy in the
process of creating some Network, Health and Connection policies to control which computers can join the
network. In the next part of this series, we will take a closer ook at the rules and explanations of functions as
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Network Policies &

NAP DHCP Comphant

Enabled Enabled

Source Tag DHCP Server

Conditions:

Condition Value

Health Pobcy NAP DHCP Comphant

Settmgs:

Settmg Value

Authentication Method Perform Machine Health Check Only

Access Permission Grant Access

Update Noncompliant Chents True

NAP Enforcement Allow full network access

Framed-Protocel PPP

Service-Type Framed

lgnore User Dial-1n Properties True |

NAP DHCP Noncomphiant

Enabled Enabled

Source Tag DHCP Server

Conditions:

Condibon Valoe

Health Policy NAP DHCP Noncompliant

Settings:

Setting Vahe

Authentication Method Perform Machine Health Check Only

Access Permission Grant Access

Update Noncomphiant Chents True =l
| =l Ve /e Computer | Protected Made: OFF [ 0o% -

well asthe basic e ements behind each of these rules.

Y ou finished reading the article "Use Group Policy Filtering to create a DHCP enforcement policy for NAP
- Part 2" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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