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Troubleshooting Forefront TM G

In thistutorial we will show you some of Forefront TM G troubleshooting tools and techniques.

Network Administration - In this tutorial, I will show you some of Forefront TM G troubleshooting tools
and techniques.

Troubleshooting the Forefront TMG problem is often complicated and time-consuming because the cause of the
problem is so much. To make it easier to find the cause, in this tutorial we will show you some Forefront TMG
troubleshooting tools and techniques. However, note that the article does not provide a solution for a specific
problem, but only provides a technical overview and troubleshooting tool so you can use it to overcome some
problems. his specific.

With this article, we will give you some information about the following tools and techniques:

Forefront TMG Dashboard

Forefront TMG Logging

Windows Event viewer

Forefront TMG log file

Forefront TMG Best Practice Analyzer
Forefront TMG Data Packager
Microsoft Network Monitor (Netmon)
Toolsincluded with TMG

NETSH

Forefront TMG Diagnostic Logging
FWENGTRACE

ISATRACE

Perfmon

PAL (Performance Analysis of Logs)
TMG Superflow

Forefront TM G Dashboard

Forefront TMG Dashboard is the first component that Forefront TMG administrators should investigate because
it provides you with 'health’ status information for the Forefront TMG Server.
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Figure 1: Forefront TMG Dashboard

From Forefront TMG Dahsboard, you can easily navigate to the Alert section, where you'll get more details for
each specific alert. If you want to be notified via email, the program can create notifications when there are

aerts.
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Description: The Web Proxy filter detected that the upstream proxy server '182,9, 200, 240" is not available.




Figure 2: Forefront TMG Alerts

Forefront TM G logging

One of the most used features in Forefront TMG is real-time logging, which alows you to view traffic from
servers and clients in real time. TMG logging is a great tool if you want to allow network traffic from an
application, server or client, but don't know what open media ports should be opened.
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Figure 3: Forefront TMG Logging
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Another important tool for troubleshooting TMG is Windows Event Viewer. Forefront TMG will record a lot of
useful information in the Application and System event log categories and specific information about ADAM
(AD-LDY) in the Application and Services Log. The ISA Server Diagnostic Logging by default is completely
empty, and you must enable this feature yourself.
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Figure 4: Windows Event L ogging

Log file

In the installation of Forefront TMG, the installation process will create some log files in the% windir% temp
folder and after a successful installation, you will see some log files like ISA_UpdateAgent, this is the file
provided details about TMG Web Protection platform upgrades.
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Figure 5: Forefront TMG log file

Forefront TM G Best Practices Analyzer

Perhaps most of you already know about TMG Best Practices Analyzer compared to the current Forefront TMG
installation. TMG BPA should be the first tool to start after installing Forefront TMG or when considering issues
with TMG configuration.
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Figure 6: TMG BPA

Forefront TM G Data Packager

Forefront TMG Data Packager is a useful tool for collecting necessary information about Forefront TMG
configuration. Y ou can use Data Packager to send information to Microsoft product support centers for more in-
depth analysis, but you can also use this tool to record Forefront TMG installation status.
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Figure 7: TMG Data packager

Thetool aso allows you to specify the data you want to be part of the TMG Data Packager collection process.
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Figure 8: TMG Data packager - Options

TMG Data Packager will create a CAB file with lots of information as you can see in the picture below.

T\_} 7] = Computer - Local Dok (01) = tewor - TrgPaduge = 48 [eorth Tgrackage |
Fie Ed ves Tl e
i == 08

o i M - | 5 | e | bate am:

L J) b rpchenzen LIS Classe EventLog G082 L8 103 BveriewEvents!

8 Crmrisec < oy M 04 foament BABE LY 1505 CrangeTradeng)

4L Recert Paces | BoeatPackageniog... LB FextComment D406, 2042 1405 EpaleaFacagerLog
S rares = EARepert THOEN_... LR K Dot ADE201E 1407 Spafiepa el

Y s : IR AReprt_THGEN,.,, HYE TextDocument 0404, 2008 1407 ]

o M & ChangeTrading SKE WEL Srrlesheet SADL0 By CrangeTrading!,

- Pt 8 ChargeTradurgTal LIME  HTML Decument TR0 2000 sEeak CrangeTraseng|,

B veiees Eventiemer_freotv... [ e A6 011 160D Ereriienevents)
; | Eventivewer_feave. .. AVE C5V e M08, 2018 103 EreienerEuents)
!BCT::HMD:_] | Copadaing 298 TexiCocumend 0108, 2003 355 UpdabeCarier|

14 WD Drve (D) Label Tns | A Undatedgent I3 TextDooument D406, 2018 100 UndateCerter!

=] LA 201 10500203 SKE WML Doament 52008 108 Sulepor Fies]
i et | HAln smgan K TextDocmen 083013 teatnbolier|,
=} ESArfs_Smg-en W.3900 04 Document 0406, 2018 105 Tsainfoier]
e ngs_Firewadl_MS.. SUKE C5VFie HU05.2018 10D TesgLogs]
Ssatoge_Webdrary .. PNE o P 04083008 103 TegLoge]
| tesPerformanceDeta, WD TextDonment D406, 2010 1408 TmgParimarCouraes
W madeg 1B GF Paie 08.05. 2009 1205 OrangeTranang!
| Mgt gy B Fex!Docmard 03.08.2511 350 UpdateCerter|
Metigan I TextOomment 042002 202 Hesogen!
| MetSaatuut HHE TestDeomment 052018 HE0S ek
% pualrg IR COF g 68005, 2008 22-0% CrangeTrackng|,
] srstme LIV Claesc Bventlog 04,06, 2001 1400 Borienervents)
RS 3 TSN IEME TextDomument H05.2013 1403 . EoeDetPuckeceriid

Figure 9: Content of CAB file

Netsh

Starting with Forefront TMG, Microsoft extended the Windows Netsh tool with some Forefront TMG
commands. Some commands of FWENGMON utility of ISA Server 2006 are now part of Netsh. Netsh now has
many options for showing you the client connections with the firewall at alow level and this is useful in some



situations.
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Figure 10: NETSH TMG options

Microsoft Network Monitor (Netmon)

The last tool | want to talk about is Microsoft Network Monitor (Netmon), you can use this tool to delve deeper
into network traffic. Netmon is very useful when you can't find the cause of the problem with the tools available
in Forefront TMG. You can use Microsoft Network Monitor version (Netmon) 3.3, part of TMG BPA
installation or you can use the latest version 3.4 from Microsoft's website.
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Figure 11: Microsoft Network Monitor
Note:

If you want to analyze network traffic between Forefront TMG and ISA Firewall clients, you can use the
Netmon Parser tool.

Troubleshooting Forefront TM G

Forefront TMG Management console includes several troubleshooting tools such as the Traffic simulator,
change monitoring tool and connectivity test tool.
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j Troubleshooting and Support

o Use the Best Practices Analyzer

The Best Practices Analyzer Tool for Forefront TMG scans the configuration settings of the local
computer, This tool examines the local Forefront TMG computer, determining the status of the
computer configuration and finding issues that do not conform to recommended best practices.

%> View Forefront TMG Configuration Changes

The Configuration Change Tracdking feature records and displays changes applied to the Forefront
TMG configuration. Click this link to open the Change Tracking tab in the Forefront TMG Monitoring
options.

View Forefront TMG Alerts

Forefront TMG alerts notify you when spedfied events occur on the local Forefront TMG
computer. Chick this link to open the Alerts tab in the Forefront TMG Monitoring options.

¥ view Forefront TMG Logging

Forefront TMG maintains logs of activity on the Forefront TMG computer. Click this link to open the
Logging tab in the Forefront TMG Monitoring options.

|8 Use the Traffic Simulator

Forefront TMG Traffic Simulator simulates netwark traffic in accordance with spedfied request
parameters, and provides information about firewall policy rules evaluated for the request, Click
this link to go to the Traffic Simulator tab.

&J View Diagnostic Logging Events

Forefront TMG Diagnostic Logging view allows you to guery the diagnostic logging database
according to the filker criteria, Click this link to go to the Diagnostic Logging tab.

Figure 12: Forefront TM G troubleshooting and support

In troubleshooting TMG, the TMG Diagnostic Logging feature is very useful in finding problems in TMG
configuration. Forefront TMG Diagnostic Logging is not enabled by default, so if you want to use it you need to
enableit manually.
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Figure 13: Forefront TMG Diagnostic logging

After the TMG Diagnostic logging is active, you can stop running and filter the log to find the information you
areinterested in.
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Figure 14: Forefront TMG Content Diagnostic logging

Diagnostic logging gives you more information about how Forefront TMG works.

FWENGTRACE

FWENGTRACE is part of the Forefront TMG Best Practice Analyzer and it is used to change monitoring
information for some Forefront TMG components, in this example the Forefront TMG Forefront TMG (Large
Logging Queue) feature.
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C:wProgram Files (xB6>Microzoft TmgBPANTracing*fwengtrace.exe fleng_llg 1

Figure 15: FWENGTRACE

|SATRACE



Like Forefront UAG, Forefront TMG has several monitoring features that allow you to change the contents of
the ISALOG.BIN monitoring file located in the% windir% Debug folder. Starting from ISA Server 2004 SP2 the
ISALOG.BIN fileis used to monitor the status of many Forefront TMG components. With ISATRACE, you can
change the information in the monitoring file.

T e — alg]s
ISA Release Bits Tracing T
Error Wam InfolFunc alse| | Trace format search path
Group v 1
GENERAL b e Ea e
ENG » | L Format As:
FWSRY =] | T T w Trace File b Format
ke i r r i I .'c L":EI |l.".\-'-'-l-=w shdebugiiselog bin
WR Fr FIFITF CLFTEN
e
516G = I W N e Tl | _I
CTRL =] | e | r
* FWC F w | [Im] e - Tracing configuration fike
COoM 5 F IFIF I |
L i e ] e e 4
= MONITOR | e e el e AT corsole colors
©ORLT 2 e ] | | PR |
= = r m L
=) r w n I
0 [ [ P [
= L r | I
T LA
| Go | GaRT | Swee |
Logging is currently CN
F Cirouler log fite of 400 Mbytes
F Auto enable fracing on starbup

Figure 16: ISATRACE

Windows Perfor mance Monitor (Perfmon)

Perfmon is a great utility in analyzing the performance of Windows Server as well as applications installed on
the server. Forefront TMG application contributes to extend the Windows Performance monitor utility with
separate counters that Forefront TMG administrators can use to build TMG Server boundaries, then compare
with existing payload boundaries. Act to get good performance with the TMG Server.
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Figure 17: Windows Perfmon with TMG counters

Because there are many performance counters for Forefront TMG subsystems and it can take a long time to find
the right counter, so Microsoft developed PAL (Performance Analysis of Logs) to create XML files for Specific
applications have performance counters. Y ou can use these XML filesto import it into the Perfmon tool.
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captured. ¥ an appropriate threshold file doesnt exist, then choose System Owverview.
¥ the computer has multiple roles. then choose “All Thresholds™ or analyze the log
under different thresheold files. Optionally, the export button can be used to create a
perfmon log tempiate in ander to log al of the counters analyzed in the threshold file.
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Figure 18: PAL form

Export PAL XML file to Perfmon's sample file. In Windows Performance monitor, navigate to Data Collector
Sets and create a new Data Collector Set.
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Figure 19: Create a new Data Collectore Set with Perfmon

Select 'Create from a template’. Select the XML sample file from PAL, now you can see performance counters

for Forefront TMG.
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Figure 20: Perfmon with PAL counters




You can use the Data Collector Set to start collecting information. Right-click on the new Data collection and
select Start .

After you stop collecting data, you can view the collected data reports under the reports of the Windows
Performance monitor.
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Figure 21: Report of Perfmon data collector

Forefront TM G Super Flow application

At the end of this tutorial will introduce the Forrefront TMG Superflow application. You can use this tool to
troubleshoot the failure of installing Forefront TMG. TMG Superflow contains many useful links and resources
to troubleshoot a Forefront TMG installation error. Y ou can refer here for this utility.
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Figure 22: TMG Superflow

Conclude

Troubleshooting Forefront TMG can be complicated because there are so many reasons why Forefront TMG
works as expected, but there are many troubleshooting tools and guides that can help you find it. cause the cause
of the problem. In our opinion, the most important aspect is to have analytical methods when starting
troubleshooting. You should aways start with simple steps and gradually increase complexity if the previous
anaysisfails.

Y ou finished reading the article "Troubleshooting Forefront TMG" edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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