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Troubleshoot problemswith Kerberosin SharePoint
- Part 2

Inthispart 2, | will show you how to configure SPN, Duplicate Service Principal Names, and dislocation in
DNS configuration.

Troubleshoot problems with Kerberosin SharePoint - Part 1
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Network Administration - In thispart 2, | will show you how to configure SPN, Duplicate Service Principal
Names, and dislocation in DNS configuration.

In the first part of this series, we discussed the date and time issues, application accounts, and the basic Service
Principal Name (SPN) configuration. In this section, we will introduce the following topics:
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e Configure SPN - for 1S 7
e Duplicate Service Principal Names
e Incompatibility DNS Configuration

Configure SPN - for 11S7

In the previous section of this article, there are a number of issues we mentioned that cannot use websites that
work with Kerberos if they use Internet Information Server 7 on Windows Server 2008. Application accounts
and SPN registrations correct configuration, but this error message still appears in the system event log -
Windows System Event Log: KRB_AP_ERR_MODIFIED.

This problem occurs because kernel mode authentication is enabled by default. You should normally use a
SharePoint server and register the SPN to the NETBIOS servers. However, in aweb system, you need to disable
authentication in Kernel mode or configure the application to be able to use permissions from the application.

Let'stake a closer look at our environment from part 1 used as an example.
Information about | P addresses:

172.16.189.11 is the domain controller (and KDC) DC1
172.16.189.15is SQL Server (and KDC) SQL 1
172.16.189. Is the website http:///intranet.domain.local
172.16.189.21 is SharePoint Server WSS1
172.16.189.22 is SharePoint Server W SS2
172.16.189.101 is PC1 computer accessing website

We have disabled the kernel authentication mode in our environment for this test, you can enable it again (as its
default mode) in Internet Information Manager 7:

1. Inl1S7 Manager, select 'Sites/ 'and select’ Authentication .
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2. Select 'Windows Authentication’ and click 'Advanced Settings

e  Actions
@ Authentication
Disable
Group by: Mo Grouping - _‘_/""f.-;._d:ranced Settings...
Name | status N
Anonymous Authentication Dizabled Online Help
ASP,MET Impersonation Enabled
Basic Authentication Dizabled
Digest Authentication Disahled
Forms Authentication Dizabled
Windows Authentication

Figure 8

3. Check the 'Enable Kernel-mode authentication' checkbox, which is also the default setting
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Click here for more information online

By default, II5 enables kernel-mode authentication, which may improve
authentication performance and prevent authentication problems with
application pools configured to use a custom identity. As a best practice, do
not disable this setting if Kerberos authentication is used in your environment
and the application pool is configured to use a custom identity,
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4. Then reset I1S using the command: 11SRESET / NOFORCE

We want to see more details about the package, so before you access the website, you need to launch Wireshark,
this is a network protocol analysis on DC1 and PC1 so we can study it. Kerberos errors on. We recommend

setting up afilter to display only Kerberos packages:

1 Intel{R) PRO/1000 MT Network Connection: Capturing - Wireshark

File Edit Vew Go Capture Analyze Statistics

B

& & |

- SN

Eilter: Ikerberns

Mo, - Timie h Source

Destination

k]

Figure 10

Now we will access the website: http:///intranet.domain.local - here, we will see aregistration box because the
login attempt failed. The first step is to check the event log on the computer accessing the website. This is an
event from the Windows System Event Log on the computer accessing the website that was checked on PC1.
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Level | Date and Time | source | Eventmn | Taskc... |
(@ Error 11-01-2009 12:21:28 Security-Kerberos 4 MNone

Event 4, Security-Kerberos

General ] Details ]

= .

The Kerberos client recei a KRB_AP_ERR_MIODIFIED er m the server wss1S. The target =
name used was HTTP/intral ain.| el that the taroet server faiied to
decrypt the ticket provided by the client. This can occur when the target server principal name
(SPN]) is registered on an account other than the account the target service is using. Please

ensure that the target SPN is registered on, and only registered on, the account used by the

server. This error can also happen when the target service is using a different password for the
target service account than what the Kerberos Key Distribution Center (KDC) has for the target
service account. Please ensure that the service on the server and the KDC are both updated to

use the current password. If the server name is not fully qualified, and the target domain
(DOMAIN.LOCAL) is different from the client domain (DOMAIN.LOCAL), check if there are ;I

Log Name: System

Source: Secunity-Kerberos Logged: 11-01-2009 12:21:28
Event ID: 4 Task Category: MNone

Level Error Keywords: Classic

User: N/A Computer: PCl.domain.local
OpCode: Info
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If you look at the packets and errors captured on PC1 with Wireshark, we will see the same errors:

T (Untitled) - Wireshark [l

EEEdt_g_EW Go Capture Analyze Sfafistics Heip
BN BEXZ2E|aesT LB

Fiter: |kerberos v Expression... Clear |

ISGutB |Deﬂmaﬁm Iﬁnhxﬂ ]hﬂb
12:21:28.458809 172.16.189.101 172.16.189.11 KRBS TGS-REQ
12:21:28.462118 172.16.189.11 172.16.189.101 KRB TGS-REF
12:21:28.468020 172.16.189.101 172.16.189. 20 HTTP GET / HTTR/
12:21:28.517354 172.16.189.20 172.16.189.101 HTTP KRB Error:
12:21:28.519397 172.16.189.101 172.16.189.11 KRBS TGS-REQ
12:21:28.521803 172.16.189.11 172.16.189.101 KRBS TGS-REF
12:21:28.523744 172.16.189.10 172.16.189. 20 HTTP GET / HTTP/

222128, 5254 A0 / 25 849. KRB Error:
gl |
= Kerberos KRB-ERROR
Pvno: 3

MSG Type: KRB-ERROR (30)
stime: 2009-01-11 11:21:28 (UTC

susec: 7744
error_ e: KRBSKRB_AP_ERR_MODIFIED (41)
Realm: ATM, 1 OCAL

= Server Name (Principal}: wssl$
Name-type: Principal {1}
Name: wssl$




Figure 12

What we can see, in both the event log and captured packets, is to indicate the KRB_AP_ERR_MODIFIED error
code and the responding account is wssl $. Know that the WSS1 server reports this error when we access the
website. We can also see that from the IP address if we look at the source and destination | P address information
in Wireshark. Please observe on this server. KRB_AP_ERR_MODIFIED means that the computer assumes that
the Client / Service exchange package seems to be changed and the parameters checked are the date, IP address,
hostname and decryption key whether or not to work. Quickly check date / time, IP addresses and hostnames
(see DNS configuration section) and assume the truth is correct. Encryption and decryption keys are determined
by SPN account mapping. This account must be an 11S website account on the currently used WSS1 server.

We will check that issue with the following command:

[+ Administrator: Command Prompt

C=%>zetspn —Q httprsintranet.domain.local
CN=EPContentPoolAcct.0U=SharePoint .DC=domain.DC=local

http-sintranet.domain.local

httprswss2 _domain.local

httpAuss2

http-swssl _domain.local

httprussl

httpsintranet

Exizting SPN found?
RN

Figure 13

The Service Principal Name maps the domain account SPContentPoolAcct and allows us to check the 11S
Application Pool that the website uses. In the 11S manager, navigate to the Application Pool used in the II1S
Website. Then check Advanced Settings - Figure 14 shows the account is properly configured.

B (General) i .
.MET Framewaork Version w20
Enable 32-Bit Applications Falze
Managed Pipeline Mods Classic
Queue Length 1000
Start Automatically True
E CPU
Lirnit 1]
Limit Action MoAction I
Limit Interval {minutes) g
Processor Affinity Enabled Falze e
Processor Affinity Mask 4294967295
EH Process Model
Identity domain'SPContentPoolAcct !

Figure 14



Because the new structure in [1S 7 on Windows Server 2008 should be used only if Kernel mode authentication

is disabled or the master configuration is changed.
We check and edit the configuration file using this method:

1. First open the configuration file on the SharePoint server: % WinDir %

System32inetsrvconfigApplicationHost.config
2. Then check that the useA ppPool Credentials setting is present. Otherwise we need to add the same

attributes as in the exampl e highlighted by the green below.

useAppPool Credentials = "true" />

3. Finaly, reset Internet Information Server from the command prompt:
[ISRESET / NOFORCE

Now we can access the website again without prompting for login or event log errors. With the log, we only
include the details of the protocol captured from the PC1 client:

Ge bt Yew Go Coplue Analyze Glabistics Help
NG BEgRBE A TF L I BE|IQQAQ

fiter: |kerberos ¥ Expression... Clear fApply
Time | Source Destination | Protocol | Info
2008-01-17 12:03:39.047241 172.16.189.101 172.16.18%.11 KRBS TGS-REQ
2009-01-17 12:03:39.050343 172.16.18%9.11 172.16.189.101 KRBS5 TGS-REP
2009-01-17 12:03:39.056544 172.16.189.101 172.16.189.20 HTTP GET / HTTI
2009-01-17 12:04:08. 744125 f2.16.189.20 172.16.189.101
2009-01-17 12:04:08.770216 172.16.189.101 172.16.189.20 HTTP GET /defra
2009-01-17 12:04:40.780089 172.16.189.20 172.16.189.101 HTTP HTTP/1.1 |
| |

& [truncated] Www-Authenticate: Negotiate oYGXMIGUOAMKAQChCwYIKOZIgvCSAQICO0GZ

- GSS-API Generic Security Service Application Program Interface
= SPNEGO
=l negTokenTarg

negresult: accept-completed (0)

supportedmech: 1.2.840.48018.1.2.2 (M5 KRBS - Microsoft Kerberos 5)

responseToken: 60819306092A864886F71201020202006F81833081804003. ..
+ krb5_blob: 60819306092AB64886F71201020202006F81833081804A003. ..
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Check the Service Principal Namesreplication

It's easy to create areplicated SPN in Active Directory unless you use setspn.exe with the -S or '-F switch (only
applies to setspn.exe in Windows Server 2008 or higher ). For a better understanding of how Service Principal
Names are saved and how the KDC blocks SPN-based accounts. We have shown by the diagram in Figure 16.
The example of areplicated SPN registered in SPWrongAcct is highlighted in red.



Active Directory | g domain_local

SharePoint Accounts

—g SqlService

SPNs
MSSQLSve/sql1
MSSQLSveisql1.domain.local

—ﬁ SPContentPoalAcct

| SPNs

i HTTP/wss1

i HTTPfwss1 domain.local
HTTP/intranet. domain. local

R R RER el

Duplicate SPM_|
2XAmEne

: HTTP/intranet. domain. local
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The SPN replication can make the intermittent error messages indicate KRB_AP_ERR_MODIFIED, because
KDC can encrypt the service tag with the public key of the SPN account - possibly another account that the
application uses to decode. data package. Checking for duplicate SPNs is recommended in any environment and
can be donein several ways.

e |difde - extract the SPN directly and filtered from Active Directory.



?ang 1?y tai kho?n ? khi HTTP SPNs ???c xac ??nh:
Idifde -d "dc = domain, dc = local" -r "servicePrincipalName = http *" -p subtree -1 "dn,
servicePrincipalName" -f output.txt

Getting accounts where the M SSQL Svc SPNsis defined:
Idifde -d "dc = domain, dc = local" -r "servicePrincipal Name = mssglsvc *" -p subtree -1 "dn,
servicePrincipalName" -f output.txt

o setspn.exe - on Windows Server 2008 can check the mirror

Getting the account wherea HTTP SPN isdefined:
setspn.exe —Q http / intranet.domain.local

Hay ki?m tra cho m?t ph?n m?m HTTP ???c ??ng vao nhi?u cac tai kho?n (duplicate SPNs):
setspn.exe —X http / intranet.domain.local

o ADSIEdit - usually enters through user accounts and computers in turn and checks that the value does not
exist on multiple accounts. This method is difficult so we choose one of the other methods.

File Action \iew Help CH=SPContentFool
| 7T | RE o= | @ AwbieEdior | Secury |

& ADsI Edit Atribifes:
= ﬂ Default naming context [DC 1, domain.|

i Attribute | Value
B [] DC=domain,DC=local .
g 2 sAMAccountMame SPContent Pool Acct
| CN=Builtin i e .
i cN=Computers s.--.f_v'lnccuuntT,rpe 805306368 = { NORMAL
~| OU=Domain Controllers scriptPath =not set>
~| CM=ForeignSecurityPrincipals secrtany ot gats
% CN=LostAndFound securityldentifier <not set>
~| CM=NTDS Quotas sesflso znot set
| CN=Program Data serialNumber not set>
B ] oU=SharePaint servicePrincipalMame  hitp/wss2 domainlocal; |
| cN=SPConfighcct shadowExpire niot et
[ ] CMN=SPContentPoolfcct shadowFlag <not set:=
_' CN=5PSearchAcct shadowInactive <riof set>
USRS 1yulti-valued String Editor x|
| CN=S
] cM=L Aftrbute: servicePrincipalName
Value to add:
Add |
Values:
httpintranst Hemowe |
http./intranet domain local _""'
http/wss1 [
http.fwes 1.domain local
http./wss2

http./wss 2 domain local

Figure 17



The thing to look for in the output of any of the above procedures is that SPN (such as HTTP /
intranet.domain.local) is not listed on other accounts (only one account). The account itself may have multiple
SPNs listed without problems (see Figure 17).

We recommend using the following commands if running Windows Server 2008:
e 'setspn.exe—S' for registering an SPN on an account and checking for domain replication
e 'setspn.exe—F -S' for registering SPNs on an account and checking for duplicates in the forest.

We have used images in the process of checking duplicates and configuring the Service Principal Name (Figure
18) for the DOMAINSPContentPool Acct account

Figure 18

The next figure shows an action to create a replicated SPN. setspn.exe in this replication is shown in Figure 19
and it also tells you which Active Directory object it conflicts with.

Figure 19
Configure DNS

A solid DNS configuration must be compatible with all domains today and when using Kerberos, thisis not an
exception. All hostnames must be created in reverse lookup zones and no duplicates on hostname or IP address
are acknowledged. In the forward lookup zone, the records need to be created as A-records - also the host header
names that point to the servers. If CNAME is sometimes used then Kerberos will construct tags using the wrong
hostname - basically arule to practice in configuring DNS to make sure it works.

Information sent and received will be checked by both forward and reverse lookup areas. We will test our
configuration first to seeif the DNS responds properly to our hostname.
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Figure 20

Both commands need to return the correct host-name and IP address - but the best idea is to manually check the
DNS configuration. Y ou need to ensure that all hostnames in the installation (servers DC1, SQL1, WSS1 and
PC1) and used host-headers (intranet.domain.local) are created and unique. Below are the images from the DNS
configuration process shown in Figure 21 and 22.

The lookup zone is convenient for domain.local:

File Acton ‘Miew Help
s | M| XE o= B d 855
U DMNS [ame I Type I Data
E i DC1 | _msdcs
B [ Forward Lookup Zones | sites
® |z _msdcs.domain.local 7 _tcp
SRERR domain. local 1 udp
E - _:;sn:s | DomainDnsZones
; 2 —'t:_‘:' | ForestDnsZones
; 0 _u‘-clu '—| (same as parent folder)  Startof A... [20], dcl.domain.|
: R . _| (same as parent folder)  Mame Ser... dcl.domain.local,
E || DomainDnsZones <
® ForceADi i _:] {same as parent folder)  Host {(A) 172.16.189.11
A &l RE'-.'er"se Lookup Zanes ,_l del Host (4) 172.16.182.11
& [ ] Conditional Forwarders i=| intranet Host {A) 172.15.189.20
& [f] Global Logs g'_lpa Hast (&) 172,16, 159,101
Hsal1 Host (&) 172.16.189.15
Hwsst Hast (A) 172.15.189.21
=P Host {&) 172.16.189,22

Figure 21

The reverse lookup zone for domain.local:



=, DNS Manager

Fle Acion View Hep

s |20 a=Hml 3 Oo

& DNs Name | Type | Data
B g Dbl I |{same as parent folder) Startof Aut... [18], del.domainlocal.,
@ [[] Forward Lookup Zones = (same as parent folder) Name Serve... dcl.domain.local,
BE Reverse Lookup Zones &) 172.16.189,101 Pointer (PTR)  pcl.domain.local,
e 185. 16. 172.in-addr.arpa il B REPRERELRE] Pointer (PTR)  del.domain.local,
— Conditionl Farsarders §—| 172.16.189.15 Painter (PTR)  =g!l.domam.local.
@ (53 Giobal Logs [ 172.16.189.20 Pointsr (PTR)  intranat,domain Jocal,
E172.15.189.21 Pointer (PTR)  wess1.domain.local.
Eli72.15.189.22 Pointer (PTR)  wss2.domain.local.

Figure 22
Conclude

So far, we have covered most of the components of typical errors in SharePoint and Kerberos such as DNS
configuration, replication of SPN and I1S 7 on Windows Server 2008. In the third part of this series We will
introduce more about the tags and see what information we can use from there. We aso introduced the
delegation and Shared Service Provider according to how it works, creating errors and analyzing and then
correcting errors.

Y ou finished reading the article "Troubleshoot problemswith Kerberosin SharePoint - Part 2" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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