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Track changesin sensitive security in Windows

Attack Surface Analyzer isatool released by Microsoft that allows users to easily detect sensitive security
changes of the Windows operating system.

Attack Surface Analyzer isatool released by Microsoft that allows usersto easily detect sensitive security
changes of the Windows oper ating system.

Attack Surface Analyzer as a bodyguard for the system.

More specifically, the Attack Surface Analyzer allows you to display any additional files, registry keys, ActiveX
controls and show open ports of the server when users feel worried about security. inside my system, especially

after installing some software. In addition, it is also responsible for evaluating configuration access privileges for
added files.

Create system image filesfor comparison

Users access here to download the installation version of Attack Surface Analyzer beta 5.1.3 in accordance with

their system. This version is compatible with Windows Vista/ 7 and requires a pre-installed system for .NET
Framework 3.5 or higher.

Basically, Attack Surface Analyzer will undergo 2 steps of taking a picture of the system, one is an image file
before installing a software and another is a photo file after installation. Based on these two photos, users can
identify the changes, thereby making sure that their system has been compromised. The program stores reportsin
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acompressed file of the * .cab format.

After starting the software, please proceed to create a* .cab file to take a picture of the system before installing
a certain software. To do this, click on the option first Run new scan in the Please select an action section as
well as declare the * .cab file location to back up the system image by clicking the Browse button of the field
Name of the file CAB to generate in Select options . Then click the Run Scan button at the bottom for the
program to scan the system.

Please select an action:
@ Run new scan

Generabe attack surface report

Select options:

MName of CAB file to generate
CAlsers\Admin'Attack Surface AnalyzerADMIN-PC_5.1.3_2011-01-23_13-58-57.cab | EBrowse.

Rum Scan

Make a backup of the system before installing new software

After performing system imaging before installing certain software, users proceed to create a new backup point
after installing a software on their system aswell as* .cab file.



Collecting Data

Attack Surface Analyzer is now collecting date from your system to identify potential security issues. This may
take seversl minutes and the total time depends on your system's configuration, Attack Surface Analyzer will
then cansalidate the infermation eollacted inte a CAB file ance the tasks are complate.

Task start Time:
Scanning security event log Complete
Enumerating files %00 PM
Enumerating registry keys 900 BM
Enumerating memaory information Complete
Enumera!mg wandows Complete
Enumerating Windows Firewall Complete
Enumrra:mg GAC assemblies 900 M
Enumerating network: shares Complete
Enumerating logon sessions Complete
Enurmerating parts Complete
Enumerating named pipes Complete
Enumerating autorun tasks Caommplete
Enu.-nera!mg RPC endpoints Complete
Enumerating processes 9:00 PM
Enumera:mg threads =en|:||n9
Enurmerating desktops Pending
Enumerating handles Pending
Enurmerating Microsoft Internet Information Server Pending
Enumerating services Pending
Releasing file database Pending
Writing security identifiers Pending
Microsoft ol

The process of scanning al system information into the * .cab file for comparison
Make comparison

Now, to compare the two points of the system before and after installing the software, the user should first click
on the Generate Attack Surface Report option in the Please select an action section . At this point, in Select
options, users click on the Browse button of Baseline Cab field to point to the file * .cab containing the system
image when stable operation. Then click the Browse button in the Product Cab field to point to the * .cab file
that contains the system image after installing the software.

Please select an action:
Fun new scan

9 Generate attack surface report

Select options:
Baseline Cab ir\Attack Surface AnalyzeADMIN-PC_5.1.3_2011-01-23_13-30-52.cab = | Browse..
Product Cab imAttack Surface Analyze ADMIN-PC_5.13_2011-01-23_13-539-52.cab - l Browse...

Report Filename  ChUsers\ Adminbattack Surface .’-‘.nal-_.'zeMDM[h-PE_S.!.E_E‘DL‘-_-(!II-B_"_El Browse... |

Microsoft Generate



Declare the * .cab files you want to compare with the Attack Surface Anayzer

When the declaration is completed, the user should click on Generate button to proceed with the test program.
This information will be exported in the file format * .mht to view with the web browser, the path information
will be saved. in the Report Filename field, users can change this link by clicking the Browse button.

After the scan is completed, the user should open the * .mht file created to see the comparisons. There are 3
columns of information available for users to observe.

- Report Summary: provides information about the 2 * .cab files that users compare, along with information
about the system'’s configuration.
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Report Summary

I Repaort Details
Repart Analyzer Version 5130 L
Baseline Data File CALeriAdmin itack Surface Analzer ADMIN-BC 513 201100
23.13-59-52.cah
Baseline Collection Time 2011-00-23T1 4034

Baseling Scanner Versien 513

CALkars\Admin Aftack Surface Anabzer ADMIN-FC 51.3 2011-01-

Product Data File 23 13-59-52.cab

Product Collection Time 201 1-0E-23T1 40034
Product Scamner Version 513
System Details
Maching Nanse ADMAN-PC
Ag Ritirnnnft Windewes 7 | 8Hmate
Disire M8 Campatei | Protected Wode OH A= ik -

Report information changed between two system image files before and after installing the software

- Security I ssues: provide information related to the security issues of the system, users can rely on it to know if
their system can face security risks, risks or not.

- Attack Surface: where reports changes related to the system surface, very useful for developers to change the
effects of the application to the Windows operating system platform.

Note: To view the reports, users need to accept the activation of the ability to read ActiveX files for their web
browser.

Overall, Attack Surface Analyzer is a very useful application for those who are worried about security issues.
The beta version of the limited application is somewhat unimpressive natification file, presented only at a brief
level.

Y ou finished reading the article "Track changesin sensitive security in Windows" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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