l ipsMake.c.,m

TipsMake > Tech info >Attack the network >

Thewinning scam from Google: 'Game cat' for
vigilant people, 'tragic' for those who arelight-
hearted

In computer security, there is no shortage of funny and bad situations, scams that seem to appear only in
comedies.

When it comes to computer security, most of us think of serious cyberattacks, complex online fraudulent acts
with the potential to cause financial loss, data loss and hardware damage, and may even make big businesses
suffer. However, in computer security, there is no shortage of funny and bad situations, scams seem to appear
only in comedies. Such as the case we are about to learn right now.

1. [Infographic] How to recognize and prevent Phishing attacks

Bonus scam

True story like kidding! Yes, this phishing campaign sent out a series of spam emails informing victims that
Google will give them $ 2.5 million in bonuses as part of the gratitude program for loyal customers of the
services. Google for many years.

Now is not the time to count on anyone being fooled after this ridiculous incident and send scammers their
personal information (not much but | think it is), but a time to We further analyze these phishing scams and find
out how to proactively identify the online fraudulent practices that are appearing on the internet every minute. ,
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every second.

1. Hacker purged two-factor security just by automated phishing attacks

'‘Power ed by Google

This scam appears as an email with the subject line 'Powered by Google' as an affirmation of the level of
credibility, saying "You have been selected as one of the loya user prize winners. for Google services "(You
have been selected awinner for using Google services).

To add legitimacy, crooks add additional lines of advertising that this email is being sent to you by a division
manager, on behalf of Google CEO, Larry Page.

1. What is Whaling Attack? Why should CEOs pay special attention to this form of cyber attack?

(=] : Powered By Google © - Message (HTML) T ®m - O %
Powered By Google ©
Meszage & Official Winning Letter by Gaogle andmastercard visa 2019.pdf
Dear Go gl(: User,

You have been selected as a winner for using Go g]x‘.! services. Find attached email with more details.

Congratulations,

Eileen Naughton
Managing director of

UK & Ireland and vice president
Of people operations worldwide
On Behalf of

Larry Page
CEQ & Co-Founder

©2019 Go glr_- - Terms & Privacy

"On behalf of CEO Larry Page"

Along with this phishing email is an attachment called "Official Winning Letter by Google and mastercard visa
2019.pdf." This attachment, as shown in the screenshot below, says you won. Awarded Google Visa /
MasterCard (GVMC) with atotal value of up to 2,500,000 USD!

In the next step the crook begins 'on the main issue’ when asking the victim to fill out the required information
correctly and return it to them to receive the prize. In the end, as we all know, no money will be transferred,
while your extremely important personal information such as bank account information, credit cards, phone
numbers and even even the account, the password has fallen into the wrong hands.

1. [Infographic] 4 types of Phishing are easy to trap users
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Attachments of phishing emails

In particular there is a detail that we often encounter on most phishing emails in general, which is a warning to
keep the information completely confidential. As in this case, crooks ask the victim to "keep the prize
information confidential for security purposes and avoid other abuses." However, the real purpose of these
requests is nothing super, simply not to let the victim reveal information to those who are more aert, leading to
fraudulent practices being exposed. Therefore, this is also a common feature in every general fraudulent act that
you should keep in mind.

1. How to protect yourself from phishing attacks via mobile phones
Keep the environment green - clean - beautiful

Looking down at the end of the phishing email, you will see arather humorous information.



Specifically, at the end of the attachment, the scammer asks you "Please consider the environmental-related
harm before deciding to print thisemail!" (H8y Consider ¢? s? d?li?u tr??c khi printing!)

©Copyright 2019 Google Visa/Mastercard - Terms & Privacy

This email was senlt from a notification only email address. The information in this email may be confidential and legally
privileged. It is for the exclusive use of the'intended recipient(s). Please consider the environment before printing!

"Please consider the environmental-related harms before deciding to print this email!"

In fact, they don't care much about the environment, but the ultimate goal is to prevent victims from exposing
this email to 'more alert' people, causing their fraudulent behavior to be discovered. But only, we are al nature
lovers, consciously protecting a living school so | appreciate this practical 'proposal’ of the scam group!

1. The 4 most popular types of network attacks towards older people
Response

Summarize the problem. It is possible that these types of winning scams are nothing new and relatively easy to
catch, but it still deceives many people who lack security knowledge, are light-hearted. , and especially greed.

When you encounter emails of this type, there are 3 things you need to do. First, do not open the email
attachments. Secondly, do not reply to emails as well as provide any information requested by a fraudster. And
finally, ask the people around the candle to still feel "freaked out".

Wish you are always sober when you join this complicated Internet world!

Y ou finished reading the article "The winning scam from Google: 'Game cat' for vigilant people, 'tragic' for
those who arelight-hearted" edited by the TipsM ake team. We hope this article has provided you with many
useful tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following usregularly.
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