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The stepsto clean up thevirus'Activate this edition
of Windows' attack your Windows computer

On abeautiful day, your computer is suddenly locked and the message 'Activate this edition of Windows ' is
displayed on the screen asking you to call the support center to fix the problem. Surely your computer has been
attacked by malware Rogue. Tech-Support.

On a beautiful day, your computer is suddenly locked and the message ' Activate this edition of Windows ' is
displayed on the screen asking you to call the support center to fix the problem.Surely your computer has been
attacked by malware Rogue.Tech-Support.

This ransomware program will display the ' Activate this edition of Windows ' message on the Windows lock
screen during startup and try to scare users into calling a remote technical support phone number (1-888-414 -
4284).

Warnings displayed on the screen are a way to 'trick’ users into thinking that their computers are suspended or
virus attacks. And users will think of a solution to call the remote technical support phone number (1-888-414-
4284) for assistance. But in reality, they will be welcomed by contracts and support services from the other side.

When you call the phone number shown on the ' Activate this edition of Windows ' lock screen, you will get an
answer saying that your Product key is invalid and you will have to pay $ 99.99 USD to purchase the Product
key new.

If the malicious program ' Activate this edition of Windows ' attacks your system, it will change some of
Windows available settings, such as displaying a fake' Activate this edition of Windows ' message on the screen.
lock screen lock.

Full notice on lock screen lock screen in the form of:

Enter a Product Key

Y our product key should be on the box that The looks key product similar to this:
Product Key: XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

Activate this edition of Windows

So how to remove the root of ' Activate this edition of Windows ' virus on your Windows computer, please refer
to the following article of Network Administrator.
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Enter a product key

Stepsto remove 'Activate this edition of Windows' virus:

Step 1. Removethe'Activate this edition of Windows' virus

Thefirst step isto remove the' Activate this edition of Windows ' screen virus from your Windows computer.
Solution 1: Start your computer in Safe Mode With Networking

1. After your computer opens or restarts (usualy after you hear a beep from your computer), press the F8 key
before the Windows logo appears.
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2. After your computer displays hardware information and runs a memory check, the Advanced Boot Options
menu will appear.
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Advanced Boot Options

safe Mode
Sa Mode with
Mode with

Debugging Mode
Disable automatic restart on system failure
Disable Driver Signature Enforcement

start windows Normally

Description: Start windows with only the core drivers and services. Use

when you cannot boot after installing a new device or driver.

ENTER=Choose ESC=Cancel

3. Use the arrow keysto select Safe M ode with Networking and press Enter .

4. After your computer has booted into Safe Mode with Networking, proceed to scan the system with
Malwar ebytes Anti-M alwar e.

Solution 2: Remove the malicious virususing HitmanPro.Kickstart

If you cannot start your computer in Safe Mode with Command Prompt, you can use HitmanPro Kickstart to
remove the ' Activate this edition of Windows ' virus.

If the 'Activate this edition of Windows' virus attacks your computer, you will have to create a USB Bootable
drive containing the HitmanPro Kickstart program. Then you use the USB Bootable drive to boot up your
computer and use the program to clean up the virus and you can access your Windows computer in normal
mode.

1. Download HitmanPro Kickstart to your device and install.
Download HitmanPro Kickstart to your device and install it here.

2. After downloading HitmanPro Kickstart, plug in your USB drive and computer. Then double click on the file
named HitmanPro.exe (with Windows 32-bit version) or HitmanPro_x64.exe (with Windows 64-bit version).

To create a HitmanPro USB Bootable drive, refer to the steps in the video below:
3. Now remove the HitmanPro Kickstart USB drive, plug in the infected computer 'Activate this edition of
Windows.

4. After plugging in the HitmanPro Kickstart USB drive, proceed to shut down the computer with the virus
‘Activate this edition of Windows, then reopen it again. As soon as your computer opens, look for the option
saying how to access the Boot menu.



Keysrelated to the Boot menu are F10, F11 or F12 .

5. After you have identified the key (usually the F11 key ) you need to access the Boot Menu, restart your
computer again and press the boot key immediately.

Next, scan the system with HitmanPro Kickstart following the stepsin the video below:

Virus' Activate this edition of Windows ' will be removed from your computer.

In addition, you can use other antivirus programs like Malwarebytes Anti-Malware and HitmanPro to scan the
system again.

Step 2: Use Malwar ebytes Anti-M alwar e to scan the system

Mawarebytes Anti-Maware is an on-demand system scan tool that will find and remove al traces of malicious
software (malware), including worms, Trojans, rootkits, rogues, dialers, spyware (parts Spyware) off your
Windows computer.

The important thing is that Malwarebytes Anti-Malware will run in parallel with other antivirus software without
conflict.

1. Download Mawarebytes Anti-Malware to your computer and install it.
Download Mawarebytes Anti-Malware to your computer and install it here.

2. After downloading Malwarebytes Anti-Maware, close all programs again, then double click on the icon
named mbam-setup to start the installation process of Mawarebytes Anti-Malware.

The User Account Control dialog box appears now on the screen asking if you want to run thefile. Click Yesto
continue the installation process.

3. Follow the on-screen instructions to install Mawarebytes Anti-Malware Setup Wizard.



Welcome to the Malwarebytes
Anti-Malware Setup Wizard

Thiz will install Malwarebytes Anti-Malware version 2.1.4,1018
on your computer.,

It is recommended that you dose all other applications and
~  temporarily disable your antivirus and firewall before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished instaling Malwarebytes Anti-Malware on
your computer. The application may be launched by selecting
the installed icons.

S Click Finish to exit Setup,

Enable free trial of Malwarebytes Anti-Malware Premium
Launch Malwarebytes Anti-Malware

4. After the application has been installed, Mawarebytes Anti-Malware will automatically launch and on the
screen you will see a message saying that you should update the program. To start the system scan, click the
Scan Now button.



© Malwarebytes Anti-Malware Home (Trial) 2.1.4.1018 =

Matwarebytes

~

Dashboard

A scan has never been run on your system

License @ Makarebytes Ano-Makware Trial

Database Verskon & v2015.04.21.01

Scan Progress ® Next scheduled scan: 4/22/2015 2:15:25 AM
Real-Time Protection ® Malvare and Maboous Webste Protection enablec

5. Mawarebytes Anti-Malware will start scanning your system to find and remove malware.

o Malwarebytes Anti-Malware Home (Trial) 2.1.4.1018 S

~ ~ —~ —~ ~
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Cheds for Pre-Soan Scan Sian Startup Smn Heurists
Update Operations Mamary Files Regstry Andys

Currently Scanning: Ci\USERS\MALWARET TIPS \APPDATA\LCRCAL \TEMP f4 53 b694-2af0-4h59-83bc-acaa5c5d53 b\ setup. exa

Malwarebytes business products: Get your free trial
| Unigue and powerful, Mahvan es business products delfver the layered defense necessary to protedt miission-critical data and
ur free b | today. Get frae triz

6. After the scanning process has finished, a window will appear displaying all the files and malicious programs
detected by Malwarebytes Anti-Malware. To remove the malicious programs detected by Malwarebytes Anti-
Malware, click the Remove Selected button.



£ Malwarebytes Anti-Malware Home (Trial) 2.1.4.1018

Th I'eat Sca n Resu Its 660 of 660 idantified threat(s) are selactad

Threat Catagary Type Location
PUR.Optonal. PreBadousp. A Potentially Umwvanted Program  File C:\Program Files (x86\OLBPre\OLBPre.exe
PUROptonal. Fre8adoup. A Potentially Unwanted Program  Process C:\Program Files (x86)\0LBPre\OLEPre.ee

PUR.Optonal. Fitaya Potentially Umwanted Frogram Fila C:\Program Files\Shop For Rewards!gvc. exe

PUR.Optonal.Fitaya Potentially Unwanted Program Registry Key HKLM\SOFTWARE\CLASSE...5-8364-270BCTCSESAD}
PUROptonal.Fitaya Potentially Umwanted Program  Registry Key HKLM\SOFTWARE\CLASSE...D-BAAB-EGS02ESACE4E}

"
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v

| PUPOptional.Fitaya Fotentially Unwanted Pragram  Registry Key  HKLM\SOFTWARE\CLASSE...0-8CF1-7ACABESB0SDS}
v

7

+|  PURDptional.Fitaya Potentially Unwanted Frogram  Registry Key  HKLM\SOFTWARE\WOWE43...5-8364-2708C7C585A0)
7

PUF.Optsonal.Fitaya Potentially Unwanted Program  Registry Key HKLM\SOFTWARE\WOWE43...D-SAAR-EGRO2ESACE4E} |

7. Malwarebytes Anti-Maware will remove al the malicious files, programs and registry keys it finds. During
the removal of these files, Mawarebytes Anti-Malware may require a reboot of the computer to complete the
process.

Malwarebytes Anti-Malware Home (Trial) 2.1.4.1018

Threat Scan: 660 threat(s) successfully quarantined

Thoe i Cofppieba Scan: o Malwarebytes Anti-Malware
A eanerl: All selectad itams have baen removed successfully, A log file has been saved to
. - the lags falder.

Threats Identified:

Your co mputer needs to be restarted to complete the removal process.
Would you like ta restat naw?

fes Ho
s At M. {’:
Why level up to Mahwarebytes Anti-Mahware Pramium? Try real-time mahvara protection, malidous website blocking, and
@ automatic scanning. For fewer than 7 pennies a day. Leval up

Step 3: Check the system with HitmanPro

HitmanPro finds and removes malicious programs (malware), advertising programs (adware), system threats
and even viruses. The program is designed to run with antivirus programs and other security tools.

1. Download HitmanPro to your device and install it.

Download HitmanPro to your device and install it here.



2. Double-click the file named 'HitmanPro.exe' (if using a 32-bit version) or double-click the file
'HitmanPro_x64.exe' (if using a 64-bit version).

SurfRight

HitmanPro

second opinion anti-malware
forensics-based, cloud-assistec

ck your computer for all forms of m

s, spyware, fake sof

Click Next to scan for malicious software

Click Next to install HitmanPro on your computer.

Would you fike to store a copy of the HitmanPro prog file on this P s
@) Yes, create a copy of HitmanPro so | can regularty scan this computer (recommended)

¥ Automatically scan the computer daily during startup
[#] Create a shortcut on the desktop
[#] Create shortcuts in the Start menu

(ZJ Mo, | enly want to perform a one-time scan to check this computer

Registration

E-mail Address: [

Confirm E-mail Address: |

Please e-mail me important product notifications and opportunities to save on
enhancements to my online security

3. And HitmanPro will begin the process of scanning existing malicious files on your system.



MixVideoPlayerUpdaterService.exe EZE5 @ Malware Quarantine » A
CAProgram Files pcB&]\MoVideoPiayer’

grunt.exe EE B2 % Riskware Quarantine

C\Program Files\shopperz

csrecexe EEIEDE W Riskware Quarantine v
C\Program Files\shopperz)

liara.dil % Riskware Quarantine =
C\Program Files\shopperzi

kasumi3Z.dll % Riskware Quarantine =

CA\Program Filesishopperz)

tsoni.dll & Riskware Quaranting v
CHProgram Files\shopperzh

krios.dll & Riskware Quarantine »
C\Program Files\shopperz',

a694d323-6dab-41d6-a9¢c3-106ac10958b6-5.exe & Malware Quarantine =
C\Program Files (26]\BrOwstApWs3.0,

MixVideoPlayer.exe & Malware CQuarantine v

4. After the process finishes, HitmanPro will display the list of malicious programs (maware) that it finds on
your system. Click Next to remove the malicious programs.

Scan results

grams may termi y
MixVideoPlayerlpdaterService.exe B @ Maiware Quarantine = A
C\Program Files pB8)MixVideoPlayer,
grunt.exe EEEEEED & Riskware Quarantine =
Ch\Program Files\shopperz,
csrecexe (B EEEE &} Riskware Quarantine v
Ch\Program Files\shopperz

liara.dil -bz Riskware Quarantine =
ChProgram Files'shopperzy

kasumi32.dil & Riskware Quarantine v
ChProgram Files\shopperzy,

tsonidll g Riskware Quarantine v
Ch\Proagram Files\shoppery

krios.dll & Riskware Quaranting »
C\Program Files\shopperz

a694d323-6dab-41d6-a9c3-106ac10958b6-5.exe [ & Malware Quarantine v
C:\Program Files (n86)\BrowsrApYs3.0\

& Malware Quarantine +

Save Log

5. Click the Activate free license button to try HitmanPro for 30 days and to remove the malicious files from
your system.



Product Activation

Activate your copy of HitmanPro to remowve malicious software.

Please enter the product key that you received when you purchased HitmanPro in the field below in format
SO0 - OO - HORR0K - OO, Activation will register the product key to this computer.

Product Key: [

| do not have a product key

= Activate free license
This one-time license is valid for thirty days @

License Information

A\ HitmanPre is not activated,

Step 4. Scan the system with Zemana AntiMalware

Zemana AntiMalware is a powerful utility that helps you remove malware 'Activate this edition of Windows'.
1. Download Zemana AntiMaware to your device and install it.
Download Zemana AntiMaware and install it here.

2. Double-click the file named 'Zemana.AntiMalware.Setup.exe' to install Zemana AntiMaware on your
computer.

At this time the window appears as shown below:

Select the language to use during the
installation:

(Engish

Click Next and follow the on-screen instructions to install Zemana AntiMalware on your computer.



Setup - Zemana AntiMalware

Welcome to the Zemana
AntiMalware Setup Wizard
This will install Zemana AntiMalware on your computer,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

« Zemana AntiMatware

®

15 days remaining
Purchase Activation Key

I have a key: Activate How

MNever

Drag and drop fies here to scan them

WWW.ZEMANE . Com Send Feedback

4. Zemana AntiMaware will start scanning your computer for malicious files. Scanning may take up to 10
minutes.



T Zemana AntiMaltware
L, ] & o 2 0l

Classifying Files

C:\Windows \system32\Drivers\WOTw354.5ys Scan Time: 00:40

| Faial 35. Setup.exe AdwareWin32/AirsolEp

141310 i\ Liners\MalurareTips | Daskiop!\Satap.en

Detected 36, VOTCerInst.dil Adware:Win32/BrowserHijack.Gen Quarantine
42 C\lisars sl araTips bpp Dasa L ocs Arcada T wis 3ty OT Carlngt. @

37. pmservice. exe Adware:Win32/QuarandTeel Quarantine v

Ci\Program Files (:68) PremierOpinion\pmservice s

38, VOTPrx.exe Adware:Win32/BrowserHijack.Gen Quarantine - v

5. At the end of the scanning process, Zemana AntiMalware will display a list of all detected malicious
programs. Click the Next button to remove al malicious files from your computer.

7 Zemana AntiMahvare
“ Smart Scan

Dangerous objects detected!

Plex proceed Scan Time: 08:11

Toid 42, Service_KVS, exe Adware:Win32 /ZelioniRtmt Quarantinev *
141310 CilProgeam Files|MSpico|Service KMS e

Detected 43, UndateAdmin.exe Win32/Adware.DownloaderEp
70 Ciilisers\Malwane Tips\A poDarzLocalipd steA dminlUpdase Adman, exe

44, updater.exe Adware:Win32 /QuarandiKera Quarantine v

CilUsers\Malware Tips\A ppDataLocal| ArcadeTwistiupdater exe

45, prmis.dl Adware:Win32/QuarandTeel Quarantine » v

6. Zemana AntiMaware will remove all malicious filesand " Activate this edition of Windows " virus from your
computer and will require the system to reboot to remove all malicious programs.



T Zemana AntiMalware

1. Service_KMS.exe Adware:Win32/Zehon'Rtmt

Queued for Boot Cleaning

Refer to some of the following articles:

1. Rooted Delta Search on Chrome, Firefox and Explorer browsers

1. Remove root malware (maware) on Windows 10 computers

1. What isthe virus 'FBI MoneyPak' and what to do when attacked by the 'FBI MoneyPak' virus?
Good luck!

Y ou finished reading the article "The steps to clean up the virus'Activate this edition of Windows' attack
your Windows computer" edited by the TipsM ake team. We hope this article has provided you with many
useful tech tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for
following us regularly.
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