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The'deadly' flaw when managing passwordsonline

In order to avoid having to remember long passwords and be considered safe, many people use online password
management software, to be able to generate the most diverse passwords for each of their accounts.

. However, this method is also not really secure if they are broken into.
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Typicaly, the cross-platform online password management application LastPass has been attacked by hackers.
Thisis considered one of the most commonly used online password management software today.

The network just announced that it detected an anomaly in network traffic and perhaps a hacker attack. The
company also recommends that users need to change their passwords immediately.

L astPass, can work on all browsers, smartphones and operating systems. They fill in the saved login information
with asingle mouse click on a specific button, and then the user's personal datais synced to whichever computer
they use.

L astPass announced the incident on its blog, and employees are investigating the issue but have yet to determine
the cause. They only know that the traffic is being sent by many people from another weird database, and cannot
explain the anomaly. So the worst assumption is that the data stored in their database has been accessed in some

way.

What L astPass knows about the problem is that a large amount of data has been transferred, the passwords stored
on it have been mangled from the database. However, the number is not large enough to steal alot of encrypted
user data.
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Not only recommending users to change their master password, LastPast also changed the way of verification by
allowing identification through two mouse clicks, not once as before.

Whileit's not known how much dataislikely to be lost at thistime, LastPass is using thisincident as an
opportunity to reveal their new layer of security. Even so, cases of online fraud and theft are also on therise. The
most recent good example is the hacker attack on Sony's entertainment network. They have stolen 77 million
users personal data and are challenging to attack this network again.

Therefore, it isnot unusual for LastPass to be hacked, and it also warns that storing passwords online is not the
safest way to manage passwords.

Y ou finished reading the article "The 'deadly’ flaw when managing passwor ds online" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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