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Test of knowledge about Security

This test will have content around computer security - network issues. Still choose which answer you think isthe
best and see the final resultswe give....

1. Question 1. What is phishing?

1. Itisatype of denia of service attack

2. It is a technique used by malicious users to steal other users information such as credit card
numbers, passwords, bank account information or other private information by speaking Subdue or
deceive users for a number of reasons

3. Isatechnique used to catch data packets on the network

4. ltisaspyware

5. No answer

2. Question 2. Which protocol is responsible for protecting I P traffic on the network?

1. IPsec

2. VPN

3. SSL

4. PGP

5. Thereisno answer
3. Question 3. Which of the protocols listed below protects email traffic?
1. SMTP

2.
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3. SSL

4. S/MIME

5. No answer
4. Question 4. With symmetric encryption algorithms we can say:

1. DES, triple DES, RC4 and RC5 are examples of symmetric encryption algorithms

2. Towork, transmitters and receivers need to agree on a private key before sharing information

3. Different symmetric algorithms have different sizes

4. All answers are correct

5. No answer

5. Question 5. Which attack is based on sending an ICMP packet larger than its original size to the target
machine?
1. Session stedling
2. SYN Flooding
3. Ping of Death

4. Sniffer

5. No answer
6. Question 6. Which encryption protocol is used on the wireless network?

1. WEP

2. MD5

3.



MAC

4. HMAC

5. No answer

7. Question 7. . is the network inspection department looking for suspicious behavior and allowing some
actions to be taken.

1. Antivirus

2. Antispyware

3. Intruder detection systems (IDS)

4. Routers

5. No answer
8. Question 8. Can be used as biometric verification

1. Handwritten strokes

2. Facerecognition

3. Fingerprint

4. Eyes

5. All answers above

9. Sentence 9. In September 1996, hackers attacked an internet service provider in New Y ork. They sent 50
SY N packets per second to computers, making these computers unable to handle this large amount of
information and stopped working. What kind of attack is this attack?

1. Phishing

2. Ping of Death

3. DoS



4. Sniffer

5. No answer
10. Question 10. What is social engineering?

1. Use unique computers as atool to convince victims to disclose their sensitive personal information
2. Installation of a sniffer on the corporate network to check what users are doing and accessing?

3. Make up a third person by using his persona data such as full name, home address and social
security number to increase system access

4. It is a conspiracy that is intended to get all the information of users including sending phishing
emails

5. No answer

Y ou finished reading the article "Test of knowledge about Security" edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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