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Stepsto remove page Haol23. com

Hao123 is designed to edit your browser settings and can install some plugins (toolbar, extensions - extensions
or add-ons) on your web browser to integrate more advertising links. . And the attacker of the browser can
redirect users ‘computers to malicious websites or can install' malicious 'programs to' compromise ‘users
computers with security problems. security.

Hao123 is a browser hijacker, usualy bundled with free software that you download from unreliable sources.
When installed on Hao123 will set the default browser and search engine homepage to hao123.com without your
permission. This is not harmful in itself, because many safety programs also change these settings. However,
Hao123 has many suspicious behaviors, as well as arbitrarily adding the URL haol123.com parameter to the
shortcut on Windows desktop and Start menu.
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Hao123 is designed to edit your browser settings and can install some plugins (toolbar, extensions - extensions
or add-ons) on your web browser to integrate more advertising links. . Hao123 can redirect users ‘computers to
malicious websites or may install' malicious 'programs to' compromise ‘users computers with security issues.

Hao123 has many different languages, depending on your location, such as en.haol23. com', br.hao.123.com’,’
tw.hao.123.com’, " ar.hao.123.com ', sa.hao.123.com ', id.hao.123.com’,' th.hao.123.com ;" jp.hao.123.com ;'
ar.hao.123.com'," ae.hao.123.com'or' vn.hao.123.com".

Technically, 'haol23. com 'is not a virus and it is classified as an unwanted program (PUP - Potentially
Unwanted Program) that can contain and install malicious programs on your computer, such as adware (the
adware), toolbars or viruses. If your computer is infected with adware 'haol123. com ', then on your computer
screen will constantly appear popup windows, banners and sponsored links or in some cases the browsing speed
of the browser is slow due to the chapters program running on background.
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Haol23.com is installed on the system without user knowledge, the reason is because these programs are
packaged inside other free software and when users download these software to install it accidentally install
hao123.com.

Therefore, when installing any program on your computer, you should:

On the application installation screen, do not click the Next button too fast.

Read the terms carefully before clicking Accept.

Always select 'Custom' installation - customize the settings.

Reject the installation of additional software that you do not want to install.
Disregard any of the options that say the homepage and search settings will be edited.
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Removethe original page of Hao123. com on Windows computers

Step 1: Uninstall the malwar e on Control Panel

1. Try to remember when the first time you saw Hao123 on your computer, what software did you download and
installed earlier on your computer? When you remember, remove the software immediately from your computer.
If you can't remember, open Control Panel and check if any strange software isinstalled on the machine.

- On Windows 10, 7, Vista: Go to Start => Control Panel .

- On Windows XP: Go to Start => Settings=> Control Panel .
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- On Windows 8 and Windows 8.1;

1. Pressthe Windows + R key combination to open the Run command window.
2. Enter "control panel" in the Run command window and press Enter.

Type the name of a program, folder, decument, or Internet
reseurce, and Windows will open it for you.

2. On the Control Panel window, double click to open:



1. Add or Remove Programs: if using Windows XP.
2. Programsand Features (or 'Uninstall a Program’) if using Windows 8, 7 or Vista.
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3. On the screen, alist of installed programs will be displayed:

- Arrange the programs displayed by the installation date (Installed On), then uninstall new unknown programs
installed on your system.

- Also you should remove dangerous programs like:

1. Hao123 SmartBar
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Step 2: Remove Hao123. com from Internet browser shortcut



1. Right-click the Internet browser icon, select Properties.

Note:

Y ou must follow the same steps for all Internet browser shortcuts, including Program lists and Taskbar.
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2. On the Internet Explorer Properties window, click the "'Shortcut' tab, then find the Target frame and delete the
Ha0123 value (eg 'http:///en.haol23.com/..."), then enter ‘iexplore .exe '(for Shortcut IE) or' firefox.exe '(for the
Firefox shortcut), or' chrome.exe '(for the Chrome shortcut) and then click OK.
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Click Continue when the 'Provide administrator permission to change these settings window appears.
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3. Follow the steps below.
Step 3: Scan the system with Malwar ebytes AdwCleaner

AdwCleaner is afree utility that will scan your system and web browsers to find and remove software installed
on your system without your knowledge.

1. Download AdwCleaner to your device and install it.
Download AdwCleaner to your device and install it here.

2. Before installing AdwCleaner, close all web browsers on your computer, then double-click the AdwCleaner
icon.

If Windows asksif you want to install AdwCleaner, click Yesto allow the program to run.

Ueer Account Control

Do you want to allow this app to make
changes to your device?

AdwCleaner is a free Adware/PUP removal
tool.

Verified publisher: ToolsLib
File origin: Downloaded from the Internet

Show more details

Yes

O

3. When the program has opened, click the Scan button as shown below:
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And AdwCleaner will start the scanning process to find and remove malware (malware) as well as adware.

4. To remove the malicious files detected by AdwCleaner, click the Clean button.
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5. AdwCleaner will notify you to save any files or documents that you are reopening because the program needs
to restart the computer to complete the process of cleaning up the malicious files. Your task is to save the files

and documents again, then click OK .
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After your computer has finished booting and you are logged in again, AdwCleaner will automatically open a
L og file containing the files, registry keys and programs that have been removed from your computer. Y ou can
review thislog file and close the Notepad window again.

Step 4: Use Malwar ebytes Anti-M alwar e to scan the system again

Mawarebytes Anti-Malware is an on-demand system scan tool that will remove all malware (malware) as well
as Hao123 page. com out of your Windows computer. The important thing is that Mawarebytes Anti-Maware
will run in parallel with other antivirus software without conflict.

1. Download Malwarebytes Anti-Malware to your computer and install it.
Download Malwarebytes Anti-Malware to your computer and install it here.

2. After downloading Malwarebytes Anti-Maware, close all programs again, then double click on the icon
named mbam-setup to start the installation process of Malwarebytes Anti-Malware.

The User Account Control dialog box appears now on the screen asking if you want to run the file. Click Yesto
continue the installation process.



User Account Control

Do you want to allow this app to make
changes to your device?

ﬁ Malwarebytes Anti-Malware

Verified publisher; Malwarebytes Corporation
File ongin: Downleaded from the Internet

Show more details

3. Follow the on-screen instructions to install Mawarebytes Anti-Maware Setup Wizard.

IE-I Setup - Malwarebytes Anti-Malware A

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will install Mabwarebytes Anti-Malware verson 2.2.1. 1043
on your Compelter,

It is recommended that you dose all other apphcations and
temporarily dsable your antivirus and firewall before
continumg,

Chck Mext to continue, or Cancel to exit Setup.

Click Next to install Malwarebytes Anti-Maware, until the last window click Finish to complete.



]L:]! Setup - Malwarebytes Anti-Malware

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished instaling Malwarebytes Anti-Malware on
your computer, The application may be launched by selecting
the instabed icons,

Cick Finish to exit Setup,

[] Enable free trial of Mahvarebytes Anti-Mahvare Premium
Launch Malwarebytes Anti-Mahware

4. After installation is complete, Mawarebytes Anti-Malware will automatically open and update antivirus data.
To start the scanning process, click the Scan Now button.

S Pghwwrsbytms Anti- biskugre Home (Trial] 121, 53

Malwarebyte

ANTI-MALWARE

A scan has never been run on your system

License & Malvarebytes Anti-Makware Premam Trial

Database Version & 2016.08.16.04

Scan Progress & Next scheduled scan: 81172016 2:9449 AM

Real-Time Protection & Mahvare and Makoous Websice Protecbon enabled

5. Mawarebytes Anti-Malware will start scanning your system to find and remove malware.
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6. After the scanning process has finished, a window will appear displaying all the files and malicious programs
detected by Malwarebytes Anti-Maware. To remove the malicious programs detected by Mawarebytes Anti-
Malware, click the Remove Selected button.
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FUF.Optional THT2 Registry Vs HELM\SYSTEMYCUR. . CESSWARAMETERS
FUP.Optional. THT2 Registry Value HKLM\SYSTEMLOUR. . .CESS\PARAMETERS
Trojan. DNS Changer ACMEZ M Registry Valse  HKLMISYSTEM\CUR. . CRIF\PARAMETERS
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7. Mawarebytes Anti-Malware will remove all the malicious files, programs and registry keys it finds. During
the removal of these files, Malwarebytes Anti-Maware may require a reboot of the computer to complete the
process.

HitmanPro will find and remove maware (malware), adware (adware), bots and other malware.

Step 5: Use HitmanPro to scan and test the system

1. Download HitmanPro to your device and install it.

1. Download HitmanPro (32-bit version) to your device and install it here.



2. Download HitmanPro (64-bit version) to your device and install it here.

2. Double-click the "HitmanPro.exe' file (if using 32-bit win) or the 'HitmanPro_x64.exe' file (if using win 64-
bit) to open the application.

Next, click on Nex t to install HitmanPro on your computer.

& HitmanPro 3.7.14 - Build 265 (64- bit) - *

SurfRight

HitmanPro

second opinion anti-malware
forensics-based, cloud-assisted

Check your computes for all forms of malicious software, including viruses, trogans,

rootidts, worms, spyware, fake software and keyloggers

Click Newt to scan for malickous software

& HitmanPra 3.7.14 - Build 265 (64-bit)

Classifying

CAWINDOWS\systern3Qisic.dil

Service_KMS.cxe B0 EEE & Malware Deleter &
C\Pregram Files KMSpice

orsmon32.exe EEE R 9 Trajan Delete =
C\Program Files (eB67.5oftware Guardian

gopum.dll & Riskware Delete =
ChlsersiMabaareTips\AppData' Local\Temphis -SEIFE.tmp',

InaDil.di @ Trojan Quaraniine =

Chlsers\MabwareTips\AppDats) LocaliTemplis-QJKC L tmp

gepum.dil & Riskware Debete +
CUsersuMahaiareTips AppData\LocaiTemplis- QUKo Ltmp,

1exe & Riskware Delete =
ClUsers MahaareTipsuDesktog' Malware,

InaDil.dil & Trojan Quarantine =
ChUsersiMabaareTipshippDats)LocafTemp\is-SEIFE tmp

Sexe @ Trajan Delete v
ChUsersiMabwareTipsi\Desktop'balware

& Riskware Detete =




4. When the process finishes, the screen will display a list of all the malicious programs that the application
finds. Click Next to remove the malware (maware).

&2 HitmanPro 3.7.14 - Build 265 (64-bat)

Scan results

Malicious software was detected. Close all applications and click Next to remowe the malickous software, During removal
certain programs may terminate unexpectedly.

Service_KM5.exe EDIERE & Malware

CProgram Files KMSpIco

cvsmon3Z.exe EEIER @ Trojan Delete =
C\Program Files ES)\Softwane Guardian
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C\Users\MalwareTips\AppData\LocarTemp'ls IEIFB.tmp

IneDll.dll & Trojan
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1.exe W Riskware

ChlsersMahwareTipsuDesktop' Mashware
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CoUsers\MalwareTipsiAppDatailocaliTempils SEIFE tmp

S.exe W Trojan

CoUsers MahwareTips\Desktop' Mahware’

32.exe W Rizkwars

i

dentifsed Thrests: 107

5. Click Activate free license to start testing the application within 30 days, and to remove al malicious files on
your computer.

2 HitmanPro 3.7.14 - Build 265 (64-bit)
Product Activation

Actrvate your copy of HitmanPra to remeve mahiciows scftware.

Please enter the product key that you recenved when you purchased HitmanPro in the field below in fonmat
OG- 000K - 0000 X000, Actvation will regaster the product key to this computer.

Product Key Bctivate

do not have a product key

= Activate free license
This one-time license i valid for thirty days {’-j

License Information

kY HiteranPro is not activated,

Step 6: Use Zemana AntiM alwar e to scan the system



Use Zemana AntiMalware to remove Haol23 extension. com on the browser and other malicious programs on
your computer.

1. Download Zemana AntiMalware to your device and install it.
Download Zemana AntiMaware and install it here.

2. Double-click the file named 'Zemana.AntiMalware.Setup.exe' to install Zemana AntiMaware on your
computer.

The User Account Control dialog box appears now on the screen asking if you want to run the file. Click Yesto
continue the installation process.

Picture 23 of Stepsto remove page Hao123. com

3. Click Next and follow the on-screen instructions to install Zemana AntiMaware on your computer.

ﬁ Setup - Zemana AntiMabware —

Welcome to the Zemana
AntiMalware Setup Wizard
This will install Zemana AntiMahvare on your computer,

It is recommended that you doss all other applications before
continuing.

Chck Mext to contnue, or Cancel to exit Setup.

Go to the Select Additional Task window, you can uncheck the Enable Real Time Protection option and click
Next.



15‘ Setup - Zemana AntiMalware
Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would ke Setup to perform while installing Zemana
AntiMalware, then dick Next.

Additional icons:

[7] Create a desktop icon
%Enahh: FReal Time Protection

4. When the Zemana AntiMalware window opens, click the Scan button .

T Zemana AntiMabaare (Premium)

L

v Clean 15 days remaining

Res| Tiove ProbecUow OR

< Today
i

A

Drag and drop fies here o scan them

Send Feedback

5. Zemana AntiMalware will start scanning your computer for malicious files. Scanning may take up to 10
minutes.
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6. At the end of the scanning process, Zemana AntiMaware will display a list of all detected malicious
programs. Click the Next button to remove all malicious files from your computer.
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Zemana AntiMalware will remove al malicious files from your computer and will require the system to reboot
to remove all malicious programs.

Step 7: Reset your browser to the default setting state

- On Internet Explorer:
To reset Internet Explorer to the default setting, follow the steps below:

1. Open Internet Explorer, then click the jagged icon in the top right corner of the screen, select Internet Options.
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2. At thistime, the I nternet Options window will appear, where you click the Advanced tab , then click Reset .

Options
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| Pay system sounds
[T Reset bext size to medium for new windaves and tabs
0 Reset 200m level for new windows and tabs

= Browsing
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( [#] Disable script debugging (Enternst Exglarer)
| [#! Cisable srpt debuggng (Dther)

[ Dislay & notification sbout every soript eror
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"Takes effect after you restart your computer
[ Restore advanced iz |

Reset [nternet Explorer settings
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fions should only use this If your browser s i an unusable state,
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3. On the 'Reset Internet Explorer settings window , select 'Delete personal settings and click the Reset
button .
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settings. Deletes temporary Internet files, history, cookies, web form
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Track data, and passwords.

Yiou must restart your computer for these changes to take effect.
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4. After the reset process finishes, click the Close button to close the confirmation dialog window. Finally restart
your Internet Explorer again.
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Reset Internet Explorer settings
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You should only use this if your browser is in an unusable state,
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- On Firefox browser:

1. Click the 3 dash lineicon in the top right corner of the screen, then select Help.
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2. On the Help Menu, click Troubleshooting Information.

If you cannot access the Help menu, enter about: support in the address bar to open the Troubleshooting

information page.

oo OGS Tgur i

Firefox Tour

Keyboard Shortouts

Firefox Health Repert
Tmuﬁ?&ﬁnylmmﬁvn
Subrmit Feedback...

Restart with Add-ons Disabled..,
Report Web Fargery_

Google ot Firef

Google.no oferit in: magyar  Deutsch English

Companii  Desgre Confidertisltate  Termens  Setdn

e aptd 58 ofenm senicie noasire, Utiizind acesie senicii, accepial modul In cars utilizém cookis-unle.  Mai multe datali “

3. Click the 'Refresh Firefox' button in the top right corner of the Troubleshooting Information page.
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4. Continue to click the Refr esh button Fir efox on the confirmation window.
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sohve a problem. If you are loaking far answers to common questions about Firefon,

chieck out o4r support website, sh Firafox

Stast fresh to fix problems and restore performance.
This will:
Remove your add-ons and o
Restore your browser settings to their defaults I

Copy raw datato clipboard || Co rtwith Add-ons Disabled.
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5. Firefox will automatically close the window and return to the original default installation state. Once
completed, awindow displaying the information will appear. Click Finish.

- On Chrome browser:

1. Click on the 3 dash lineicon in the top corner of the screen, select Settings.



2. Now on the screen appears the Settings window, here you scroll down to find and click Show advanced
settings (show advanced settings).

settings

Settings

Default browsar

The defauli browser is ©

3. On the screen, an advanced installation window of the Chrome browser will appear, here you scroll down to
find Reset browser settings . Next click on Reset browser button.



2y rsethngs

settings

Reset settings

4. A confirmation window will appear on the screen, your task isto click the Reset button to confirm.

Refer to some of the following articles:

1. How to remove Trustedsurf.com on Chrome, Firefox and Internet Explorer
2. Rooted Delta Search on Chrome, Firefox and Explorer browsers
3. Instructions to disable Flash Player on al browsers

Good luck!

Y ou finished reading the article "Steps to remove page Hao123. com” edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and


https://tipsmake.com

guides. Thank you for reading and for following us regularly.
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