l ipsMake.c.,m

TipsMake > System >Windows 11 >

Stepsto enable TPM 2.0to install WINdows 11

Windows 11 will requirea TPM 2.0 chip (Trusted Platform Module) when installing, this article guides you to
enable TPM 2.0 in the BIOS to meet this requirement.

1. Windows 11 and the 'unusual’

Windows 11 operating systems will turn to a new page when they break through in both technology and design.
The most prominent feature on Windows 11 is that Microsoft has added running Android applications directly
on the platform and can be installed viathe familiar .APK installation file on Android. This has made Android
emulators excited and they look forward to Windows 11 every day to experience the ability to operate Android
applications on computers without software.

But Microsoft has hardware requirements and this causes many companies to encounter problems. Specifically,
the Windows 11 operating system will require the motherboard's hardware to be equipped with a TPM 2.0 chip
(Hardware Security Chip). If the hardware of Windows 11 does not have TPM 2.0, you will not be able to install
and will get an error during the installation process.

Most motherboards manufactured since 2015 are equipped with TPM 2.0 security chip, but very few companies
have enabled the onboard settings. This means that you will have to enable them manually in the BIOS to be
compatible with Windows 11 before installing.

2. How to check if TPM 2.0isenabled or not?

Microsoft makes available to users a set of hardware testing tools that are compatible with Windows 11. For
errors like TPM 2.0, the system will notify users directly to find waysto fix it.

Step 1: Visit the home page of Windows 11 Microsoft to check.
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Step 2: Then, scroll down to the end to search for Microsoft's toolkit and select Download App to download it to
your computer.

Get ready

Windows 11 isn't here yet, but will be coming later this year If you're excited, there are some things you can do in the meantime to get ready.

Check for compatibility
Use the PC Health Check app to see if your current PC meets the requirements to run Windows 1. If so, you
can get a free upgrade wiven it rolls out.
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DOWNLOAD APP >

Minimum system requirements

1 gigehertz (GHz)or faster with 2 or more cores on Graphics card Direct 12 compatibie graphics / WDDM 2
Processor a compatible 64-bit processer or System on a Chip

1560) Display >4 with HD Resolution [T20p)
Memary 4GB RAM

Microsoft account and intemet connectivity required
Imternet connection ¢ "L0r p for Windews 11 Home

Storage &4 G8 or larger storage device
System firmware UEF, Secure Boot capable Certain features require specific hardware, see detailed system requirements.
TPM Trusted Platform Module (TBM) version 2.0

Step 3: Then you just need to open the application and click Check now to check if the computer is compatible
with Windows 11 or not?

In this scenario, the system reports that the computer cannot run Windows 11 due to the lack of TPM 2.0. But in
fact, this motherboard has a TPM 2.0 chip, which comes from the fact that they are deactivated in the BIOS. So,
we will have to access the BIOS and start TPM 2.0.
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€ This PC can't run Windows 11

TPM 2.0 is a requirement for running Windows 11, We
recommend that you chedk if TPM 2.0 is enabled.

3. How to enable TPM 2.0 on your computer

If you want to enable TPM 2.0 on your computer, you will need to access the motherboard's BIOS and tweak
some basic parameters. Specifically, the operation is as follows:

Step 1: Please restart the computer and press the Del / F2 key during the boot process to access the BIOS on the
computer.

Step 2: Then, choose the Security tab because every manufacturer also puts the TPM 2.0 feature in the protection
card. However, each company will use a different name and your task isto find them. Here are some suggestions
for finding TPM in the BIOS of some motherboards:

1. AsRock: Security => Intel Platform Trust Technology

2. Gigabyte: Settings => Miscellaneous => Intel Platform Trust Technology (PTT)

3. Asus: Advanced => Trusted Computing => TPM Support/ TPM State

4. MSI: Advanced => Trusted Computing => Security Device Support => TPM Device Selection PPT

In this article, the motherboard used comes from AsRock so they will be under the Security tab. For other
motherboards, follow the instructions.




Step 3: Next, select Intel Platform Trust Technology and enable it to Enable mode to open TPM on your
computer.

Supervisor Password Not Installed

User Password Not Installed

Supervisor Password
User Password

3¢ Secure Boot

Inte1(R) Platform Trust Technology X Disabled

Step 4: Before enabling the TPM feature, you can read the manual to know what mode the feature is related to.
Intel PPT's default isto turn on/ off the TPM Module equipped on the motherboard.

NSReck UEFI

——— =
3= Main & 0C Tweaker - Advanced > Tool @ H/W Monitor

Supervisor Password Not Installed
User Password Not Installed

[ Description
I Supervisor Password ~
Enabled/Disabled Intel PTT function.
1 Enabled: Enable Intel PTT in ME,
Inte1®R) Platform Trust Technology X Disabled: Disable Intel PTT in ME, Use
1 X Secure Boot discrete TPM Module.
Disabled

2 | Enabled

I User Password

I Inte1®) Platform Trust Technology

Step 5: Finally, you just need to select the Exit tab (1) and select Save changes and exit (2) to exit the BIOS and
save the settings.

— NMSRecK UEFI
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2 Main & 0C Tweaker -t Advanced > Tool € H/W Monitor 8 Security & Boot 1
(LTI )]
<J Save Changes and Exit
<JiDiscard C nd Exit

< Discard Changes | Description

<« Load UEFI Defaults

i Launch EFI Shell from filesystem device
F10 key can be used for this operation.

Boot Override

m SATA3_1: Samsung SSD 860 EVO 250GB
W Windows Boot Manager (SATA3_2: Samsung SSO 850 EVO 120GE)

Step 6: After activating TPM 2.0 on the motherboard, you will see the TPM 2.0 setup notification window
disappear and be replaced by a window allowing the installation of Windows 11 on the computer.
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@ This PC can run Windows 11

Great news - this PC meets all the system requirements
for Windows 11, and it's free. We'll let you know when
it's ready to install.

| Learn More |

In this article, Tipsmake showed you how to enable TPM 2.0 to install WINdows 11. Good luck!

Y ou finished reading the article "Stepsto enable TPM 2.0 to install WINdows 11" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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