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Stepsto adjust security settingsin Microsoft Edge

Microsoft Edge may not be as popular as Google Chrome or Safari, but it's still a pretty big improvement over
Internet Explorer. One of the main highlights of this new Microsoft web browser isits focus on security features.

So how can you reconfigure Edge to make your online browsing experience more secure?

1. Microsoft Defender SmartScreen in Edge

Many of the security featuresin Microsoft Edge work in tandem with Windows' built-in antivirus solution,
Microsoft Defender.

Chances are you've seen Microsoft Defender SmartScreen in action. It is basically afilter that prevents users
from accessing untrusted or malicious websites. It aso warns users when they download potentially malicious
files from the Internet.

SmartScreen cross-checks websites and files with Microsoft's database for known threats. If afile has been
downloaded enough times and is not reported by users or flagged by Microsoft Defender, the file is considered
safe.

The functionality of Microsoft Defender SmartScreen is not limited to Edge. It is aso integrated at the operating
system level and works with the Microsoft Store.

How to bypass SmartScreen to visit incorrectly flagged websites

There may be cases where SmartScreen blocks incorrect websites. If you're sure awebsite is safe, you can till
visit it, although Microsoft doesn't recommend it.

reported as unsafe

Step 1: On the Windows Defender SmartScreen prompt in Edge, click M ore infor mation.
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Step 2: Now, click Continue to the unsafe site (not recommended) option .
Step 3: The website will open as usual.

Alternatively, you can also report to Microsoft that the site has been flagged incorrectly.

How to enable or disable Microsoft Defender SmartScreen

Microsoft Defender SmartScreen is always on by default, but you can choose to turn this setting on or off. You
should leaveit on, but if for some reason you need to disable the feature, you can do so by following these steps:

Personalize your web experience

Settings
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Step 1: Open Microsoft Edge and click on the three dots in the top right corner of the screen.
Step 2: In the drop-down menu, click Settings.

Step 3: Now, from the left navigation bar, click on Privacy, search, and services. It can be recognized by a
lock icon next to it.

Step 4: Scroll down until you find the Security section .

Step 5: Use the toggle switch next to Microsoft Defender SmartScreen to enable or disable this feature.

2. Manage Website Accessin Edge

Like all other browsers, you can manage how much access you give certain websites in Microsoft Edge. This
includes settings like GPS access, microphone and webcam access.

Normally, whenever you visit awebsite, it asks for the associated permissions. But these settings can be
managed later and some access rights can be disabled without affecting the functionality of the website.

For example, some online meeting sites may request access to your location, although it is not necessary.

How to Control Website Accessin Microsoft Edge
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Step 1: Click the three dots in the top right corner of Microsoft Edge to open the options menu.
Step 2: Now, click on Settings.
Step 3: In the navigation bar on the left, click Cookies and site permissions.

Step 4: Under Site Permissions > All permissions, you can change the general settings for all the websites you
visit.

Step 5: If you want to change the settings for specific sites, click All sites under Site Permissions.

It's important to note that when using incognito browsing in Microsoft Edge, your permission settings remain the
same, and settings such as location or microphone access may not be automatically blocked.

3. Microsoft Defender Application Guard featurein Edge

If you're using the enterprise edition of Microsoft Windows or Microsoft Edge, you'll get an extra security
measure called Application Guard .

Using this feature, business administrators can identify a set of trusted websites and all others that are considered
unsafe by Microsoft Edge. Whenever you try to open awebsite that is not on the list, Edge opensit in a secure
sandbox to prevent it from infecting your computer if the site is malicious.

Thisis abetter alternative to block all other websites.

How to enable Application Guard
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Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

Simple Network Management Protocol (SNMP) A |
Simple TCPIP services (i.e. echo, daytime etc)
SMB 1.0/CIFS File Sharing Support

SMB Direct

Telnet Client

TFTP Client

Windows Defender Application Guard
Windows Hypervisor Platform

Windows Identity Foundation 3.5

Windows PowerShell 2.0

Windows Process Activation Service
Windows Projected File System (Beta)
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Step 1: Inthe Start menu search bar , type " Control Panel” and open it from the search results.
Step 2: Make sure that Control Panel is set to View by: Category , then click Programs.

Step 3: In the Programswindow , select Turn Windows featureson or off . You will need admin privilegesto
do so.

Step 4: From the list of features, scroll down until you find Windows Defender Application Guard and click
on the corresponding checkbox.

Step 5: Click OK and restart the computer.

4. Manage tracking in Microsoft Edge

Most of the websites you visit use trackers to learn more about your browsing habits. For example, ads for the
products you searched for may show up on the websites you visit, thanks to trackers. There are many ways to
check if someoneis following you online.

Sometimes, malicious trackers injected into your computer can cause alot of harm if left undetected.
Fortunately, Microsoft Edge allows you to block certain trackers or block them all.

How to block trackersin Microsoft Edge
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Step 1: Launch Microsoft Edge and open the options menu using the three dots in the top right corner.
Step 2: Click Settings. In the navigation bar on the left, select Privacy, search, and services.

Step 3: Under Tracking Prevention , make sure it's turned on. Y ou can choose from three modes. Basic,
Balanced and Strict .

Step 4: To add exceptions and allow trackers from certain websites, add them using the Exceptions option .
Step 5: To see blocked trackers and know the websites that sent them, click on the Blocked trackers option .

In addition, you can also enable the option Send " Do Not Track" requeststo enhance privacy and security
while browsing the web.

Setting tracking to Strict will result in aless personalized experience. In some cases, you may also lose abit of
functionality in certain websites.

Y ou finished reading the article "Steps to adjust security settingsin Microsoft Edge” edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar
articles on tips and guides. Thank you for reading and for following us regularly.
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