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Some common problems with Exchange 2003
systems - Activesync and wor karounds

The following article is synthesized based on many issues related to Exchange 2003 system and some supporting
devices such as Apple's iPhones phone, Microsoft Windows Mobile, and most recently iPad tablet when works
with Activesync ...

TipsMake.com - The following article is synthesized based on many issues related to Exchange 2003
system and some supporting devices such as Apple'siPhones phone, Microsoft Windows Maobile, and most
recently the device Tablet iPad when operating with Activesync.

Specifically, the system used in thistest is based on Exchange Server 2003 Service Pack 2. In fact, Activesync
works well with Exchange 2003 Service Pack 1, but with Service Pack 2 , everything is ssimple. and a lot
easier. And to test, please open Exchange System Manager (Start> Programs> Microsoft Exchange>
System Manager) , select Servers, right-click on your server system and select Properties:

s Exchange System Manager

) Fle  Acton WYiew Window Help

= e

(23 Giobal Settings

(3 Recipients v Be n L
{5 Servers
=[] SERWER0Z
: T

i 12l First Storage Grour,
: {2 Protacal Is

[#-{3 Connectors

3 Tools

3 Folders

In case you have not installed SP2, please download and install here. Next, make sure that TCP port 443 has
been opened (and forwarded) in the firewall to Exchange's server, and we don't need to open any other ports to
Activesync , because only TCP port 443 is needed. enough. Y ou can check this condition on Exchange Server
system through CanY ouSeeMe service, if it is correct, you will see Success message when the port is opened
and forwarded as required. If not, check your router device and reconfigure it accordingly.

Next, check the LAN Adapter Binding to make sure that the Exchange NIC device is at the top of the list:
Start> Run> type ncpa.cpl> press Enter> Advanced> Advanced Settings> Connections:
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Open IIS Manager (Start> Programs> Administrative Tools> Internet Information Services (I11S)
Manager) , open the Web Sites> Default Web Site section, select the appropriate Virtual Directory >
Properties and click the Directory Security tab :
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For Exchange 2003 systems (not belonging to Small Business Server):

Exchange Virtual Directory:

Authentication = Integrated & Basic

Default Domain = NetBIOS domain name (eg company name, business name . no more than 15 characters)
Realm = yourcompany.com

IP Address Restrictions = Granted Access

Secure Communications = does not select the Require SIS section (very important)

Microsoft - Server - Activesync Virtual Directory:



Authentication = Basic

Default Domain = NETBIOS domain name (eg company name, business name . no more than 15 characters)
Realm = NETBIOS name

IP Address Restrictions = Granted Access

Secure Communications = select Require SSL and Require 128-Bit Encryption IS

With Exchange 2003 system (belongsto Small Business Server):

Exchange Virtual Directory:

Authentication = Integrated & Basic

Default Domain = NetBIOS domain name (eg company name, business .)
Realm = yourcompany.com

IP Address Restrictions = Granted Access

Secure Communications = select Require SSL IS (very important)

Microsoft - Server - Activesync Virtual Directory:

Authentication = Basic

Default Domain = NETBIOS domain name (eg company name, business .)

Realm = NETBIOS name

IP Address Restrictions = Granted Access

Secure Communications = does not select Require SSL and Require 128-Bit Encryption

Exchange - oma Virtual Directory:

Authentication = Integrated & Basic

Default Domain = NETBIOS domain name (eg company name, business .)

Realm = NETBIOS name name

IP Address Restrictions = Restricted to |P Address of Server

Secure Communications = does not select Require SS. and Require 128-Bit Encryption

OMA Virtual Directory:

Authentication = Basic

Default Domain = NETBIOS domain name (eg company name, business .)

Realm = NETBIOS name

IP Address Restrictions = Granted Access

Secure Communications = does not select Require SSL and Require 128-Bit Encryption

Note that the company name, business information above can be determined using the Command Prompt
(Start> Run> cmd) , type the SET command and press Enter . The returned value USERDOMAIN is the
information we need to find. Besides, ASP.NET should be set to version v 1.1 for all virtual directories in the
list. If you do not see the ASP.NET tag and only version v 1.1 has been installed, there is no need to worry, in
case you choose any other versionv 1.1, please changeittov 1.1.4322 :
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Besides, make sure that we have enabled and used the HTTP Keep - Alives feature, right-click the Default

Web Site and select Properties, on the Web Site tab, in the Connections section, check the Enable HTTP
Keep box. - Alivesand OK :



Default Web Site Properties HE |

Directory Security | HTTP Headers | Custom Emors | ASP.NET | Server Extensions 2002
Web Site | Performance | ISAP] Filters | Home Directory | Documents

Web site identification

Description: [lefault ‘Web Site

IP address: |[ﬁ.l|L|nassigned] j Advanced... |
TCP port: |en SSLport: |443

Connections
Connecti

¥ Enable HTTP Keep-flives

120 =econds

v Enable logging

Active log format:

"W 3C Extended Log File Format j Properties... |

ok | Camcel | ey | Hp |

Next, select Ignore Client Certificates below the [l SADMPWD virtual directory ( Directory Security Tab>
Edit Secure Communications). Note that this virtual directory may not exist if you do not choose the ability to
reset passwords through Outlook Web Access (OWA).

Some requirementson | PV6:

Make sure we do not choose to install 1PV 6 on the system, because otherwise it will become a factor that breaks
the stability during Activesync operation ( Start> Run> type ncpa.cpl> press Enter ), Right-click Local Area
Network Connection and select Properties, notice under the This Connection Uses section The Following
Itemsfor Internet Protocol (TCP /IP) v6, if the component appears here, select Uninstall and restart system:
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Next, make sure the IP address for the Default Website is set to All Unassigned and use port 80 ( open |I1S
Manager > right-click Default Website> Properties> Advance):
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Remmve | Edit,.. |
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In case your default website uses al ports except 80, the system will not work. So if you change this value to use
any program, switch back to value 80 or stop using Activesync ! Another point to note is that you should not use
any Host Header s on the Default Website because it also affects Activesync . If the user makes any changes to
1S, itisnecessary to reset al properties at this step ( Start> run>type | ISRESET and press Enter ).

SSL Certificate:

In addition, make sure that the name name on the SSL certificate just installed must match the Fully Qualified
Domain Name (FQDN) that we are using to connect to ActiveSync (for example, mail.microsoft.com ). To
check, right-click the Default Web Site in 11S> Properties> Directory Security tab> click the View
Certificate button:



Default Web Site Properties EH
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Certificate |

| Details | Certification Path I

===
= Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remote computer
Al issuance policies

Issued to: mail, .co.uk
Issued by: mail, .co.uk

Valid from 23/07/200% to 23/07/2014

@ You have a private key that corresponds to this certificate.

[55uer Statement

Ok

If you are using Small Business Server system and do not want to purchase SSL certificate from any 3rd party
unit, please use Connect To The Internet Wizard again (Start> Server Management> To-Do List> Connect
totheInternet):
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Configure E-mail and Internet Connection Wizard E3

Welcome to the Configure E-mail and
Internet Connection Wizard

This wizand will configure your server's networking, firewall, secure Web site
publishing, and e-mail settings to propery connect to the Intemet. Completing this

wizard reguires detailed technical information from your Intemet service provider
(ISF).

Before you begin, you should contact your ISP and collect information specified in
the Reguired Irformation for Connecting to the Intemet form.

To continue with the wizard, click Next.

¢ Back

Cancel |

Click Next , if this process automatically detects the router device on the system, select No at this step:

Configure E-mail and Internet Connection Wizard

9 ) The following Universal Plug and Play router was detected on the network: Netgear DG834 Router (ADSL Firewall
\._f/ Router)

The wizard can automatically configure the router with the necessary network settings for your Small Business Server
network. Altermatively, you must configure the router manually. For more information about these options, dick Help.

Do you want the wizard to configure the router?

Mo | Help |

Select the section Do not change connection type and click Next :



Configure E-mail and Internet Connection Wizard

Connection Type
You must select the type of connection you will use to connect to your ISP.

" Broadband

" Diglup

* Do not change connection type:

More Irformation |

< Back Next > Cancel |

Leave the settings in the Web Services Configuration Settings section and continue to select Next :

Configure E-mail and Internet Connection Wizard

Web Services Configuration
You can select which of the Web services on your server’s Web site can be accessed through
your firewall from the Intemet.

" Do not allow access to the Web site from the Intemet

" Pllow access to anly the following Web site services from the Intemet ;

Outlook Web Access

Remote Web Workplace

O Server peformance and usage reports
Qutlook Mobile Access

Outlook via the Intemet

[0 Windows SharePaint Services intranet site
Business Web site {wwwroot)

" Mlow access to the entire Web site from the Intemet

More Irformation |

< Back N Cancel |

Select Create a new Web server certificate and enter the value in the Web server name section , for example
mail.yourdomain.com and click Next :



Configure E-mail and Internet Connection Wizard

Web Server Certificate
You must specify a web centfficate in order to corfigure Secure Sockets Layer (SSL).

¥ Create a new Web server certficate:

Enter the full Intemet domain name of your Web server. To obtain a full Intemet domain name, ask
your ISP to create @ DNS address record for your Web server. For example:

www microsoft.com

companyserver.cortoso com

Web server name:

mail. co.uk,

= Use a Web server certificate from a trusted authority

Certificate file:

I Browse... |

" Do not change cument Web server certfficate

More Infarmation |

< Back Mext = Cancel

Continue as Do not change I nternet e-mail configuration and Next :

Configure E-mail and Internet Connection Wizard E3

Internet E-mail
You can enable Exchange to send and receive Intemet e-mail.

" Enable Intemet e-mail

" Disable Intemet e-mail

& Do not change Intemit e-mail corfiguration:

More Infarmation |

< Back MNext = Cancel

And finally, Finish to finish this process:



Configure E-mail and Internet Connection Wizard E3

Completing the Configure E-mail and
Internet Connection Wizard

When you click Finish, the wizard will corfigure your networ, firewall, secure
Web site publishing, and e-mail as follows:

Connection type: Do not change -

The firewall an your computer running Small Business Server could not be
corfigured. You must corfigure a firewall to secure your local network from
the Intemet. For more information about configuring firewall settings for your
Small Business Server network, see Help and Support.
Web services on your server’s default Web site to be available through the
firewall to users on the Intemet:

Outlock Web Access

Remote Web Wonkplace

Outlock Mobile Access

Outlook via the Intemet

Business Web site {wwwroot)

The Web server centfficate required for https:// will be created forthe
following Web server name: mail dixon-ward.co.uk J

i, For detailed iformation about the tasks, orto print, save, or e-mail the
information, click here.

<Back [ Fnsh | Cancel |

If you want to do the same thing on aWindows Mabile phone, it will be much simpler, Activesync will also be
more adaptable and configurable, as well as buying SSL certificates . In case users create an SSL certificate
themselves and use a Windows M obile phone, they will have to install the SSL certificate on each device that
they want to use with the Exchange 2003 server .

Some settings on Windows M obile Phone or iPhone:

Email Address: email address

Server: any information on your certificate, such as mail.yourdomain.com

Domain: Your internal domain name, such as yourdomain.com (maximum of 15 characters)
Username: account information, such as User123

Password: login password

Description: any information used to describe the account

Check:

Once the user has installed SP2, check back by visiting here to make sure everything will work properly. Thisis
an official Microsoft service, dedicated to supporting users to check the installation and configuration of
Exchange:



Microsoft”
Exchange Remote Connectivity Analyzer

Select the test you want to run.

Microsoft Exchange ActiveSync Connectivity Tests
@ Exchange ActiveSync
) Exchange ActiveSync Autodiscover

Microsoft Exchange Web Services Connectivity Tests

Synchronization, Motification, Availability, and Automatic Replies (0OF)
_) Service Account Access (Developers)

[l Microsoft Office Outlook Connectivity Tests

Ld _) Qutlook Anywhere (RPC over HTTP)
) Qutlook Autodiscover

Internet E-Mail Tests

Inbound SMTP E-Mail
© Outbound SMTP E-Mai

= Next

Please select the Specify Manual Server Settings section (note that Exchange 2003 does not have
Autodiscover , so if an Autodiscover setting is used, an error will occur).

For Certificate SSL from 3rd party, we should not choose Ignore Trust for SSL. For Certificate SSL itself,
check thelgnore Trust for SSL box:

Microsoft®

Exchange Remote Connectivity Analyzer

Exchange ActiveSync

_! Use Autodiscover to detect settings

©) Manually specify server settings

EXCnange ReTTESYRC server:

DomainUser Mame (or UPN):

Password:

Confirm password:

peheagizaallitems in the Inbox folder.
[ 1gnore Trust for 550
B! understand that I must use the credentials of a working account from my Exchange domain to be able to test connectivity to it remotely. I also
~ acknowledge that I am responsible for the management and security of this account.

Verification

Enter the verification code from the left:

Ny o6

In case you want to set up on your iPhone , download and use the free Activesync Tester support tool - whichis
used to determineif an error occurred during the installation process. Besides, you can use the PC version here.

Some common problemswith Activesync and how to fix it:



The first rule to keep in mind is that if you make any changes to the settings of I1S , run the [ISRESET
command and then revisit https.//testexchangeconnectivity.com/ to check.

- Activesync Error 0x86000108 : The process of setting up Activesync failled and the user sees error
0x86000108 on Windows M obile phone. When you encounter this situation, please consult the following article
carefully at Microsoft for confirmed accounts that have been granted accessto % TEM P% folder.

- Application Event Log 3005 Errors : alot of errors similar to 3005 can be solved by changing the Default
Website Timeout value from 120 (default) to alarger value (eg 480 ) using I11S Manager . For Small Business
Server 2003 users, please refer to the tutorial article below.

- Inconsistent Sync: in case you get a message about a data synchronization error - Synchronization from the
device to an Exchange 2003 server , add the following Registry key:

HKEY_LOCAL_MACHINESYSTEMCurrentControl SetServicesM SExchangel SVirusScan ProactiveScanning
REG_DWORD 1

- HTTP 401 Error: when the user encounters this error during the checkout process with
https:.//testexchangeconnectivity.com/, it may be because the Username or Password information is incorrectly
registered, besides the possibility of a conflicting IP address Suddenly setting up virtual directories (see
Prerequisites section in | 1S Settings).

- HTTP 403 Error: make sure that Forms Based Authentication feature is not enabled in Exchange Virtual
Server section of Exchange Protocols (Exchange System Manager> Servers> Protocols> HTTP>
Exchange Virtual Server properties> Settings) . In this case, please refer to the following tutorial to create
exchange - omavirtual directory.

- There are quite a few special cases, that is Activesync system still works even if an error occurs. ' An HTTP
403 forbidden response wasreceived. G?p cau tr? 1?i ?? ¢6 s?n khong r6. Body is.

HTTP /1.1 403 Forbidden

. To solve this problem thoroughly, please open Exchange System Manager> Global Settings> Mobile
Services Properties> Device Security> Exceptions, then assign your account to thislist of Exceptions.

- On the other hand, we can aso solve this 403 error by using the command:

eseutil /p
eseutil / d and
isinteg -s servername -fix -test alltests

- Check if Activesync is enabled on your server system: http://technet.microsoft.com/en-
ug/library/bb125073(EX CHG.65).aspx

- Check Activesync has been enabled for each user account: http://technet.microsoft.com/en-
ug/library/aa997489(EX CHG.65).aspx

- HTTP 500 Error : in case you still cannot make Activesync work or the system continuously reports an
HTTP 500 Error , apply Method 2 in Microsoft Knowledgebase Article KB883380 tutorial . The key to this



process is that users must delete the Exchange Virtual Directories section in the 11S Metabase , then re-
initialize them. While deleting the Exchange virtual Directories , remember to delete the Exchange - OMA
virtual directory if available.

- If after you follow the KB 883380 tutorial and the problem is still not resolved, Activesync is till not "active"
and the HTTP 500 Error notification error will still show up frequently, please continue with the following
method. here:

- Disable the function of Forms Based Authentication - Exchange HT TP Protocol (if currently enabled)
- Remove SSL settings from the Exchange I 1S virtua directory
- Useiisreset command

- Check Activesync without SSL mechanism. If successful, right-click on Exchange Virtual Directory and
select Tasks> Save Configuration to afile, name the file Exchange and save to Desktop .

- Using regedit , right-click My Computer and select Export , name the file EntireRegistry and save the
backup file on the Desktop .

- In Registry Editor, look for the HKLM System CurrentControlSet Services MasSync Parameterslink and
delete the ExchangeVDir key in the right pane. Then, close this Registry Editor window.

- Right-click on the default website and select New> Virtual Directory , point to Desktop and select the
Exchange.xml file saved in the previous step, click the Read File button, and select Exchange from Select a
configuration to import , then click Next OK . Next, select Create a new virtual Directory, name the item
exchange - omaand click OK .

- After that, right-click on the Exchange-OMA virtual directory that you just created and click Browse , we will
see OWA displayed.

- Open the Registry Editor again and assign the file ExchangeVDir back to String Value , then change the
valueto read / exchange-oma , and close this Registry Editor window.

- Enable SSL mechanism and Encryption request 128 - Bit in Exchange Virtual Directory to use security
features.

- Activate and use Forms Based Authentication (if desired) in Exchange> Protocols> HT TP section
- Make sure we have I ntegrated Authentication selected in the Exchange Virtual Directory section
- Check that Exchweb virtual directory does not use SSL

- Useiisreset command

- Check all Activesync again.

- If al of the above steps do not help us fix the situation, check the log file - Event ID 9667 - Source
M SExchangel S . Please consult the MS KB820379 article carefully.



- For some cases where the error is quite special and extremely difficult to understand with HTTP 500 error,
let's check again the whole setting of EXCHWEB Virtual Directory in IS Manager :

Exchweb Virtual Directory:
Authentication = Anonymous
Secure Communications = does not choose Require SS. and Require 128-Bit Encryption

Exchweb> Bin folder:
Authentication = Basic
Secure Communications = does not choose Require SSL and Require 128-Bit Encryption

Exchweb Directory> Bin> Auth:
Authentication = Anonymous
Secure Communications = does not choose Require SS_ and Require 128-Bit Encryption

Exchweb Bin Auth USA Directory:
Authentication = Basic
Secure Communications = does not choose Require SSL and Require 128-Bit Encryption

Once again, please note that when you apply any changes to |1S settings, use the IISRESET command, then
check again with https.//testexchangeconnectivity.com/. Good luck!

Y ou finished reading the article "Some common problemswith Exchange 2003 systems - Activesync and
wor karounds" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips
and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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