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Set password, password protect USB data safely

Set password, password protect USB data securely with Bitlocker or USB Flash Security software.

If you want to protect the data on your USB device to prevent it from being dropped or stolen, please install the
USB password lock software to increase the security.

There are 2 ways to create a password to protect the USB as follows:

1. Use softwareto create passwords for USB

Step 1: Download the USB Flash Security software at:
http://usb-flash-security.en.mal avida.com/downl oad

Step 2: Install USB Flash Security and use
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A dialog box appears, select Agree-> Next .
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License Article \c

Please read the license article. And click [next] after clicking [agree] when it is
agreed to the following conditions. If not click [cancel].

1. This software iz free only about the personal use or a not commercial purpose(lt =
contains that save the working data in the USB memory.) Please purchase a product |
version (Erial possible) if it s used by a group/Corporation or by a commercial purpose. |=

2. The copyright belongs to the person entitled of our company (KASHU STSTEM —
DESIGN INC.) .

3. Please just distribute it without changing an obtained archive when this software iz
redistributed by the physical medinm such as CDs or networks. In addition, please
specify that it iz our book ip-ghe case of the distribution by all :
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Click Next to continue.
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Confirm Installation \c

The installer is ready to install USB Flash Security Ver.4.1.12.17 on your
computer.

Click "Next" to start the instalation.
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Select the USB you want to set a password and click Install .
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Memoary card(G:) Exit
Model:ChipsBnk Flash Disk USE Device

Size:1.87 GB
Vendor ID: 7741 Product ID:16514 Serial Number:013244704081

Volume Total Size Free Space File System
Memory card(G:) IERFAE:) Y GB FAT
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Please select a disk to install 'USB Flash Security’, and click the button [Install].
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Data notification dialog in USB will be deleted to set the password, click OK .
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USB Flash Security

All data in ChipsBnk Flash Disk USB Device is deleted when installing it.
May Iinstall it?
USE drive installed free edition can't be chiynged, (Even if uninstall

security from cne USE drive, it can't be instded to the other one by free
VErSion.)

[ ok

Cancel ]
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Enter the password in the Please set the passwword to the disk of USB section . You can create hints in case
you forgot your password in the Please set a hint for the passwword to remember you section . Next, click
OK to finish.
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Please set the passward to the disk of LSE.

Passlﬂlnrd EFERBERIBED
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[~ | Display the password

Please input a same password twice for confirmation,

Please set a hint for the password to remember you.

Hint Blue|

The hint you set will be displayed when mouse cursar is
maved ta the input column in the screen of input passward
for releasing security.

QK Cancel

Select Begin the install

ation to start creating a password.

Note: After creating your USB will be renamed.
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In ChipsBnk Flash Disk USE Device,
;4% USB Flash Security is installed.

When install security features to disk, disk will be formated automatically, and data
in it will be deleted.

Please back up necessary data before install software.

E¥lgse set the check box checked after confirmed the contents, then you can
n the installation.

It doesn't matter that data disappear.

Begin the installation Cancel




Click Close to end the process.
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Please use [Copy of safely remove tool] in the operation menu to copy
[safely remove tool] after start the file "UsbEnter.exe™ and release the
Volume| security.
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Close
Please select a disk to install 'USE Flash Security’, and click the button [Install].
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After the password is set, your USB password will be renamed:
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Open USBENTER (G), which contains 3 files, open the UsbEnter file.
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Ver.4.1.11 or later is necessary to use on Windows
10. ¥You can download the latest version here.
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In case you want to remove the password, do the following:
Step 1: Plug the USB into the device.
Step 2: Open the USB Flash Security software.

Step 3: Goto Operation -> Uninstall tab .
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Uninstall... Free Space File System
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Install
Please select a disk to install 'USB Flash Security’, and click the button [Install].
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2. Usethe BitL ocker encryption feature available on Windows

Thisfeature is only used with Windows 7 Enterprise editions, Ultimate, Win Sever 2008 and Win 8 onwards.

Step 1: Right-click the USB and select Turn on BitL ocker .
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Step 2: A dialog box appears and select Use a password to unlock the driver -> enter the password in the Type
your password field and retype the password in the Retype your password field -> click Next .
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£Lhoose how you want to unlock this drive

se a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbals,

Type your password: sasbsases

Retype your password: m

[] Use my smart card to unlock the drive

You will need te insert your smart card, The smart card PIN will be required when you unleck the drive,

How do I use these options?

Step 3: A dialog box appears, choose how to store the password, can save the file or print on paper. Here |
choose to create a separate password file -> click Savetherecovery key to afile.
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How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive,

e recommended that you save your recavery key to a file and print it.

2 Save the recovery key to a file

= Print the recovery key

What is a recovery key?

Step 4: Choose where to store the password file and select Save.
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Step 5: After saving the password file, click Next to continue.
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How do you want to store your recovery key?

% Save the recovery key to a file

= Print the recovery key

@ Your recovery key has been saved,
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What is a recovery key?

If you ferget your passwerd or lose your smartcard, you can use your recovery key to access your drive,

We recommended that you save your recovery key to a file and print it.

Step 6: Click Start Encrypting to start encryption.
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Are you ready to encrypt this drive?
You will be able to unlock this drive using a passwerd
Encryption might take a while depending on the size of the drive

Until encryption is complete your files will not be protected.
|

Start Encrypting I [ Cane E

Step 7: The encryption process begins.
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Step 8: A dialog box informs the process of successful password setting, click Close to finish
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Encryption of !’jl Is complete.

Close




The resulting USB icon has alock icon:
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When you choose to open the USB, ask for a password and click Unlock to unlock.
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This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

[7] Show password characters as | type them

[] Automatically unlock on this computer from now on
| forgaot my passwaord

Why do | have to unlock the drive?

I Unlock I[ Cancel
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In case you want to delete the password, do the following:

Step 1: Goto Start -> Control Panel .
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Step 2: Click BitLocker Drive Encryption .
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Step 3: Turn off BitLocker mode by clicking Turn off BitL ocker .
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Step 4: A dialog box appears and choose Decrypt Drive.
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After the process has finished, click Close to complete.

Good luck!

Y ou finished reading the article " Set password, password protect USB data safely" edited by the TipsM ake
team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar

articles on tips and guides. Thank you for reading and for following us regularly.
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