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Set BIOS and UEFI password to protect data on
your Windows 10 computer safely

On Windows 10 operating system provides login password or account password to protect important data of
users. However, the drawback of these featuresisthat it can be easily bypassed without resorting to the support
of the 3rd party application.

On Windows 10 operating system provides login password or account password to protect important data of
users. However, the limitation of these featuresis that it can easily be "bypassed” without having to rely on the
support of the 3rd party application.

In other words, the login password or account password cannot protect the data stored on your Windows 10
computer safely, the best way you can apply isto set a BIOS password or a UEFI password.

So how to set a BIOS password or a UEFI password on your Windows 10 computer, please refer to the
following article of Network Administrator.

1. What isthe BIOS password and UEFI password?

The BIOS password or UEFI password will prevent the computer from booting if it does not enter the correct
password. If the computer does not have aBIOS / UEFI password in case you forget your computer password, or
do not know the password, someone just needs to use USB boot, CD boot or any other similar method to boot
into the computer. You can simply understand that your computer login password or Microsoft account
password is not enough to protect your computer.
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UEFI password or BIOS password?

If you buy a pre-installed computer Windows 8, Windows 8.1 or Windows 10, chances are your computer
supports UEFI, then you need to set up a UEFI password. And if your computer does not support UEFI, then you
must definitely set the BIOS password for your computer. To check if your computer supports UEFI, refer to the
steps here.

On different computers, the BIOS password setting or UEFI password will be different. This process depends on
the manufacturer of the computer you are using, but it will basically ook like the following.

2. Set BIOS password on Windows 10 computer

To set the BIOS password on your Windows 10 computer, follow these steps:
Step 1.

Open your computer and press Del, F2, Esc, F10 or F12 keys to access the BIOS. On different computers, the
BIOS access key will be different.

Step 2
After accessing the BIOS, navigate to Security or Password by using the arrow keys to navigate between items.
Step 3:

Under Security or Password section, search for the item named Set supervisor password, User password,
System password or other similar options. After selecting the correct option, proceed to set a"strong" password.



Set Supervisor Password

Note:

1. If your BIOS has both Supervisor password or User password options, then the best solution isto set a
password for both the Supervisor password and User password.

2. Supervisor password controls access to the installation utility. This meansthat if you do not have/ do not
enter the correct password, you will not be able to adjust the settingsin the BIOS.

3. User password controls access to the system at startup. This means that if you do not have / do not enter
the correct password, you will not be able to log in to the computer.

4. HDD password: Some machines also have the option to encrypt this hard drive, thisis an extremely secure
layer. Even if you remove the hard drive and carry it to another machine, you must still enter the correct
password to decrypt the data on it.

- Some manufacturers can integrate additional security options, you can see as shown below. If your computer
has these options available, make sure that these options are configured correctly to enhance the highest security.



Passuword

nterl
- Password Status Disabled
Lock UEFI BIOS Settings [Disabledl

Password at Unattended Boot [Enabledl
Passuword at Restart [Disabled]
Password at Boot Device List [Disabled]

Password Count Exceeded Error I[Enabledl

Set Minimum Length [Disabled]
Power-0On Password [Enterl

- Password Status Disabled
Hard Diskl Password [Enterl

Help 71! Select Item +/ Change U

Select Menu Inter Select »

Step 4:

Finally, don't forget to save the changes to the BIOS settings. On most computers, you can press F10 to save the
settings. Check the BIOS screen for the link or key to save the settings.

Restart your computer to see the BIOS password message.

3. Set UEFI password on Windows 10 computer

1. Open UEFI firmware settings on your Windows 10 computer. The process of accessing the firmware
installation on the computer lines will be dlightly different.

2. Onthe UEFI firmware screen, search for the Security or Password section . On some computers, you
must navigate to the settings (Settings) section to see the Security option.

3. After finding the right option to set the password. The next step is to set up the password and don't forget
to save the changes before exiting the UEFI installation window.

4. What happens after setting the BIOS password?

When your computer has just opened, on the screen will appear a window to enter the BIOS password or UEFI
password. If the BIOS password or UEFI password is not entered correctly, users cannot access BIOS settings or
UEFI settings.



For example, if you set the BIOS password or UEFI password, then you don't need to use any third-party
application, or any login screen password unlock tool to access your computer.

In fact, when the UEFI BIOS password and password are set, users cannot install any operating system on the
computer.

And of course if someone accesses your computer with a BIOS password or UEFI password, they can access all
the data on your computer by removing the hard drive or SSD drive, later That connects your computer to
another computer.

In addition, it is possible to reset the BIOS password or UEFI password if someone has physical access to your
computer. However, this processis not easy, especially for notebooks or tablets (tablets).

This means that the BIOS password or UEFI password will help strengthen the security layer for your data, but
not the absolute safe solution for data protection.

Refer to some of the following articles:
1. Unlock hidden features on Windows 10 with some Registry tricks
1. Instructions for fixing errors do not turn off Windows 10 computers and |aptops
1. Instructions to transfer Microsoft account to Local account on Windows 10/ 8.1
Good luck!

Y ou finished reading the article "Set BIOS and UEFI password to protect data on your Windows 10
computer safely" edited by the TipsM ake team. We hope this article has provided you with many useful tech
tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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