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Sensitive military data was unexpectedly found on
an old laptop purchased from eBay

Thereisarule that must be followed in the process of data processing in all organizations, agencies that is when
an IT asset isremoved from the system for whatever reason, all sensitive information must be Destroy clearly
and thoroughly. However,

Thereis arule that must be followed in the process of data processing in all organizations, agencies that is when
an IT asset is removed from the system for whatever reason, all sensitive information must be destructively and
thoroughly. However, the data processing process does not always take place 'standard only', especialy for
large-scale systems, negligence of important data leakage in the processing process is completely. can happen.

The incident happened a few days ago when an old German military payroll laptop for sale on eBay for just 90
euros accidentally exposed a bunch of sensitive data from the organization. More rarely, this laptop was acquired
by a company called G Data specializing in cybersecurity, and they reported the whole incident in a blog post on
March 16.

This is an older Roda-branded computer, with only 128MB of RAM, running on Windows 2000 and Intel
Pentium 111 processor. However, it still works relatively well, and when digging into the laptop's hard drive, the
G Datateam found arange of sensitive information, including military secrets.

The laptop was later identified as being derived from Bundeswehr - a unit of the German army. It still contains
an almost intact administrator program called MODIS, aready entered the username 'GUEST". The G Data team
then tried to enter the password as 'Guest’ as well, and strangely they were able to log into the system - an
extremely loose way of setting the password. The data found included details about a tank equipped with an air
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defense system called Ocelot. Additional information about the diagram, its maintenance, and operation is also
available, along with a number of other military data, including many 'important’ labeling documents.

Fortunately, most of the data found on the laptop did not pose any significant security risks, and was
immediately handed over to the German military by G Data.

According to a recent study by the University of Hertfordshire, it was found that out of the 100 old phones
purchased on eBay between January and June 2018, up to 17% still contained data. Personal data of the previous

owner has not been completely removed.

Y ou finished reading the article "Sensitive military data was unexpectedly found on an old laptop purchased
from eBay" edited by the TipsM ake team. We hope this article has provided you with many useful tech tips and
tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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