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Scan and delete danger ous vir uses

Everyday, we only hear about a new and dangerous virus spreading on the internet, infecting millions of
Windows computers ...

Everyday, we only hear about a new and dangerous virus spreading on the internet, infecting millions of
Windows computers. Today they will take a step-by-step review to remove those threats and (hopefully)
prevent it in thefuture.

Whenever a problem occurs, you should follow these steps:

- Run the tool to delete dangerous software on Windows.

- Run McAfee Stinger Tool

- Make sure you are using an updated antivirus software.

- Make sure Windows Updates is turned on

- Notify Microsoft Security Alerts.

We don't discuss common viruses . your antivirus software can handle this. We are discussing extremely
dangerous viruses that will hang your computer, steal information, delete photos on your computer and make
your computer remotely controlled by a spammer. Things are very bad, but they can be prevented.

Run the danger ous softwar e removal tool

The first step in detecting - deleting dangerous viruses and worms from your computer is running Microsoft's

own dangerous software removal tools. Thisis not an alternative to antivirus programs, but it is the best way to
get rid of some of the most dangerous software, like the current Conficker worm.
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Scanning your computer

The tool is scanning your computer for prevalent malidous software, and remaving any
that is found.

After this operation completes, the tool will provide you with a report of the malidous
software that was detected and removed.

L2 |
Currently scanning:

Ci'\Users\geek\AppData'Roaming \MicrosoftInternet Explorer\Qui. .. \whosts - Shorteut.ink

Files Scanned: 613

Files Infected: 0
Start time: 8:51FPM

Time elapsed: 00:00: 14

This tool will remove viruses and warn you, from which we will be protected. We will be able to receive security
notifications like no dangerous software is detected. You can click " View detailed results of the scan " to see
details.

=l Microsoft Windows Malicious Software Removal Tool - March 2009 [

Scan results Q

@ Mo malicious software was detected,

View iled r £

This toel is not a replacement for an anti-virus product. Te help protect
your computer, you should use an anti-virus product. For more

information, see Protect Your PC.

By dragging the scroll bar down, you can find current threats and make sure the computer is not infected.



Malicious Software Removal Tool ﬁ

This tool helps remove the following malicious software. For information
on specific malicous software, dick an entry.

Malware Scan results it
Win32/Ceekat Mot infected
Win32/Chir Mot infected
Win32/Cissi Mot infected

[ |

Win32/Clodpuntor Mot infected
Win32/Codbot Mot infected
Win32/Conficker Mot infected
Wil‘l32¢"CDl‘|hDDk® Mot infected
Win32/Corripio Mot infected
Win32/Cutwail Mot infected
Win32/Doomjuice Mot infected
Win32/Dumaru Mot infected
Win32/Esbot Mot infected
Win32/Evaman Mot infected
Win32/Eyeveg Mot infected
Win32/FURootdit Mot infected
Win32/FakeSecsen Mot infected -

Thistool should be updated automatically via Windows Update, but you can often download it directly . Thisis
an important tool to protect your computer.

Run McAfee Stinger Tool (optional)
The free M cAfee Stinger tool will help remove the most dangerous viruses from your computer. Y ou can verify

that Stinger can delete the current virus by checking the List Viruses dialog . Make sure you have the latest
version of Stinger before using it.



E Stinger |ﬂl

File About

» @
Preferences  List Viruses

Scan Now Stop

-

List of viruses Stinger can detect and clean

Add

W32/Bagle.gen i
"W32/B agled@bdbdlcpl
T W32/Blaster. worm
W32/ Blaster.worm k.
W32 Bropia. worm
W32 Bugbear
M cifee® Shinge : W32/ Bugbear.a.dam
Copwight @ 208l DAT Yersion W32/Eugbear bl data
1000 W2 Bugbear b dam
W2/ Bugbear. gendeibd i
Fiaady td scang /32/Eugbear hiEMM
ughbear@h

Browse

U
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iruz data file +1

Murmber of viruses ICH.E!
W2 Conficker sy
538 W2/ Conficker worm
W2/ Conficker wormlinf
W2/ Canficker warmljob (H
Ready. w32/ Conficker worm.gen.a m
g:‘. W2/ Confickerworm.gen.b
W32/Debarm.warm. ah
W32/ Deborm, warm. gen
W20 oomijuice. worm
W2/ Dumaru ot

[T e B 1 Ao ik

Then simply click the Scan Now button to perform a "full scan" scan for your computer, but notice that it will
take alot of time.

E Stinger E@g

File About

» @ e e
Scan Mow Stop Preferences  List Viruses
Scanning:

Directory:  C:h$Recycle BinkS-1-5-21-2443285683-3334173281-544231 7531000

File:  $R1ZDEPO.Ink

tcafee® Stinger YWersion 10.0.0 432 builk on Jan 9 2009
Copyright & 2008 Mcafee, Inc. All Rights Reserved.

inuz data file +1000 created on Jan 10 2009,
Ready to zcan for 538 viruses, trojans and varnants.

Scan initiated on Sun Mar 23 21:11:53 2009

Scanning.., A




Once completed, you will receive areport with the number of deleted files.

Ih-1|:.-'-‘-.l‘ee*33l Stinger Werzion 10.0.0.482 built onJan 9 2009
Copyright € 2008 Modfes, Inc. All Rightz Rezerved.

iruz data file w1000 created onJan 10 2009,
|Feady to zcan for 538 viruges, trojans and wariants.

Scan intiated on Sun Mar 29 21:11:53 2009
Mumber of clean flles; B5H2143 i
g

Ready.

Thisisasimple tool, athough the interface is not nice but it works very well. It is also not areal replacement for
antivirus programs.

Use an updated Antivirus software

This is one of the most important steps to protect your computer safely. Y ou need to make sure your antivirus
softwareis' enabled ' and working properly. Hereisabrief list of things you should do:

- Make sure your antivirusis set to auto update.
- Make sure the 'real-time' scanning mode is enabled.

- Perform a’'full can' scan (optional but very useful)

D ClamWin Free Antwvirus: Downloading Update... lihj

[ J ClamAV update process starfed at Sun Mar 29 21:23:42 2009

| main.cid is up to date (version: 50. sigs: 500667, fdevel; 38, builder: sven)

! daily.cld is up to date {version: 5180, sigs: 37728, fevel: 41, builder: guitar)
|

Completed

If you are not sure about the antivirus software you are using and don't have the money to buy it, you can try the
freeversion of AVG

Make sure Windows Updatesisturned on
Now go to the most important step: make sure Windows is fully patched and Windows Updates has been
‘enabled’. You cannot protect yourself from worms, viruses or hacker attacks if you are running an up-to-date

version of Windows, not patched.

Open Windows Updates, click " Check for updates " and install every security patch they recommend. Then



click on the Change settingslink .

' (ol
O@v| &« Windows ...

#+ Check for updates @ Windows is up to date =
Change settings

- | “_1 | |5&ar':h

. Mo new updates are
View update h®ory available for your

computer,

And make sure that you have set the update mode to run automatically. Remember, if you are running an
unpatched system, it will cause many problems for yourself.

@Qv“}j « Change se... - ‘ $:, | |$Egrﬁ:.h

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important
updates and install them using these settings. When new updates are available,
you can also install them before shutting down the computer.

Understanding Windows autematic updating

m

|@| (@ Install updates automatically (recommended)

Install new updates:

Every day -|at [300am  ~

7) Download updates but let me choose whether to install them =

() Check for updates but let me choose whether to download and install
them

|@| (7) Mever check for updates (not recommended)

Your computer will be more vulnerable to security threats and
performance problems without the latest updates.

[ ®Wok || cancel

Send natificationsto Microsoft Security Alerts

If you really want to be sure it's protected, you can register alerts from Microsoft when an important patch needs
to be installed. You can also check the current security information at any time by visiting their privacy
information page.



Put Microsoft Security Alerts by Email or RSShere.
How to make surethe patch isinstalled
How do you get your system updated with any patches.

If Windows Update shows that it has been updated, you can check a special patch by clicking " View update
history " "in the left pane.

O@v|{£ « Windows Up...

++ Check for updates

vl*y”s‘earch o

Windows Update with Windows =
Change settings Ultimate Extras L5
View update history )

Restore hida®™y updates I@ Windows is Llp to date

(7) Updates: frequently asked
questions

Mo new updates are available for your
computer.

Thiswill give you along list of each installed update. Looking at the list you will see the update mentioned in
the necessary security holes.

@Qv| &l « View update history - | “y | |Ssar:r’t o

Review your update history

Make sure all important updates have been successfully installed. To remove an update, go to
nstalled Updates.

Troubleshoot problemns with installing updates

Name Status Type Date Installe «
pdate for Windows Vista for «i4-based Systems (KB957200) Success... Recom.. 10/30/2008
recurnty Update for Windows Vista for x64-based Systemns (KB958644) Success... i
pdate for Microsoft Sitveright (KE957938) ‘ Success... Importa.. 10/21/2008

pdate for Microsoft Office Outlook 2007 Junk Email Filker (KB9572... Success.. Importa.. 10/15/2008

pecurty Update for Windows Vista for «fid-based Systems (KB956841) Success... Importa.. 10/15/2008

becurity Update for Windows Vista for x64-based Systems (KB954211) Success.. Importa.. 10/15/2008 -
L 1 L]

Conclude

These steps are essential in protecting your computer from hackers, worms, and viruses, but it is not entirely an
important key to safety. Y ou should remain alert and use common measures: don't download unknown files, use
afirewall, and make sure your email provider scans the virus before opening attachments.



Y ou finished reading the article "Scan and delete dangerous viruses' edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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