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Remove completely navigation Y eabd66. cc in
browsers

Y eabd66. cc is the browser attacker, will set the homepage and search engine on your web browser to http: //
yeabd 66.cc. Basically Y eabd66. cc is hot considered malicious programs by Y eabd66. cc is 'additionally
installed' when you install programs and applications downloaded from the internet.

Y eabd66. cc is the browser attacker, will set the homepage and search engine on your web browser to http:///
yeabd 66.cc. Basically Yeabd66. cc is not considered malicious programs by Yeabd66. cc is ' additionally
installed ' when you install programs and applications downloaded from the internet.

Y eabd66. cc is usually attached on programs, free applications that you download from the Internet. And when
you install the application, this program accidentally installs both Y eabd66. cc without any knowledge.

When Y eabd66 browser attacker. cc isinstalled on your computer, it will redirect you to malicious websites or
websites that contain ads, . to make money for 3rd party Yeabd66. cc uses a series of Registry keys to hijack
your browser even if you have 'cleaned up' shortcuts or changed your homepage settings.

So before you agree to install any software you should ‘pay attention' to the bundled software, such as Y eabd66.
cc. Always choosing custom settings and unchecking any option is not the ‘familiar' option, especially the
optional software that you never want to download and install. In other words, don't install any software that you
don't trust.
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Step 1. Scan your computer with Zemana AntiMalware

Use Zemana AntiMalware to remove dangerous extensions on your browser and other malicious programs on
your computer.

1. Download Zemana AntiMaware to your device and install it.
Download Zemana AntiMaware and install it here.

2. Double-click the file named 'Zemana.AntiMalware.Setup.exe' to install Zemana AntiMalware on your
computer.

A UAC window will appear on the screen, asking if you want to run this program. Click Yes to run Zemana
AntiMalware.

User Account Control

Do you want to allow this app to make
changes to your device?

'\? ZAM

Verified publisher: Zemana Ltd.
File origin: Hard drive on this computer

Click Next and follow the on-screen instructions to install Zemana AntiMalware on your computer.

3. When the Zemana AntiMaware window opens, click the Scan button .
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Drag and drop fles here to scan them

Send Feedbadk

4. Zemana AntiMaware will start scanning your computer for malicious files. Scanning may take up to 10
minutes.

T Zemana AntiMahaare {Free)

Scanning (95%)...

Suspicious Browser Setting
DS Hijack

Scarewars:Winl2/ . callptmicedip

Malware:Win32 Tamacalfkat

5. At the end of the scanning process, Zemana AntiMaware will display a list of al detected malicious
programs. Click the Next button to remove al malicious files from your computer.



T Zemana AntiMabaare (Free)

Harmful objects detected!
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Zemana AntiMalware will remove al malicious files from your computer and will require the system to reboot
to remove all malicious programs.

Step 2: Scan your computer with Malwar ebytes Anti-Malwar e

Mawarebytes Anti-Maware is one of the "powerful” virus scanning applications, using the application to
remove Y eabd66 redirection. cc on your computer.

1. Download Mawarebytes Anti-Malware to your computer and install it.
Download Mawarebytes Anti-Malware to your computer and install it here.

2. After downloading the application, close all programs on your computer, then double-click the Mawarebytes
Anti-Malware icon named mbam-setup to start the Mawarebytes Anti installation process. -Malware.

Now the User Account Control dialog box appears asking if you want to run the file. Y our task isto click Yesto
start the installation process.



User Account Control

Do you want to allow this app to make
changes to your device?

# Malwarebytes Anti-Malware

Verified publisher; Malwarebytes Corporation
File ongin: Downleaded from the Internet

Show more details

3. When the installation process starts, you will see the Mawarebytes Anti-Maware Setup Wizard window
appear with instructions for installing.

]EJ Setup - Malwarebytes Anti-Malware —

Welcome to the Malwarebytes
Anti-Malware Setup Wizard

This will install Malwarebytes Anti-Malware verson 2.2, 1. 1043
on your computer,

It is recommended that you dose all other applications and
temporarly deable your antvirus and firewall before
continuing,

Chck Mext to continue, or Cancel to exit Setup.

Follow the on-screen instructions to install Malwarebytes Anti-Malware.



]%‘ Setup - Malwarebytes Anti-Malware

Completing the Malwarebytes
Anti-Malware Setup Wizard

Setup has finished installing Malwarebytes Anti-Malware on
your computer, The application may be launched by selecting
the instabed icons,

Click Finish to exit Setup,

[] Enable free trisl of Mahvarshytes Anti-Mahvare Premium
[ Launch Malwarebytes Anti-Mahvare

4. After instalation is complete, Mawarebytes Anti-Malware will automatically open and will display a
message saying that you should update the program and perform a scan on your system. To start the scanning
process on the system, click the Scan Now button .

M Pghsmrebs e Anti-baksare Home (Trial] 12,1, 443

Malwaretyte

ANTI-MALWARE

A scan has never been run on your system

License & Makvarebytes Ant-Makware Premam Tral

Datahase Version & 2016.08.16.04

Scan Progress o Next scheduled scon: 81172046 29449 AM

Real-Time Protection & Makvare and Malcious Websie Protecbon enabled

5. Mawarebytes Anti-Malware will begin the process of scanning your computer for malware (malware).




B Maharebytes Ank-Mahware Home (Tris) 22,1043

Malwaretryte

AMNTI- l‘-1.-\1.L1-'V.!\H E

IASHROARD SCAN SETTINGS HISTORY

Threat Scan

Mabsarelyles Misimess prodiscts: SMB Inendly, enlerprise powerlul
Mahwarebytes business products delker the keyered defense necessary mm protec mission-gritical dats and endpoints,

6. After the scanning process is finished, the malware window will be displayed on Mawarebytes Anti-Malware.
To remove programs and malware, click the Remove Selected button.

4 hishamrebebes dnti-Makere Home (Trial) 2.21.9043

Madwarebytr

ANTI-MALWARE ALTTVATE

DASHBOARD SCAan SETTINGS MESTORY

Total Threats Detected: 212

Threat Category Tyoe Location
FUF.Qptional. TidyHetwork Registry Eey HELM\SOFTWAREYW...T EXFLORER\LOW
FUF.Optignal BNSUniocker ACHES Registry Kay HELM\SOFT WARE\W.. . TEMCERTIFICATES

FUF.Ophonal THT2 Registry Valoe HELWM\SYSTEMOUR. CESSVFARAMETERS

Trojan. RS Changer ACMBZ M Regisry Valee  HKLM\SYSTEM\CUR.. CRIF\PARAMET ERS
FUF.Oplional. THT Reqistry Key HEUYE=1-5-21-376...18-1 00015 OFTWARE

FUF.Optional. Tidyhetwork Reqistry Kay HKL\E-1-5-21-375...10- 1000 SOFTWARE
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7. Mawarebytes Anti-Maware will now "clean" all the malicious files and Registry keys found. After the
process of removing malicious files ends, Mawarebytes Anti-Maware will require a reboot of the system to
completely remove the files and malware.

After your computer has finished booting, open Mawarebytes Anti-Maware and you will see the Threat Scan'
display application to confirm there are no malicious files or programs appearing on your computer.

Step 3. Scan the system with HitmanPro

HitmanPro will find and remove maware (malware), adware (adware), bots and other malware.



1. Download HitmanPro to your device and install it.

1. Download HitmanPro (32-bit version) to your device and install it here.
2. Download HitmanPro (64-bit version) to your device and install it here.

2. Double-click the "HitmanPro.exe' file (if using 32-bit win) or the 'HitmanPro_x64.exe' file (if using win 64-
bit) to open the application.

Next, click on Nex t to install HitmanPro on your computer.

& HitmanPro 3.7,14 - Build 265 (64-bit) - b4

SurfRight

HitmanPro

second opinion anti-malware
forensics-based, cloud-assisted

camputer for all forms ¢ ous sof uding viruses,

WIS, Spywale, fake softwane

Click Mewt to scan for malickous software

3. HitmanPro will start scanning your computer to find Y eabd66. cc.



& HitmanPra 3.7.14 - Build 265 (64-bit)

Service_KMS.exe B0 EEED) W Malware

CProgram Files' KMSpice
ovsmon32.exe BN EE & Trajan

C\Program Files (287 Software Guardiamn

gepum.dil W Riskware Delete =

ChUsersiMalwareTips\ippDatailocan Templis SEIFE tmp

InoDil.di & Trojan Quarantine
Chlsers MabwareTips AppDats' L ocal Templis K0 tmp’

gepum.dil & Riskware Dehete
C\Users MalwareTipsApp DELaLO-CaETemphs-0IKO L tmp

1.exe & Riskware Delete
Collsars MabwaraTips\D oy Malware

IncDil.di & Trojan Quarantine =
CilsersiMabwareTips AppData'LocaliTempis-3EIFE tmp

Sexe & Trajan

Chlsers\MabwareTips\Desktap Mahvare

B Riskware Delete =

Identified Threats: 24 ] 45 ttemns

Canced

4. When the process finishes, the screen will display a list of all the malicious programs that the application
finds. Click Next to remove the Y eabd66 redirect. cc.

&2 HitmanPro 3.7.14 - Build 265 (64-bat)
Scan results

Malicious software was detected. Close all applications and click Next to remowe the mal srre, During rem
certain programs may terminate unexpectediy,

Service_KMS.exe EEEIEEES @ Malware Deietew A
COProgram Flles KMSpIco

cvsmon32.exe EEIER @ Trojan

C:\Pro Files [xBE/\Software Guardian

gepuarndil & Riskware
CHUsers\MalwareTips\ApplataiLoanTempis S9EIFE.tmp

IneDlLdll ] Trojan Cuarantine =
CUsers' MahwareTips\AppDatatlocalTemphls D00 tmpy

goptarm.dil @ Riskware Debete =
Chlsers MahwareTips\AppDatatl ocal Templis-0IKC) mp

1.exe W Riskware

Chlsers bahwareTips \Desktop Mahware

Ina D1l o) Trojan Cluarantine =
Chllsers'MahwareTips AppDatailocalTemplls -SEIFE tmp

5808 & Trojan Detete »
Crdsers bahwareTips Deskbop  Mahware'

32,030 & Riskware

5. Click Activate free license to start testing the application within 30 days, and to remove al malicious files on
your computer.



& HitmanPro 3.7.34 - Build 265 (64-bit)

Product Activation

Actnate your copy of HtmanPno to remove malicious softwal

rthe product k i chased HitrmanPro in the f

ct key to this computer

Teld below in format

= Activate free license
This one-timae license i valid for thirty days {'-j

Y HitrmanPro is not activated,

Bctivate

Step 4. Reset your browser to the default setting state

- On Chrome browser:

1. Click on the 3 dash lineicon in the top corner of the screen, select Settings.

Mew tab

Mew window

Mew meognrko window
Histary

Downloads

Bookrnarks




2. Now on the screen appears the Settings window, here you scroll down to find and click Show advanced
settings (show advanced settings).

settings

Settings

search

Persaon 1 {current]

Default browser

The default browser is cume

{_‘

3. On the screen, an advanced installation window of the Chrome browser will appear, here you scroll down to
find Reset browser settings. Next click on Reset browser button.

=/ fsettings

settings

Manage

Reset settings

4. A confirmation window will appear on the screen, your task isto click the Reset button to confirm.



ﬂ Settngs - Reset settings X
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- On Internet Explorer:
To reset Internet Explorer to the default setting, follow the steps below:

1. Open Internet Explorer, then click the jagged icon in the top right corner of the screen, select Internet
Options.

Pt

File

Zoom (100%)
Safety

Add site to Start meny

View downleads
C Manage add-ons

F12 Developer Taol

o to pinmed sites
Compatibility View settings
O ( Iritemet ovzu
Romaéania Aot Interriet Explover

2. At thistime, the Inter net Options window will appear, where you click the Advanced tab, then click Reset .
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3. On the 'Reset Internet Explorer settings window , select '‘Delete personal settings and click the Reset
button .

ws_rd=criiei= g08wliSDiwOKerdd O ~ §

Settings —
» Al I m———— — -
Reset Internet Explorer Settings. s e - 0 g

*®

-k_, Are you sure you want to reset all Internet Explorer 3
=& settitgs? ga pe intermet

Resetting indudes:
* Disable tnobars and add-ons * Advanced options
+ Default web browser sattings + Tabbed browsng settings

= Privacy setfings = Pop-up settings
* Security settings
I [¥] Delete personal settings

Resets home pages, search providers and Accelerators to default
settings, Deletes temporary Internet files, history, cookies, web form
information, ActiveX Filtering data, Tracking Protection data, Do Not
Track dats, and passwords.

You must restart your computer for these changes to take effect.
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4. After the reset process finishes, click the Close button to close the confirmation dialog window. Finally restart
your Internet Explorer again.
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- On Firefox browser:

1. Click the 3 dash lineicon in the top right corner of the screen, then select Help.
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2. On the Help Menu, click Troubleshooting Information .
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If you cannot access the Help menu, enter about: support in the address bar to open the Troubleshooting
information page.

3. Click the 'Refresh Firefox' button in the top right corner of the Troubleshooting Information page.

@ Troubkshooting Informati. = (83

& @ tnetos | aboutsupport

Troubleshooting Information
P Give Firefox a tune up

This page contains techni ion that might be youie trying to salve a prablem. If
you e basking For answers b omimon uesticns sbout Frefos, check oul our suppart ebite
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4. Continue to click the Refresh button Firefox on the confirmation window.



@ Troubleshooting Informati.. = | +

) Firefon | aboutsupport o8B Q9 4+ & B =

Troubleshooting Information

This page contains technical information that might be useful when you're tring to Give Firefox a tune up
sohve 2 problem. If you are looking far answers to comman questions about Firefox,

check out sur support website. — esh Firafox
= = afe Mode
Start fresh to fix problems and restore performance.
This will: tart with Add-ons Disabled
Remove your add-ons and customazstions
Restore your browser settings to their defaults

Copy raw datato clipboard || Cg
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Rg!rshfiislax | cancel

Show Update Hestory

refease

Mozilla/5.0 (Windows NT 6.3; WOWS4: n=35.0) Gecko/20100101 Firefox/39.0
Show Folder

aboutplugms

5. Firefox will automatically close the window and return to the original default installation state. Once
completed, awindow displaying the information will appear. Click Finish.

Refer to some of the following articles:

1. How to remove Trustedsurf.com on Chrome, Firefox and Internet Explorer
1. Rooted Delta Search on Chrome, Firefox and Explorer browsers
1. Instructionsto disable Flash Player on all browsers

Good luck!

Y ou finished reading the article "Remove completely navigation Y eabd66. cc in browsers' edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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