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Quick fix 800 error when connecting VPN on
Windows 10

Error 800 is the most common error that users often encounter in the process of connecting a virtual private
network (VPN). An error means that the server is inaccessible, and configuring the parameters may cause the
error. So how to fix 800 error when connecting VPN on Windows 10, please refer to the following article of
Network Administrator.

Error 800 is the most common error that users often encounter in the process of connecting a virtual private
network (VPN). An error means that the server is inaccessible, and configuring the parameters may cause the
error. So how to fix 800 error when connecting VPN on Windows 10, please refer to the following article of
Network Administrator.

Error 800 occurs because of two main reasons. either because the VPN router configuration isincorrect or
dueto aprogram error on therouter .

1. Check the username (user name), password and server type

Step 1:

Press the Windows + | key combination to open the Settings window, then at the Settings window, click
Network & Internet .

Step 2.

Next on the Network & Internet window, find and click the VPN in the left pane, and this time on the screen of
the window in the right pane will display al Virtual Private Network options.

Step 3:
Click Add a VPN Connection (including to plusicon) and a popup window will appear.
Step 4:

Here you check whether the IP address, username (username) and password are correct or not. If not, edit it and
try connecting again.
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Type of sign-in info

User name (optional)

Step 5
Next, select ' Point to Point Tunneling Protocol (PPTP) ' at the VPN type Menu .
Step 6:

Make sure that the Server name or address box does not include "http:///* and "/".



| Settings — O *

Add a VPN connection

VPN provider

Connection name

Us VPN

Server name or address

usTvpnbook.com

Automatic

L2TP/IPsec with certificate

L2TP/IPsec with pre-shared key

Secure Socket Tunneling Protocol (55TP)
IKEv2

Save Cancel

2. Configure Windows Firewall and Router correctly

Step 1:

Allow the application to communicate on the Windows Firewall for PPTP and connect the virtua private
network you are using. Configure the Firewall Rule if the error steps are executed.

Step 2:
Also alows Router for network Virtual private network (PP) and PPTP.
Step 3.

To avoid errors, a problem occurs when you choose PPTP and TCP Port 1723 and Protocol 47.



3. Customize Firewall Propertiesto fix 800 error when connecting
VPN on Windows 10
Step 1:

Press Windows + X key combination to open Power User Menu, here you click Control Panel then click
Windows Firewall .

Step 2.

On the Windows Firewall window, find and click the Advanced Settings link in the |eft pane.
Step 3.

Click Action from the Dropdown PropertiesMenu .

Step 4.

By default the tab is opened as Domain Profile, but you need to switch to the | Psec Settings tab.
Step 5:

Click Customize on the IPsec Defaults pane.

Step 6:

On the Wizard window, proceed to configure some options carefully:

1. 'Key exchange (Main Mode)' - Advanced
2. 'Data Protection (Quick Mode)' - Advanced
3. 'Authentication method' - Computer Kerberos (V5).



Custarnize IPsec Defaults hod

IPzec will uze these zettings to establizh secured connections when
there are active connection security rules.

YWhen pou uge the default optionz, any settings ina GPO with a higher
precedence are uzed.

F.ep exchange [Main Mode]
() Default [recommended)

Adwvanced Cuztamize. ..

1D ata protection [Quick Mode)
() Default [recommended)

Advanced Cuztomize...

Authentication methad
() Default

() Computer and user [Kerberos W5)

Computer [Ferberas Wh)
() User [Kerberos V5

3 () Advanced
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Q. Cancel

Step 7:
Customize Key Exchange (Main Mode) section is Customize .
Step 8:

In the Security methods section, select 3DES in the Encryption column and then click Remove . Click OK to
close the Customize Advanced key Settings window.



Customize Advanced Key Exchange Settings >

Secunty methods

|Jge the following security methods for key exchange.
Thoze higher in the list are tried first,

Security methods:

Integrity E ncryphion F.ey exchange algorithm
SHAA AES-CBC 128  Diffie-Hellman Group 2 [default) o
Diffie-Hellman Group 2
2
Add.. Edt..
F.ey lifetimes F.ey exchange optionz
Specify when a new key iz generated. If you select [] Us=e Diffie-Hellman for enhanced
both options, a new key iz generated when the firgt gECLty.
threshold iz reached.
Compatible with Windows Vista
and later.
Mirtes: 4802
Sessions: 0=
5
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Step 9.

Do the same, click the Customize option on Data Protection (Quick Mode).

Step 10:

Select " Require Encryption for all connection . This will open the ' Customize Data Protection Settings '
window.

Step 11:

Click on AES-CBC . in the Encryption column and select Remove, then close the dialog box window.



Customize Data Protection Settings =

Data protection settings are used by connection security wiles to pratect network traffic.

f Require encayption for all connection secuity rules that use these setings

Data irtegrity and encrpption

1, Protect data from modification and prasemve confidertislity om the

netwotk wath these integrity and encryption dgorithms.  Those
higher in the list are fried first

D ata integrity and enciyption slgornithms:

Protocol  Irtegrity Ky Lifetime [mirtes/KEB) Protocal — Integrity Encrgption  Key Lifetime ...
SHAA AES-CBC ... B0/100,000

ESP SHA 3DES EDA 00,000

Refer to some of the following articles:

1. Wifi on Windows 10 does not connect after starting from Sleep mode
1. How to delete Wifi saved on Windows 107?

1. How to use Command Prompt to manage wireless networks on Windows 10?

Good luck!

Y ou finished reading the article "Quick fix 800 error when connecting VPN on Windows 10" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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