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Protect yourself against | E security holes

To help you avoid attacks that exploit the newly discovered |E vulnerability, we recommend some tips to help
you protect your data safely.

Network Administration - Like many other 1E users, you've probably heard the phrase 'Security vulnerability
in [E'! However, thisis a completely new security hole, with this security vulnerability, a malicious website can
take advantage of it to access data files on your computer. To help you avoid attacks that exploit this
vulnerability, we recommend some tips to help you protect your data safely.

|E vulnerability threatens Windows X P users

Note that these tips are only useful for 1E security vulnerabilities.

Make sureyour Protected Mode protection is enabled
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As with most |E security vulnerabilities, if you are running Windows 7 or Vista, you need to enable Protected
Mode, which will run Internet Explorer in a sandbox - to protect you from pages. Web malicious code (though
not all).

Go to Internet Options-> Security tab and check the checkbox to activate this mode.
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Select a zone to view or change security settings.
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Local intranet  Trusted sites  Restricted

sites

Internet

: . . Sites
q This zone is for Internet websites,

except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
== - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode {requires restarting Internet Explorer)

Custom level... Default level

Set up ActiveX Controlsin prompt mode (or disable them)

If you drag the dlider in the image above to High, you will disable ActiveX Controls, not allowing it to
automatically run.



Select a zone to view or change security settings.
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Internet

Site
@ This zone is for Internet websites, i
except those listed in trusted and

restricted zones.,

Security level for this zone
Allowed levels for this zone: Medium to High

] High
- Appropriate iehsites that might have harmful
content
- Maximum safeguards
- Less secure features are disabled

Enable Protected Mode (requires restarting Internet Explarer)

[ Custom level. .. ” Default level ]

The undesirable side effect is that you will be prompted more when accessing sites that use ActiveX Controls.
Microsoft encourages you to add sites that you really trust to your Trusted Sites list . and make sure to clear the
'Require https checkbox at the bottom.

To add a site to the Trusted Sites, click the Trusted Sites icon shown in the image above, then click the Sites
button, type the website URL , and then click the Add button.
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You can add and remove websites from this zone, All websites in
v this zone will use the zone's security settings.

Add this website to the zone:

http:/ A howtogeek.com

Websites:

Remove

[ Require server verification (https:) for all sites in this zone

Close

Disable unnecessary plugins

Open Tools -> Manage Add-ons from the IE menu, then change in the drop-down menu under ' Show "to ' All
add-ons . You will then see a list of al the add-ons that are currently enabled, so we can begin to disable
unnecessary add-ons.
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Here, you will have afairly large list of add-ons and can start disabling them by clicking on them, then clicking
Disable . Important note here: Adobe Reader seems to have another security vulnerability and if you don't really
need Java support, you can disableit.



Manage Add-ons

View and manage your Internet Explorer add-ons
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Fame Publiher - Status
T (MNot verfied) Array Metworks, Inc,
ArVPHAX Cantial (Mot venfied) Array Met...  Emabled
(Mot verdied) Google Inc
Google Gears Helper (Nt verified) Google Inc.  Enabled
Adobe Systems, Incorporated
[ron Mowntain Inc
Browserlitility Clazs Ircn Mountain Inc Enabled
Micreselft Carporation
) Research Macrosoft Corporation Enabled
Al add-ons x| | - phan—n . - " 1a s
Adobe PDF Link Helper
Adaobe Systems, Incornparated
930148 ype Browser Helper Object
Search for this add-on via default search provider
Mere infeamation
Find more toalbars and extensions..

Learn more about toolbars and extensions

Enabie

Close

Use Microsoft Fixlt to fix the problem

workarounds, see the security advisory .

Enable Network Protocol Lockdown Disable Network Protocol Lockdown

. Microsoft*®
- -
Fix it
Fix this problem
Microsoft Fix it 50366

Fix this problem
Microsoft Fix it 50365

My general principle is to disable what is not needed, or can disable all then re-enable add-ons that you feel
really need. Disabling add-ons is the fastest way to make |E run faster.

One of the best thingsis that Microsoft has recently provided the 'Fix it' feature on their support site - with some
problems, you can launch the Microsoft utility and let it solve the problem yourself. yours.

However, in this case, you can use Internet Fix to activate Network Protocol Lockdown. You can click on the
image below to access the Microsoft site:

Y ou finished reading the article "Protect your self against | E security holes' edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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