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Protect system fileswith UAC Virtualization - Part 1

Inthisarticle, I will show you how to use User Account Control Virtualization to protect the system.

Derek Melber

Network administration - When a user standardizes on a Windows-based compuiter, it's also time for some
actions to be protected. This protection is not always successful because some versions of Windows do not
protect the system as well as everyone expected . Protected actions are changes or writes to system folders and
Registry locations. This is absolutely necessary to protect the stability and security of the entire operating
system. In this regard, Windows Vista has provided a great solution to help us protect these system areas. Vista
uses User Account Control and Virtualization to do so. In this article, 1 will show you how UAC uses
Virtualization to protect the system.

Summary of the history of enterprise application behavior

The Program Files folder (installed at C: Program Files, or still written as% ProgramFiles%) is where most LOB
applications (business streams) store executable files for applications. In most cases, the settings for the LOB
application are stored in HKEY _LOCAL_MACHINESoftware in the Registry. Both of these locations are
protected by the operating system by only allowing the system and administrators to have access and write
access, and users can read and access at the execution level.

Enterprise stream applications need to be designed to be able to write to specific user application data
directories, which will be placed in the user profile. Usualy it is C: UsersAppData or % AppData% . If any
settings need to be saved, these settings should be placed in the Registry at HKEY _CURRENT_USERSoftware .
Both of these locations are created on one user and are protected by only allowing users who have access to the
datato record and change.

However, many enterprise applications are not designed to work that way but instead they are designed to store
user data in % ProgramFiles% and HKEY _LOCAL_MACHINESoftware . However, standard users do not have
write access to these location locations, location can make many companies can add standard users to the local
administrative group to run these applications. Obviously, that is really not safe at all, because users can change
anything on their computer.

UAC Virtualization

Because enterprise line applications cannot be changed easily and users still have to run these applications, Vista
therefore uses another method to fix this problem. Inside Vista, UAC adds the file system and namespace
virtualization feature of the Registry. UAC will virtualize legacy applications and allow standard users to keep a
'standard user', but can still run the application. The inheritance definition in this case includes 32-bit processes,
does not run with administrator privileges, does not include the manifest files of Windows Vista. If a certain
process or a certain member does not meet the necessary conditions, it will not be processed virtualy. In
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addition, the following operations and operations are al so not:

o Default Vista applications

o Executable fileswith extensions like .EXE, .BAT, .VBS and .SCR. Y ou can add exceptions to extensions
in HKLMSystemCurrentContr ol SetSer vicesL uafvPar ameter sExcludedExtensionsAdd .

e 64-hit applications and processes

o Applications with directive execution of their executable's Execution Level, like most Vista
implementations.

e Processes or applications running with administrator rights.

e Applicationsrunin kernel mode

¢ Activities do not originate from an interactive login session, like file sharing.

o Applications that modify the registry key have been marked with the' Don't_Virtualize registry ' flag.

Virtualization of file system and Registry is not widely implemented. It is limited to some locations, which is
necessary for the operating system to run and keep them safe. This is an amost complete list of virtualized
locations:

e Program Files and subfolders

Program Files (x86) on 64-bit systems

Windows and all subfolders, including System32

Users% AllUsersProfile% ProgramData
e Documents and Settings (symbolic link)
o HKLMSoftware

Verify UAC Virtualization

When an action is virtualized, its content will be saved in the user profile as we mentioned above. However, do
you know how the information is virtualized? Depending on what content is virtualized, there will be
instructions within the different interfaces to help you see this.

The first directive that we introduce to you is within Windows Explorer. Depending on the directory and which
files are virtualized, you will see additiona menu options inside Windows Explorer. Figure 1 shows what
Windows Explorer looks like and when you have virtual filesin the C. Windows folder.



B ———————————u —————— =
@Qvl 4 % Local Disk (C:) » Windows » - ]47| [ Secrh .D'
File Edit View Tools Help ———— —
Name Date modified Type o
_ J, addins 11/2/2006 5:35 AN File Folder
& Documents
Ee ). AppPatch 1/22/2008 713 PM  File Folder
s J| assembly 5/18/20089:57 AM  File
B Music J: Boot 11/2/2006 418 AM  File Folder
I More » .. Branding 11/2/2006 5:35 AM  File Folder
b Foldens v | Bcsc 1/21/200812:27 PM  File Folder
L Public = o Cursers 11/2/2006 5:35 AM  File Folder
- Compit )\ Debug 1/22/20085:54 AM  File Folder
i 5 Floppy Disk Drive (A3 J. Digitallocker 11/2/2006 541 AM  File Foider
= PRy : Rrentnaded Inctallatin T 7TNNR GO0 DM File Enidar -
s Local Disk (C:) = 15 »

Figure 1. The highlighted red box indicates that these are virtual processed files

Compatibility file options ' Compatibility Files ' in Windows Explorer only appear when virtuaized files are
processed and this new menu option appears only for folders with virtua files and virtual folders.

When the option Compatibility Files is selected, it will direct the Windows Explorer window to the virtualized
files and the folder containing it. Figure 2 will show what is inside the problem of virtualizing these files as well

asthedirectoriesiniit.
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Figure 2: Options menu of compatible files saved in the VirtuaStore folder

As you can see, the menu option of compatible files opens in the VirtualStore folder, this is the folder that is
located in the user's profile. Asyou can seein Figure 2, its name is AppDataVirtual Store .

Conclude

Perhaps we al know that applications built to run on Windows computers are also very difficult. The main
reason for that is that the applications write to protected system files, folders and Registry locations. However,
for Windows, it requires users to obtain local administrator privileges or must be set appropriately. Placing user
accounts into the local administrators group to allow users to successfully run their applications is not a good
solution at all. Depending on how the application is designed, the UAC virtualization of files and Registry is a
great solution. Registry files and entries will be virtualized, by placing themselves in the user's personal profile.
This method helps Windows protect the system, the network and still allow users to run their applications.

Y ou finished reading the article "Protect system fileswith UAC Virtualization - Part 1" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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