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Privacy risks on Chromebooksthat users often
overlook.

Chromebooks are secure, but not perfect. Here are five privacy 'traps that many users often overlook, from
location tracking and file sharing to app permissions and Googl€'s data collection.

Chromebooks have long been considered a lightweight, easy-to-use computer with fairly good security.
Therefore, they are often chosen by students or those who only need a basic device. However, no platform is
absolutely perfect in terms of privacy, and ChromeOS also has some hidden risks that users easily overlook.

One of the most common issues lies in location access permissions. Previously, ChromeOS almost exclusively
allowed users to turn location services on or off, unlike Android, where each app has its own permissions. If
you're using a Chromebook that's no longer receiving updates, even if you turn off system-wide location
services, some apps may still be secretly collecting your location. In this case, you'd have to check each app
individually and turn it on or off as needed, although the results aren't always fool proof. In the latest version of
ChromeQS, users can manage location permissions on an app-by-app basis, but it's still necessary to spend time
reviewing the entire app list to configure it appropriately.
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Only system services can use your location. However, your location
may still be visible to apps and websites through your IP address.
Learn more

O off

Mothing can use your location. However, your location may still be
visible to apps and websites through your IP address. Learn more
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Another feature to watch out for is Nearby Share (Quick Share) —afile transfer tool similar to AirDrop. While
convenient, it also posesrisksif the device visibility settings for receiving files aren't configured correctly. Some
devices default to 'Contacts,' but many leave it as 'Everyone," making the Chromebook visible to anyone nearby.
Some newer models have removed the 'Everyone' option, leaving only 'My Devices," 'Contacts,’ and 'Hidden."' In
practice, 'My Devices is usualy the safest and most appropriate. ‘Contacts sounds fine, but many people's
Google contacts contain countless addresses accumulated over the years, leading to the risk of unintentional
information leaks.



Device visibility
Select who can share with you

2 Contacts [ & Your devices J A Hidden

Only devices that are signed in to can share with this device. You won't need to approve

sharing between your devices.

[/ Manage contacts Cancel

Furthermore, background data synchronization and activities related to your Google account are unavoidable
aspects of using a Chromebook. Upon logging in, the device triggers a series of tasks such asWeb & App
Activity, location history, Y ouTube activity, and various other data collection methods. Users cannot completely
disable these, but can reduce their usage by going to 'Privacy controls' in Settings, where options are available to
stop sending diagnostic data and turn off content suggestions. Additionally, managing permissions for individual
apps — especially those related to tracking and synchronization —is crucial.

Mute nudge
You'll get notified if you talk while your mic is muted when using certain apps, like video chat apps. Audio never leaves your device. Learn a»

Send diagnostic and usage data
Help improve Chrome and Chrome OS features and performance by automatically sending crash reports as well as diagnostic and usage data ()

to Google.

Get content recommendations
See suggestions for new apps and web content in Launcher and search results. 5
sage data to ChromeOS.

statistics to improve suggestions only if you have @

chosen to send crash reports and diagnostics ai

Some Chromebooks even have a camera tracking feature that automatically locks the screen when you leave —
very useful for students or forgetful people. However, if you can manually lock your device (using the
Search/Launcher key + L), disabling this feature is safer. Also, if your laptop has awebcam cover, you should
useit. Similarly, enabling 'Hey Googl€' to activate the Assistant using voice commands means the microphoneis
always active. On laptops, thisisn't as necessary as on smartphones, as you always have shortcuts to quickly
access the function menu.

Finally, there's the issue of 'access permissions expanding over time'. Setting permissions once isn't enough; each
app or operating system update can change the settings. Therefore, you should periodically check which apps are
using your camera, microphone, location, or other sensitive permissions. If an app doesn't need these
permissions but keeps enabling them, it's best to remove the app entirely. Privacy isn't something you set once
and for all —it'sahabit, and starting with the Chromebook right in front of you is a good beginning.



Y ou finished reading the article "Privacy risks on Chromebooks that users often overlook." edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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