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Power Shell and everything you need to know about
It

What is PowerShell? Microsoft PowerShell is acommand line utility and scripting language that is a powerful
tool for administrators that helps you automate a wide range of computer and network tasks.

What is Power Shell?

Microsoft PowerShell is acommand line utility and scripting language that is a powerful tool for administrators
that helps you automate a wide range of computer and network tasks. PowerShell contains Command Prompt
components and is built on the .NET framework. If you are learning about network administration, then you
need to know that PowerShell isthe tool chosen by information technology administrators to manage large
networks.

Learning how to use PowerShell will help simplify many tedious daily tasks. Y ou can also make system-wide
changes over the network without having to make individual adjustments to each server. PowerShell is becoming
an essential part of running hybrid cloud environments.

PowerShell has many different uses to help you work more optimally and keep your network running efficiently.
The most basic usesinclude: scheduling daily updates on systems, generating reports for current processes,
cyclical services, and more. It's true that many of these tasks can be done through the GUI, but the point of
PowerShell is to do them faster.

If you have aregular maintenance task that takes afew minutes to set up, you can script the same functionsin a
single command, named on PowerShell. So, next time, you just need to open that script and it will runin the
background. Mastering PowerShell's scripting logic, understanding how objects and vars (variables) work, and
deploying it intelligently across your network will make you wonder why you didn't use PowerShell sooner.

This tutorial will cover the basics of PowerShell, helping those new to IT, especialy if you are familiar with
Windows Command Prompt. The article will introduce how to use basic tools and commands, how to
manipulate files and folders, understand objects, use variables, and manage remote servers.

A brief history of Windows command-line utilities

After the advent of Windows NT, CMD.EXE became the command line utility for Windows. Although
CMD.EXE inherits some components of its DOS predecessor (COMMAN.COM), it is still based on arather
‘primitive’ scripting language: using Windows Command files (CMD and .BAT ). The addition of Windows
Scripting Host and the VB Script and JScript languages ??has significantly enhanced the scripting capabilities of
the utility.
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These technologies are afairly balanced combination of advanced command line utilities and scripting
environments. Actually, the issue of how many CMD.EXE, .CMD and Windows Scripting Host files can be
manipulated is not areal concern. What makes people complain and worry the most is completing some
seemingly simple tasks.

Using a'framework’ of scripting and command line tools, any moderately compiled script requires a combination
of batch commands, Windows Scripting Host and standalone executions. Each script uses different conventions
for executing and requesting, parsing, and returning data.

Weak variable support in CMD.EXE, inconsistent interfaces, and limited access to Windows settings, combined
with another weakness, make command-line scripting more difficult to deploy and use . Y ou will probably
immediately wonder what '‘another weakness' is here? Please tell methat it is plain text. In these technologies,
everything isin text format. The output of acommand or script istext and must be parsed and reformatted to act
as input for the next command. Thisis the basic starting point that PowerShell takes from al traditional utilities.

I ntroducing Power Shell tools, commands, and modules

The three concepts introduced in this section are just the very basics to understanding the key concepts that form
the foundation of PowerShell. Y ou will need to spend more time to learn and master more advanced concepts
when approaching PowerShell commands.

Power Shell Tools

PowerShell isinstalled by default in Windows 10, Windows 7, Windows Server 2008 R2, and later versions of
Windows. New versions of PowerShell add many new features and "cmdlets' (Microsoft's term for PowerShell
commands - pronounced "command-lets*') and are installed using the corresponding version of Windows
Management Framework (WMF). ).

Currently WMF 5.1 isthe latest version recommended for use. In some cases, some new features depend on the
operating system in addition to the WMF version. For example, Windows 8 and Windows Server 2012 support
the Test-NetConnection cmdlet, which allows you to test a connection to a specific TCP/IP port, but this cmdlet
is not available in Windows 7 even when running the latest version of WMF .

On most Windows systems, users will have two PowerShell environments available, PowerShell console and
PowerShell I SE (Integrated Scripting Environment). The PowerShell console appears just like the traditional
command line, but with all the full functionality of PowerShell behind it. Variable names, loops, command
autocompletion, and piping are available from the PowerShell console.

For deeper uses (like building scripts), PowerShell ISE provides command autocompl etion, code highlighting,
and Microsoft Intellisense code completion to assist you in creating and testing PowerShell code. PowerShell
| SE also alows you to work with multiple PowerShell scripts simultaneously using tabbed navigation.

cmdletsin Power Shell

The foundation of PowerShell commands is cmdlets. Microsoft implemented several design strategies when
creating cmdlets in PowerShell.

Thefirst isthe ability to easily infer cmdlet names, or at least make them more discoverable. PowerShell
commands or cmdlets are also designed to be easier to use, with standardized syntax, making it easier to create



scripts from the command line interface.

The cmdlet uses the Verb-Noun (verb - noun) format as in Get-Service, Stop-Service, or Import-Csv. The verb
part of the cmdlet's name will indicate the action performed on the noun. Typically, cmdlets used to get
information will have the verb Get in the name, for example Get-Pr ocess or Get-Content . The command used
to edit something usually starts with the verb Set , to add a new entity somewhere it usually starts with Add or
New .

Second, commonly used parameters in PowerShell are also named in a standardized way. For example, the -
Computer Name parameter allows the cmdlet to be executed on one or more remote computers. -Credential is
used to provide a credential object, containing the user's credentials, to run the command as a specific user.

M odulesin Power Shell

Y ou can use alias for both cmdlets and parameters to save keystrokes, shortening the overall length of the
command (very useful when you combine multiple commands together). Although these aliases do not aways
use standard naming conventions, they still reflect traditional command-line utilities.

In PowerShell, aliases like DIR, CD, DEL, and CL S correspond to the cmdlets Get-Childitem, Set-L ocation,
Remove-Item, and Clear-Host respectively. Parameter aliases can work in two ways:. they can use an dias
predefined by the cmdlet, or they can be aliased by entering enough characters to produce a unique match
between the parameters specified. cmdlet support.

Manage files and folders

Most system administrators have to manipulate files and folders during their work, which can be moving folders
to another location on the server, storing log files or searching for files. big. In cases where the same operations
are repeated across multiple files, using PowerShell to automate them will be an effective time-saving solution.

To find files and folders, one of the first command line tools that administrators would learn in old computers
was the dir command. Dir will list files and directories contained in the specified directory.

PowerShell has a similar command in the form of the Get-Childltem Cmdlet . Get-Childitem allows you to
quickly build alist of filesin adirectory in such away that you can operate on this file through a pipe command
or assign the output to avariable.

Get-ChildItem can be used simply by providing a path, through the pipeline, using the -Path parameter or
immediately after the cmdlet name. To adjust the response returned by Get-Childitem, it is necessary to consider
several parameters made available by the cmdlet.

The -Filter parameter is one way you can search for files. By default, Get-Childitem only returns direct children
of thetarget folder. This functionality can be extended by using -Recurse , which recursively searches for
directories contained in the current directory.

In PowerShell 4.0 Get-Childitem added the ability to limit results to files or directories using the —File or
—Directory switch . Previous versions of PowerShell had to pass the result to Where-Object, filtering on the
PSIsContainer property to make this determination. Examples of both techniques used to return directories
contained in C:Users are shown here:

Get-Childltem C. Users -Directory Get-Childltem C. Users | Were-Cbject {$ . PSI sCol



To detect hidden or system files, use -Force . Get-Childitem in PowerShell 4.0 and later can also be used to
return only hidden, read-only, or system files using -Hidden, -ReadOnly , and —System respectively. Similar
functionality could be achieved in previous versions by filtering the Mode property with Where-Object:

Get-Childltem C Users | Wiere-Cbject {$_.Mde -like '*R*'}
Check if thefile exists

Usually when working with files, all we need to know is whether the file exists or whether the directory pathis
valid. PowerShell provides acmdlet to do thisin the form of Test-Path, which returns true or false.

Test-Path is used as a preventative step before attempting to copy or delete specific files.
Copy, move and deletefiles

Copy-Item: Copies one or more files or folders from alocation, specified by the -Path parameter, to the location
specified by the -Destination option.

Move-ltem: Movefilesor folders.

When directory structures are being copied or moved, -Recurse should be used for the cmdlet to take action on
the directory and its contents. In some cases, -Forceis needed , such as when aread-only fileis overwritten by a
copy operation.

Remove-ltem: Delete files and folders.

-Force switch should be used when encountering file or read-only and -Recur se should be used when deleting a
directory and its contents.

Use Power Shell -Whatlf and -Confirm

Before performing a serious, mass deletion of something, use -Whatlf . -Whatlf alows you to see what will
happen if you run a script or command, does it have any potential negative impact of deleting important business
data. It's also important to note that -Whatlf is not limited to file operations, it iswidely used in PowerShell.

For scripts that you intend to run manually, or worse, have dependent commands that run manually, consider
using -Confirm. This allows you to request user interaction before the activity actually takes place.

Power Shell Script = Batch Fileson Steroids

PowerShell itself iswritten in the .NET language and is based primarily on the .NET Framework. Therefore,
PowerShell is designed as an object-oriented utility and scripting language. Everything in PowerShell is
considered an object with full functionality of the NET Framework. A command that exposes a collection of
objects that can be used using the properties and methods of that object type. When you want to pipe the output
of one command to another command, PowerShell actually passes the object, not just the text output of the first
command line. This gives the next command full access to all properties and methods of the object in the
pipeline.

Treating everything as an object and the ability to pass objects between commands is a major change in theory
for command line utilities. That said, PowerShell still works like atraditional shell daemon. Commands, scripts,
and executables can be typed and run from the command line and the results are displayed in text format.



Windows .CMD and .BAT files, VBScripts, JScripts and executables that work inside CMD.EXE, al till runin
PowerShell. However, because they are not object-oriented, they do not have full access to the objects created
and used in PowerShell. These legacy scripts and executables will still treat everything as text, but you can
combine PowerShell with anumber of other technologies. Thisis very important if you want to start using
PowerShell with a collection of existing scripts but cannot convert them al at once.

Explanation of Power Shell parameters

Cmdlets can accept parameters to change their behavior. When running a Cmdlet or function, you can provide
parameter values 7o specify what, when, where, and how each PowerShell command runs.

For example, Get-Process will get and list all active processesin your operating system:

PS C:\Users\jricm> Get-Process

Handles NPM(K) WS(K) CPU(s) SI ProcessName

0 aesm_service
169 10808 3 0@ AggregatorHost
su4 3| 39744 1 ApplicationFrameHost
599 3 21536 . 0 audiodg
229 15996 o 8 1 backgroundTaskHost
179 1652 1 backgroundTaskHost
375 3 141264 =3 1 chrome
902 3 152980 190768 1 chrome
305 116904 153272 1 chrome

But what if you just want to get a specific progress? Y ou can do so using parameters. For example, to get al
Slack processes, you can use the Name parameter with the Get-Process Cmdlet:

Get - Process - Name Sl ack

Y ou will then only see processes named "slack™:

PS C:\Users\jricm> Get-Process Slack

PM(K) WS(K) s Id

640

11420 31824 o 708

105428 139604 =3 868 1 slack
14556 45452 & 2288 1 slack
208300 272072 .13 3016 1 slack

Tip : Some parameters are "positional” which means their names are optional. In this case, Get-Process -Name
Slack and Get-Process Slack both perform the same task.

Each Cmdlet will accept different types of parameters. Use the Get-Help command to view the Cmdlet's
accepted parametersin the SYNTAX section.

Get-Hel p Get-Process

You will seealist of all possible ways you can run the given Cmdlet:



PS C:\Users\jricm> Get-Help Get-Process

NAME
Get-Process

SYNTAX
Get-Process [[-Name] <string[]>] [-ComputerName <string[]>] [-Module] [-FileVersionInfo] [<CommonParameters>]

Get-Process [[-Name] <string[]>] -IncludeUserName [<CommonParameters>]
Get-Process -Id <int[]> -IncludeUserName [<CommonParameters>]

Get-Process -Id <int[]> [-ComputerName <string[]>] [-Module] [-FileVersionInfo] [<CommonParameters>]

Get-Process -InputObject <Process[]> -IncludeUserName [<CommonParameters>]

Get-Process -InputObject <Process[]> [-ComputerName <string[]>] [-Module] [-FileVersionInfo]
[<CommonParameters>]

In this case, the Get-Process Cmdlet accepts parameters such as Name, 1d, Computer Name, M odule,
FileVersionlnfo and other common parameters. The symbols here mean:

Symbol Name Meaning
Drum The parameter does not accept input
- Hyphen Specifies the parameter name
> Angled brackets|Placeholder for text
(] Parentheses The parameter can accept one or more values
{} Angled brackets| The parameter accepts a set of values

Parameters accept a set of values ??that will indicate the type of datathey require, such as string, integer,
boolean, or DateTime. For example, the following command:

Get - Process [[-Nange]
]

. means that the Name parameter accepts one or more string values, while this command:

Get -Process -1d

. means that the 1d parameter accepts one or more integer values.

The previous Get-Process exampl e used the Name parameter to narrow the results. However, if you want to
narrow it down to a more specific process, you can use the | D parameter , which requires an integer as stated in
its syntax.

Get - Process -1d 3016



Then you will see only one processin the list:

> Get-Process 3016

WS(K) CPU(s) Id SI Process Name

17.53 3016 1 slack

Create pipéeline

PowerShell treats all data as objects. To build a script, these objects run through a series of Cmdlets or functions
connected by the pipe symbol (]). Choosing the right Cmdlets and connecting them in the right sequence using a
pipeline isimportant for an efficient script.

Suppose you are creating a script to sort and display the 5 files that take up the most storage space in afolder.
There are more powerful waysto create file sorting scripts, but the following simple one is easy to understand:

Sort-LargeFiles.psl

@

Format-Table
ﬁ Auto-Size

- /\ D%D VR

Sort-Object

B —

To do thisin PowerShell, use a pipeline that looks something like this:
Get-Childlitem-Path "C.Directory" -File | Sort-Qbject Length -Descending = | Sel

Savethe pipeline asa PS1 script

Now that we have aworking pipeline, you can save it as a PS1 script file so you don't have to import it every
timeyou useit.

The simplest way to create a PS1 file is to paste your script into Notepad and save the file with the .psl
extension.

o 5%
Sort-LargeFiles.ps1 X +

File  Edit  View €3

[Get-ChildItem -Path "C:\Users\jricm\OneDrive\Desktop\Portfolio\3D Assets" -File | Sort-Object Length -Descending | Select-Object -
First 3 | Format-Table Name, Length -AutdSize

After creating the PS1 file, you can use it in PowerShell by running ./ScriptName.psl :



Install the latest Pow eatures and impr a.ms/PSWindows
PS C:\Users\jricm> ./Sort-LargeFiles.psl

Name

2D Large Plot Of Grass.skp 6158056
24-grass.rar 5650120
10439_Corn_Field_v1_L3.123c80b91965-ab50-Udd0-8508-38U7dcdOc8Ue.zip 1286814

PS C:\Users\jricm> |

Tip : If you get permission errors, the quickest fix is ?2to run PowerShell with admin rights when running your
script.

Congratulations! Y ou can now create PowerShell PS1 scripts.

Example of a Power Shell Script

Reading and understanding the wonders of new technology is one thing, but examining and using it is another!
In the remainder of thisarticle, we will develop a PowerShell script to demonstrate its capabilities and uses.

DIR isone of the most common commands in CMD.EXE. This command outputs all files and subfolders
contained in a parent folder (as shown in Figure 1). Along with the name of each object, the information
provided also includes the date and time of the last update and the size of each file. DIR also displays the
aggregate size of al filesin the folder, as well asthe total number of files and total subfolders.

Figure 1

Running DIR in PowerShell also produces adirectory listing like Figure 2, but it's alittle different. PowerShell
does not have a DIR command but instead has Get-Childitem, which also performs the same function. In
PowerShell, DIR isan dlias for Get-Childitem. | do not intend to go into detail about aliasesin thisarticle. You
can think of DIR in PowerShell as an abbreviation for Get-Childltem.

DIR in PowerShell provides much of the same information as mentioned above: alist of files and folders, the
date and time of the last update and the size of each file. However, it lacks the summary information that DIR in
CMD.EXE provides: total size of all filesin the folder, total number of files and total number of subfolders.



& PowerShell
P5 C:\Test > DIR

Directory: Microsoft.PowerShell.Core\FileSystem::C:\Test

LastWriteTime Length Mame

01d Documents

Figure 2

For the example scenario, you will need to create a PowerShell script that simulates the CMD.EXE DIR
command. Below | will explain the most essential parts of a script.

DIR.PS1: Header

A PowerShell script includes PowerShell commands in a plain text file with the .PS1 extension. Instead of DIR,
you will use atext file called DIR.PSL.

To run the script, type the following command at the PowerShell screen:
.DIR PS1 X: Fol der
Where X isthe drive partition letter (like C, D, E) and Folder is the folder name.

If you want to know some information about drive partitions, you will have to use Windows Management
Instrumentation (WMI). Details about WMI are beyond the scope of this article so we will not discuss them here.
But the PowerShell code below is quite easy to understand without needing WMI's help. Y ou can create a
‘$filter' variable to use with the Get-WmiObject command. Thisfilter variable tells the Get-WmiObject
command that you only want information about a specific drive. The results of the Get-WmiObject command are
stored in avariable called $vollnfo. Remember, in PowerShell everything is an object; $volinfo isnow also a
result object returned from Get-WmiObject.

$filter = "DevicelD="" + $drive + ":'" $volInfo = Get-Wr Object -C ass Wn32_L

Y ou can now access al the objects and methods associated with the object. The serial number of the drive
partition can be accessed through the V olumeSerialNumber property. The returned information is an 8-character
string of numbers. But usually you want to format it as four separate numbers, separated by a hyphen. can be
done similarly asin the line below. The hyphen at the end of thefirst lineis the line continuation character in
PowerShell. It basically just tells PowerShell that the line doesn't break but includes the next line. Line
separation is not necessary when writing code, but to reduce the width and make the code easier to read, you
should do so.

$serial = $vol I nfo. Vol uneSeri al Nunber. SubString(0, 4) + "-" + ° $vol I nfo. Vol uneS

Now that you have a $vollnfo object, you can write the DIR header information to the screen. If the drive has no
name, the text written to the screen will be dlightly different than if the drive has aname. A simple If-Else



statement is used to check whether the VolumeName property is an empty string or not. The Write-Host
command is used to write each line of command to the screen.

I f ($vol Info.VolunmeNanme -eq "") { Wite-Host (" Volume in drive " + $drive + " h

The' "n' character at the beginning and end of the Write-Host command is used to insert new lines before and
after text. The Write-Host command adds a newline to the end of each line. So the effect of ' 'n ' isto create
blank lines before and after the line of text.

Did you notice the'-eq' in the If statement? It's an equality comparison operator. The table below shows you all
the comparison operators.

-eq, -ieq/Compare equals

-ne, -ineComparison is not equal

-gt, -igt |Greater comparison

-ge, -igeCompare greater than or equal
-It, -ilt |Compare smaller

-le, -ile |Compare less than or equal

The -i character in front of comparison operators indicates that the operator is case-insensitive.

Directory of C:\Test

PS5 C:\Test = _

Figure 3: Output of the script you currently have
DIR.PSL: List of files/folders

Now you're ready to display the contents and properties of thisfolder. The first thing to do is call the PowerShell
Get-Childltem command to get the set of files and passit to the script as a parameter. The Get-Childlitem
command will retrieve a collection of file and folder objects, not just the names but also pipe these objects
directly into the Sort-Object command to sort them. By default, the Sort-Object command will sort objects based
on the Name attribute. So you don't need to describe any other parameters. The sorted collection of objectsis
then stored in a variable named $items.

$itens = Get-Childltem $args[0] | Sort-Object

Once you have a set of file and folder objects, you need to iterate over them and display the appropriate features.
The command used for this is ForEach. For each file or folder, the displayed characteristics will be the date and
time of the last update, name, length or file size. The strange thing that looks like strings of charactersinside
parentheses isthe .NET string format code. They are used to left/right align fields and format dates, times, and
numbers. Understanding these string format codes is not very important, because they are not essential to the
nature of this script.



The If statement is where you determine whether any object isadirectory or not. If the first character of the
Mode attribute is 'd', the object is a directory. Y ou need to double check because the code written for directories
is often different from the code written for files.

Notice the $totalDirs++ line inside the If statement. Thisis the counter responsible for keeping track of directory
numbers. Similarly, there is a $total Files variable that is used to track the total size of all files. These values ??
are aways calculated during execution. But they are only displayed when the file listing process is finished.

ForEach ($i In $Sitens) { $date = "{0, -20: M dd/yyyy hh:mmtt}" -f $i.LastWiteTi

cuments
nstructions. txt

Figure 4: Displaying the output data of the updated script.
DIR.PS1: Footer

The only thing left isto write on the screen the total number of files, folders, total size of all files and free space
on this drive partition. To do this you will need to use the counter variables ($total Files, $totalDirs, $total Size)
created in the previous section. Y ou can know the amount of free space from the $vollnfo variable created at the
beginning of the script.

Wite-Host ("{0, 16:NO}" -f S$totalFiles + " File(s)" +  "{0, 15:NO}" -f S$total S

98 computers.txt

dir.psl

ructions.txt

Figure 5: Complete display of the script's output data.

Enhanced forecasts and capabilities are possible



Although the script you create produces nearly identical output to the CMD.EXE DIR command, there are some
predictions you need to be aware of and some enhancements that can be made.

1. Thisscript does not perform any error checking.

2. If avalid path is not included in the script, the script will crash with a PowerShell error message.

3. Thetotal number of folders given in the script is 2 less than the result from the CMD.EXE DIR command
because the Get-Childitem command does not count the two "' folders. and ." asin CMD.EXE.

4. Your script only sorts by file name and folder name and does not provide any other way to sort by
attribute.

5. Your script is not capable of displaying folder contents and all subfolders.

Conclude

Although PowerShell is a powerful utility and scripting language, it only takes a little time to grasp and useit,
especialy if you are not familiar with the .NET Framework environment. | hope this article with its example
script will be useful to anyone who wants to understand PowerShell. But the script created as an example in the
articleis quite smple. Believe that it can be built and developed more completely to serve more complex
applications well.

Y ou finished reading the article "Power Shell and everything you need to know about it" edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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