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PKI Tutorial - Part 3: Installation

We went to the third part of the PKI tutorial series. In the first section, we have introduced you to an overview of
PKI preparation and planning. Next in the second part, go into design mode and consider some of the best
practice settings

Part 1. Planning
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Part 2: Design
Martin Kiaer

We went to the third part of the PKI tutorial series. In the first section, we have introduced you to an
overview of PKI preparation and planning. Next in the second part, go into design mode and consider
some of the best practice settings. In this article, | will go over the technical issue and show you how to
install PK1 based on Microsoft Certificate Servicesin Windows Server 2003.

PKI1 settings

Based on some design results from the previous two parts, now let's start the PKI instalation. Since thisis a
quick tutorial, we will only cover afew steps. At the end of this article, we will show you how to install a two-
level architecture that includes an offline root CA and an online issuing CA in the same PKI using best practices.
However, before starting the set, get used to some things.

In Figure 1, we have given a valid period for best practice for each CA at each level (based on the 3-level
architecture for the complete master model). The advantage of this model is that it will ensure you always have
consistency with the issued certificates at each level. If you only want to deploy the two-level architecture,
simply delete the level 3 CA. The model will still be applied.



CA type: Standalone Rool CA
CA expiration: 20 years

s v 05 version: Windows Server 2003 Standard Edition
wgl & Status: Offline

CA type: Standalone Subordinate CA

CA expiration: 10 years

QS version: Windows Server 2003 Standard Edition
Status: Offline

CA type: Enterprise Subordinate CA

CA expiration: § years

05 version: Windows Server 2003 Enterprise Edilion
Status: Online

|  Certificate type: UseriComputer
_!_l- Expiration: 1 year

Active Directory Domain

Figure 1. The most practical validity period for each CA at each level

Another thing that you should prepare before starting the installation is a text file called CAPolicy.inf. Thisfile
is used to customize your Windows Certificates Services configuration. In this file, you will find very important
thingslike:

1. CDP statement

2. Certificate refresh settings such as valid period and key size
3. Linksfor CDP and AlA links

4. How is CRL frequency published?

Create the filein Notepad and save it to % windir% capolicy.inf (eg C: Windowscapolicy.inf ).

Doing thistask is really smple, by following the files in the step-by-step instructions below. With the things we
provide below, let's dive into the technicalities of the problem.

Offlineroot CA installation

To install an offline root CA, you must do all of the following bullets:

1. Preparethefile CAPalicy.inf

2. Windows Certificate Services installation
3. Publishthe CRL list

4. Run post-Configuration script

Thisis how it isdone.

1. Install the server with Windows Server 2003 Standard Edition incl. SP1 or newer and ensure that it runs as a
standalone server (ie not amember in any domain).

2. Create the required parameter replacementsin the CAPOlicy.inf file below (marked with red)



fversion]
Signature= "3Windows NTS"

[Certsn Server]
Renewalkeylength=1096
RenewalialidityPerivd =Years
Renewal'alidity PeriodUnits =20

[fCRLDIstribWtion Point]
emply=tue

fAuthoritvinformationAccess]
emply=tue

[PaolicyStatement Extension]
Policies = AllissuancePolicy
Critical = FALSE

[AllizsuancePolicy]
O =2529 320
URL = http:ffcps.domain.comfcps.hitm

Figure 2: File CAPolicy.inf

3. Copy the CAPolicy.INF fileto % windir% capolicy.inf

4. Navigate to Start Menu / Control Panel / Add or Remove Programs | Click Add / Remove Windows
Components

5. In the Windows Components Wizard, select Certificates Services and then click Next

6. Notice what is in the dialog box displayed. Y ou should not rename the computer when Windows Certificate
Services areinstalled, click Yes

Microsoft Certificate Services |

' after instaling Certificabe Sarvices, the machine name and domain membership may not be changed dus ko the
binding of the machine name to CA Information stored n the Actsve Divectory. Changing the machine name or domain
membership would invalidabe the certificates issued From the CA. Please ensure the proper machine name and
domain membership are configured before instaling Certificate Services. Do youw wank to continue?

Figure 3

7 In the CA Type field, click Stand-alone root CA , check the ' Use custom settings to generate the pair and
CA certificate' checkbox and click Next.

Note :
Usually the root CAs of the enterprise and the subordinate CA options cannot be selected because this server is
not a member in adomain.



Windows Components Wizard

CA Type
Select the type of CA you want to set up,

£ Enterprise oot L,

71 Enterprise subordinate Ci
¥ Stand-alone root Ca

™ Stand-alone subordinate CA

Degcription of C& tupe
[The ozt trusted T2 in a CA higrarchy,

Ta inztall an enterprize Ca, Active Directony iz required; you must alzo be a member of
the Enterprize Adminz group.

W lze custom settings to generate the key pair and C& certificate

< Back I Hewt > I Cancel Help

Figure 4

8. Select the CSP you want to use for the offline root CA. For ssimplicity, let's choose Microsoft Strong
Cryptographic Provider v1.0 , although another CSP can be selected, for example, if you have installed
Hardware Security Module (HSM) and connected the server to an HSM solution, before catching early CA
installation procedure.

Select the default SHA-1 hash algorithm
Set the key length to 4096

Make sure that both * Allow this CSP to interact with the desktop " and ' Use an existing key ' options are not
selected. Click Next .



Windows Components Wizard

Public and Private Key Pair
Select a ciyptographic service provider [C5F), hash algorthm, and zettings for the

key pair.
L5P: Hazh algorithm:
Micrazolt Baze Smart Card Crvpto Provider ;l D4 ;I

Microzoft Enhanced Cryptographic Provider «1.0 D5
Microsaft Strang Cryptoaraphic Pravider
Schlumberger Croptographic Service Provider LI =

[~ &llove this CSP to interact with the desktop Key length:

|4EISE vl

|mpart... |
Yiew Certifizate |

™| ze an evisting ey

[T | Uz the certificate associated with this ey

Cancel Help

< Back

Figure 5

9. Enter the generic name for your root CA, configure the distinguished name suffix ( O = domain, C = local )
and set the validity period to 20 year s, then click Next .

Windows Components Wizard

CA Identifying Information
Enter infarmation to identify this CA.

LCammmon name for thiz CA:

Foot CA for domain. local

Distinguizhed name suffis:

O=domain, C=local

Preview of distinguished name;

CH=Root CA for domain.local O=domain, C=local

W alidity period: Expiration date:

|2E| IYeals VI 3072027 0112

< Back Cancel Help

Figure 6



10. Accept the default proposal for the certificate database and log files, then click Next .

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate databaze, database log, and configuration
informnation.

Certificate databaze:

AN D O ertlo Browsze... |

Certificate databaze log:

|I::'~.‘W'INDDWS\$}I$tem32\Certhg Browse. .. |

¥ Store configuration information i & shared folder
Shared folder:

IE:'\EAEonfig Browse... |

[T Preserve existing cetificate database

< Back I Meut > I Cancel Help

Figure7

11. If thisis an offline root CA, you do not need to install 11S (Internet Information Services) and that is why this
dialog box is displayed. Click OK .

Microsoft Certificate Services Tl x|

(] Internet Infarmation Services (I1S) i not instalied on this computer, Certificats Services Web Enroliment Support wil
L) be unavailable until 115 is nstalled,

Figure 8

12. Click Finish



Windows Components Wizard

Completing the Windows
Components Wizard

rou have succeszsfully completed the Windows
Components Wizard.

To close thig wizard, click Finish.

¢ Back

Helg |

Figure9

13. Click Start / Programs/ Administrative Tools/ Certificate Authority

14. Open your CA server panel, then right-click Revoked Certificates and select All tasks/ Publish

[ Certification Authorty =01
Ble Ackon flew  Help
= R FER EE
T Certification futherity (Local) RequestID | Revocation Date | Effective Revocation Date | Aevacation Reason | Reguester Name
= {'Jj Fimat C4 for domain, local
3 riifieab Thare are no items to show in thes view.
(2] 1ssued CErLi.‘{-'ukes-_ {penial
] Panding Raguasts Wiew B
] Faied Requests
Refresh
Propertie:
teip
DT 2
JConkaing actions that can be performed an the item,

Figure 10

15. Select New CRL and click OK



16. Copy % windir% system32certsrvcertenroll * .crt and * .crl to the USB key. You will need these files for
the next secondary CA to be installed.

17. Y ou should also copy these filesto the HTTP CDP location as indicated in the caconfig.inf file listed earlier.

18. Create the replacement of the required parameters in the file below (the part is red) and run the file from the
command prompt.



(@ECHD OFF

REM Filename: config-root.cmd

REN CA canfiguration script for @ Windows Senver 2003 CA

REMN

REM The naming context applies to the individual organizations Active Directory
REN configuration

REM

SET myAOnamingcontext=DCdomain, 0CHocal

REN

REN This variable directs to the HTTP publication location that s used for

REM the CRL and Ard publication

REMN

SET myhitpPEivraot =hitp:/{cdp. domain.com

REM

REM Because CRLs and CA certificates are published in the organizations Active
REM Directory, no specific LOAP server name is provided.

REM Set an dedicated server-name instead

REM if @ krnown server should provide the CRLs and AjAs

REM

REN SET myLDAPsener=

REM

REM Nap the namespace of Active Directony

REN

certutilexe -setreg ca\DSConfigoN *CN=Configuration, %myvADnamingeantext®”
REM

REM Configure CRLand A4 COP

REN

REN By default, Certutilcreqtes q registny value of type RES SZ0f g string iz
REM specified as a parameter, Some registry values are expected as REG_MULTI 57 To
REM create @ REG_MULTI 57 instead of @ REG_5Z, add @ \n to the end of any value that
REN Becomes part of the REG MULTI 57

REMN

certutil -setreq CA\CRLPublication URLs

"% WINDIR S  system 32| Certsnd Cert Enrol\ %% 3% % 8% % 5. cril n2: W myhttp PR Ivro ot %,/ %
%3%%E%H . crl\n1didap://YmyLDAPserverk,/ CN=2 % 7% % 8, CN=5%2, CN=COP, CN=Publi
¢ Key Senvices, Ch=Senvices, %% 6% % 10"

certutil -setreq CA\CACertPublication URLs

"1 WINDIRS spstem 32\ Cartsn\ CertEnrolM %% BRINNL crtln2:Mmyhitp PR Ivio ot/
BWI_ W INWA ot \n2idap SR myLOAPserv e/ CN=285 7, CN=ALA, CN=Public Key
Senvices, CN=Services, B %e% % 11"

REM

REM Configure CRL publication

REN

certutil -zetreq CA\CRIPeriod Units 180

certutil -setreq CA\CRLPeriod "Days*

REM

REN Set the CRE averlap

REM

certutil -setreg ca \CRLOverigp Units 10

certutil -setreq ca\CRLOveriap Period *Days"

REN

REM Disable Deftq CRL publication

REM

certutii -zetreq CA\CRIDelta PerindiUnits &

REM

REM Set the validity period forissued certificates

REN

certutil -zetreq cao\ValidityPeriod Units 10

certutil -setreg cal\ValidityPeriod "vears”

REM

REM Restart the CA serverservice

RENM

het stop certsye & net start certsve

REM

REM Repqir CA file system shares and 115 virtual roots

RENM

certutif -wroot

REN

REM Republish the CRL

REN The CRL publishing may immediatel not work

REM after you restant the CA server service. If this behavior

REM qecurs, try the cotutif ORI command at g command



Figure 11
19. You are now done installing the root CA.

We mentioned earlier that there are many security reasons to keep root CAs and policy CAs offline. Only
between issuing CAsin online mode. Thisis because policy and root CAs are kept offline, they are not members
of adomain.

Install the enterprise CA that ispublishing online

To install the enterprise CA that is online, you need to follow these steps:

Prepare the file CAPolicy.inf

Installing I1S (Internet Information Services)

Windows Certificate Services installation

Submit the CA child certificate request to the parent CA
Release the CA CA certificate

Install the CA CA certificate at the enterprise subordinate CA
Run post-Configuration script (configuration)

Publish the CRL list

N~ WDNE

Here's how to do it:

1. Install a server with Windows Server 2003 Enterprise Edition incl. SP1 or newer and make sure it is a member
of the domain

2. Ensure that 11Sis installed. However, there is also a note for this step. If you really want to do it ssmply, skip
the IIS section. Such a caveat is so that you must correctly understand the PKI before ignoring the IIS
component. The advantage of this approach is to make installation simpler and reduce the attack direction.

3. Replace the necessary parametersin the CAPOlicy.inf file below (the section marked with red).

[Version]
Signature= "SWindows NTS"

[Certsny Server]
Renewalkeyiength=2048
RenewalalidityPeriod=Years
RenewalalidityPeriodiinits=5

fAuthorityinformationdceess]
LURL=http:/fedp.domain, com/Cacertificaterila. ot

[CRLOIstribution Point]
URL=hitp:/fedp.domain.com/CACRLFileName.cti

Figure 12: File CAPolicy.inf

4. Copy the CAPolicy.INF fileto% windir% capolicy.inf



5. Navigate to Start Menu / Control Panel / Add or Remove Programs / click Add / Remove Windows
Components

6. In the Windows Components Wizard, select Certificates Services and click Next

Windows Components Wizard B

Windows Components
“ou can add or remove components of Windows,

Tao add or remove a companent, click the checkbor. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Details.

LComponents:

v I’-.._@.fl‘n.c:cessuries atd Ltilities 4 3B il
O <> Active Directon Services 16,7 MB
ﬁﬁpplicatinn Server 34.4 ME

£ Cerificate Services 1,8 ME
[ L2, Distribusted Fils Sustem kR ;I

Description:  Installs a cerification authority [CA) to issue certificates for uze with
public key zecurity programs.

Tatal dizk space required: 13,7 MB Dietails |
Space available on dizk: 29721 MB —

¢ Back

Cancel I Help |

Figure 13

7. Note with what dialog box is displayed. You should not rename the computer when Windows Certificate
Servicesareinstalled. Click Yes

8. In the CA Type field, click the Enterprise subordinate CA, and check the ' Use custom settings to generate
the pair and CA key' checkbox, and then click Next.



Windows Components Wizard

CA Type
Select the type of CA you want to set up,

™ Enterprize root T,

% Enterprize subordinate T
{~ Stand-alone root 4

™ Stand-alone subordinate CA

Degcription of C& tupe
A standard CA that can issue certificates to uzers and computers in the enterprize.
tust obtain a CA certificate from another T i the enterprize.

¥ Usze custom settings to generate the key pair and C4 certificate

< Back Cancel Help

Figure 14

9. Select CSP to use for the issuing CA. For ssimplicity, we choose Microsoft Strong Cryptographic Provider
v1.0, though you can also choose another CSP if you want, for example installing Hardware Security Module
(HSM) and connecting the server to an HSM solution before start the CA installation procedure.

Select the default SHA-1 hash algorithm

Set the key length to 2048

Make sure that both the ' Allow this CSP to interact with the desktop ' and ' Use an existing key ' options are
not checked . Click Next .



Windows Components Wizard i

Public and Pnivate Key Pair
Select a cryptographic service provider [CSP), hash algorithm, and settings for the
key pair,

£ 2 Hazh algonthm:

Microzoft Base Smart Card Crypto Provider - D4 ;I
ticrozoft Enhanced Croptographic Provider +1.0 D5

Microzoft Strong Cruptographic Provider
Schlumberger Croptographic Service Provider LI 2t

I Allow this CSP to interact with the desktop Key length:

|2D48 vl

It . |
Wiew Certificate |

I™ | Uze anesisting few:

[T Use the certificate associated with tis ey

< Back Cancel Help

Figure 15

10. Enter aname for the issuing CA and set the validity period to 5 year s, then click Next

Windows Components Wizard i

CA Identifying Information
Enter infarmation to identify this Ca.

LCammmon name for thiz CA:

lzzuing A for domain. local

Diztinguizhed name suffis:
DC=domain,DC=local

Freview of distinguished name;

CH=lzzuing C& for domain. local. D C=domain, D C=lacal

walidity period

[retermined by parent CA

Cancel Help

< Back

Figure 16



11. Accept the default offer for the certificate database and log files and click Next

12. The CA certificate request window is displayed. Choose Save the request to a file and enter the path and
file name (the utility will automatically add the .req extension of the file). Copy the file to a USB key for later
use. Click Next . We will use this required file in the following section.

Windows Components Wizard

CA Certificate Bequest

Request the certificate for this 8 by sending the request directly to a parent Ch or
zawing the request to a file and sending thiz file to the Ca

" Send the request directly to a C& already on the network.

LComputer marne; I Browse,.. |

EarentCa; | j

' Save the request ta a file,

Request file: IE:'\dcm _darmain local_lzzuing CA for dao Browse... |

Cancel Help

Figure 17

13. Some I1S application components will be added. Click Yes

Microsoft Cerkificate Services . i T xf

1 To complate the instalation, Cartificate Services must temporarly stop the Internat Informaton Servicas, Do you
) want to stop the service now?

Figure 18

14. (Optional) If you do not have ASP support in I1S, follow what the dialog box displays. Click Yes

Microsoft Certificate Services 4 s T _>§_|

Active Server Pagas (ASPS) musk ba enabled in Intsrnet Information Servicas (1150 in ooder bo slow Certificate
! Zarvices to provida web anralment services, Enading A5Ps Is a potential sacurity risk and must ba carafuly

evaluated. You can enable ASPs later if you choose nok to do ok now, 105 mwst be marually recarfigured later to

enable this functianabty,

Do ol want to enable Active Sarver Pages now?




Figure 19
15. Thisis not done here, when a dialog box appears, you need to create a private key for your new issuing CA.

windows Components Wizard i

Configuing Components
Setup is making the corfrguration changs: pou iequested

== | Please wat whie Sstup configure: the components. This may take

:"__) savaral mirulas, dapanding o the companents sefechad

Stahuz Completing conhguration of Chustes Senvice

Microsoft Certificabe Services x|

= The Certificate Services instalation & incomplete. To complete the nstalistion, use the request file
1 “Cignt doman focal lssung CA Far doman.req’ to obtain a certificate from the parer CA., Then, uss Cevtfication
Bathority snap-in tonstall the certficate. To do so, right-clck the node with the name of the CA, and then cidk
Install CA Certificats.

Figure 20

Click OK and continue

16. Click Finisn

Windows Components Wizard X

Completing the Windows
Components Wizard

rou have successfully completed the Windows
Components Wizard.

To close thiz wizard, click Finish.

¢ Back

Helg |

Figure 21



17. Before continuing, you should publish the certificate and revocation list for the root CA for Active Directory.
Thisisdone easily by following the steps below:

a) Copy both the * .crt and * .crl files generated during the installation of the root CA to the directory %
systemroot% system32certsrvcertenroll on theissuing CA server.

b) Run the following script from the command window in the same directory on the issuing CA. You must run
the script as a member user of Cert Publishers Group in Active Directory (usualy a domain administrator).

@echo off

for %%cin (*.crt) do certutil -addstore £ Root "%
for%%cin (*.crl) do certutil -addstore f Root "%%c"
for%%cin (*.ort) do certutil -dspublish -f "%%c" Rootca
for%%cin (*.ort) do certutil -dspublizsh -f "%%c" Subca
for %%cin (*.orl) do certutil -dspublish -f "%3%c"
gpupdate force

Figure 22

The script will automatically handle the entire file name and complete the necessary commands
18. Make sure you have the certificate request file created in step 12. Log in to the root CA server
19. From theroot CA server, click Start / Programs/ Administrative Tools/ Certificate Authority

20. Open the CA server panel, right-click the server name. Click All tasks/ Submit new request .

51

File  fction  View Help
=+ BEFDR 22> =

B3 Certiication Authosity (Local) | Name

IRk 55000 CA fo M
i » iy
Refresh Subenit pew request..,

Export List..., Backup CA...
= Regstare A,

Properties
= Pianesg CA Ceetificate. .

Help

Conksing sctians that can be performed on the dem,

Figure 23



21. Locate the required file created in step 12 and click OK

22. In the left pane, click Pending Requests . Locate the certificate request in the right pane / right-click the
certificate request and select All Tasks/ Issue

23. Next, we need to export the certificate. In the left pane, click Issued Certificates . In the right pane, right-
click the certificate, and then click Open

B Certification Autharity =100 %
Gle  Action Mew Help
= |OEBR EE
L certification Autherity iLoeal) Reguast [0 | Requester Name | Bnary Certficate | Certificats Template | Sanial tumber | Certifice
-1 ook CA Feor domain local 2 haElmuEts ——EEGIN CERTL..  SubCA F 1 2adBh0000 25-05-2
|2 Revaked Cartficatas Open
13 Tasued Caetificates T e
3 Pending Requests _M:I'ng_b
_‘_]Fal-_-:l Requests Refrash
Help
a j |

Figure 24

24. Click the Details tab and click Copy tofile.



izeneral  Details |Certificati|:|n Path I

Shiow; I::.ﬁ.ll:b j
Field | Yalue -
E'-.-'ersiu:un V3
ESerial number A1 #a dd bo 00 00 00 00 00 02
ESignature algorithirn shalR5a e
Elssuer Rook Ca For domain, local
E'-.-'alid Fram 25, maj 2007 00:59:19
[F]valid ta 25, maj 2017 01:09:19
ESubject Issuing CA For domain.local, d...
(=] Public key RS4 (2048 Bits) ~|

Edit Fraperties, .. |

Figure 25

25. Certificate Export Wizard is displayed. Click Next



Certificate Export Wizard i x|

Welcome to the Certificate Export

Wizard

This wizard helps wou copy certificates, certificate trusk
lists and certificate revocation lists From a certificate
store ko vour disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or ko establish secure netwark,
connections. & certificate stare is the swstem area where
certificates are kept,

To continue, dlick Mext,

Cancel |

Figure 26

26. Select ' Cryptografic Message Syntax Standard . ' and ' Include all certificates in path certification if
possible'. Click Next

Certificate Export Wizard N x|

Export File Format
Certificates can be exported in a variety of file Formats,

Select the Format vou wank to use:
{” DER encoded binary ¥.500 (. CER)
{” Base-64 encoded ¥.509 { CER)
{*' Cryptographic Message Synkax Standard - PKCS #7 Certificates (.P7E)

i Include all certificates in the certification path if possiblg

{7 Bersonal Infarmation Exchangs - FEES #12. (. FF
I Include &l cetbificates inthe cerbification path i possible
I Emable strong protection treguires IE 500, NI 4.0 5P4 araboye)

I Delete the private key if the expart is successful

« Back I Mext = I Cancel

Figure 27

27. Save the certificate to the same USB key used in step 12. Click Next



Certificate Export Wizard 4 x|

File to Export
Specify the name of the file you want ko export

File name:

I o Issuing-CA Browse. .. |

Figure 28
28. Click Finish and click OK
29. Now go back to the CA release and click Start / Programs/ Administrative Tools/ Certificate Authority

30. Open the CA server panel and right-click the server name. Click All tasks/ Install CA certificate.

[a Certific ation Authority
(DR e L D
- O@FRB | Pm » =
[1ED Certhicaven Authorky [Local

* e R
T — S

‘Conbsing actions that can be parfarmed an the itam_

Figure 29



31. Locate theissued certificate in step 27 and click OK

32. Open the CA server panel and right-click the server name. Click Start service

[& Certification Authority =lo]xj
Gl geton ‘Ylew el |
= L@ EFRR @ » 8

ﬁ Cartfication Authority (Local) | Hame I
e

i ekl

;em Submk e request...

Export List.., Backup CA..

Pro Rgstore CA...

~ Install CA Certficate. ..
_ Request CA Certificste.

Conbaing sctions that can be parformed on the item.

Figure 30

33. Copy % windir% system32certsrvcertenroll * .crt and * .crl to the USB key. Y ou need to copy thesefiles
to the web server that is being used as distribution points for Certificate Distribution Points (CDP) certificates
using the HTTP protocol. Thisisthe CDP URL based on HTTP that you defined in the issuing CAs.

Note :
This task should be scheduled and run automatically

34. Make the necessary changes to the parameters in the file below (highlighted in red) and run the file from the
command prompt



(@ ECHO OFF

REMN Filenarme: config-issue.cmd

REM

REM CA configuration script for a Windows Server 2003 C4A

REM

REM The naming context applies to the individual organizations Active Directony
REM configuration

REMN

SET myAOnamingceontext=0C-domain, DC=local

REN

REM This variable directs to the HTTP publication location that s used for

REM the CRL and AlA publication

REM

SET myhttpPEivroot=fttp:/fedp.domain.com

REM

REM Because CRLs and CA certificates are published in the organizations Active
REM Directory, no specific LOAR server name is provided,

REM Set an dedicated server-name insteqd

REM If @ known server should provide the CRIs and A/As

REMN

REM SET mylDAPserver=

REMN

REM Map the namespace of Active Directory

REMN

certutilexe -setreg ca\D5ConfigON "Ch=Configuration, ¥mydOnamingeontext’”
REM

REM Configure CRL and Al COP

REMN

REM By default, Certutifcreates g registry value of type REG 57 if a string is
REM specified az a parameter. Some registny values are expected as REG MULTI 57, To
REM creqte g REG MULT! 57 instead of @ REG 5Z, add a \n to the end of any value that
REM becomes part of the REG MULT SE

RENT

certutii -setreg CA\CRLPublication URLs

1% WINDERY | system 32| ContSnv | CortEnroll| % % 3% % 8% % 0 crl n2: S myhitp PR Ivo 0t %,/%
BIRKERK ol nididap /S my L DAPserver®/ CN=3% 7% 5 8, CN=3 %2, OV =008, Ch=Publi
o Key Services, CN=Services, %26 %% 10"

certutil -setreg CA\CACertPublication URLs

LR WINDIRR \system 32\ CentSn\ CertbnrolN %% K%K %L crt\n2 B myhitp PEivioo %,/
%HI %% 2%%L crt\nidap /% myLDA Pserver %/ CN=% %7, CN=AlA, CN=Public Key
Senvices, CN=Services, %% a% %11

REMN

REM Configure CRL publication

REM

certutil -setreg CA\CRIPerindUnits 180

certutil -setreg CA\CRLPeriod *Days”

REN

REMN Set the CRL overlap

REMN

certutil -setreg ca|\CRLOverlap Units 10

certutil -setreq ca|\CRLCveriap Period "Days"

REM

REM Dizable Deftq CRL publication

REM

certutil -setreg CA\CRLDeltgPeriod Units 0

REM

REM Set the validity period for issued certificates

REMN

certutil -setreg cal\ValidityPeriod Unitz 2

certutil -zetreg ca\ValidityPeriod “Years®

REM

REM Restart the CA server service

REMN

net ston certsve & net start cerlsve

REMN

REM Repair CA file system shares and 15 virtual roots

REN

certutif -wroot

REMN

REM Republish the CRL

REM The CRL publizhing may immediately not work

REM qfter vou restart the CA senger senvice, If this behavior



Figure 31
35. Open your CA server panel and right-click Revoked Certificates. Then click All tasks/ Publish
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Conbains actions that can be performed on the term.

Figure 32

36. Select New CRL and click OK
37. Finally, complete
Conclude

In this article, | have discussed some brief tutorials on best practices for implementing PKI with a combination
of both CA application offline and CA publishing online for businesses. . Y ou should understand that the script
used for publishing the root CA certificate and CRL file for the local storage of the issuing CA and Active
Directory requires a change if you use the 3-level architecture. This is because the policy CA also needs to be
published for the local certificate store of the issuing CA for the business and also needs to be published for
Active Directory.

To some extent, you might think this third part is too cumbersome, especially in executing an online issuing CA.
But when you follow the instructions, you will see that it is really necessary to implement a complete PKI that is
scalable and secure. In the final part of this series, | will show you how to verify the settings and maintain and
troubleshoot a PKI with afew simple steps.



Part 4: Troubleshooting

Y ou finished reading the article "PK Tutorial - Part 3: Installation" edited by the TipsM ake team. We hope
this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on tips and
guides. Thank you for reading and for following us regularly.
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