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Overview of Windows Server 2008 Firewall with
advanced security features - Part 2

In the first part of this three-part series, we introduced some global configuration settings for using afirewall. In
this section, we will introduce the inbound / outbound rules so you can control incoming and outgoing
connections

Part 1: Set up firewall and | Psec connection security defaults
Thomas Shinder
Part 2: Inbound Rules and Outbound Rules

In the first part of this three-part series, we introduced some global configuration settings for using afirewall. In
this section, | will introduce the inbound / outbound rules so that you can control incoming and outgoing
connections for computers that have Windows Server 2008 installed.
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Inbound Rules and Outbound Rules

To get started, open the Windows Firewall with Advanced Security console from the Administrative Tools
menu . In the left part of the console will appear two buttons, Inbound Rules and Outbound Rules. The
Inbound Rules button will list the controls for incoming connections to the server. The Outbound Rules button
controls the outgoing connections created by the server.
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Figure 1

Click the Inbound Rules button. The rules you see here will vary depending on what server and what services
are installed and enabled on the server. In the figure below, you can see that the computer is an Active Directory
domain controller, and some rules are enabled to enable Active Directory operations.

By default, if there is no rule that allows inbound connections to the server, the connection will be blocked. If
there is an allowable rule, this connection will be allowed if the connection characteristics match the rules in the

rule. We will take alook at these properties.



Name | Group = [ Profie [ Enabled [Acton [ a]
@@ Active Directory Domain Controller - EchoR... Active Diractory Domain Services. Any  Yas Allow
@Mwe Directory Domain Controller - LDAP (T... Active Directory Domain Services  Any Yes Allaw
@Acwe Directory Domain Controller - LDAP (U... Active Directory Domain Services  Any Yes Allow
@Adm: Directory Domain Controller - LDAP fo... Active Directory Domain Services  Any Yes Allow
@Acwe Directory Domain Controfler - NetB1O...  Active Directory Domain Services  Any Yes Allow
@Adwe Directory Domain Controfler - SAMAS,..  Active Directory Domain Services  Any Yes Allow
@Adwe Directory Domain Controller - SAMAS... Active Directory Domain Services  Any Yes Allgw
@ Active Directory Domain Controller - Secure ...  Active Directory Domain Services  Any Yes Allow
@Ach-: Directory Domain Controller - Secure ... Active Directory Domain Services  Any Yes Allow
@M’Wc Directory Domain Controller - W32ZTim... Active Directory Domain Services  Any Yes Allow
@Acwe Directory Domain Controller (RPC) Active Directory Domain Services  Any Yes Allow
@Acl’we Directory Domain Controller (RPCEP...  Active Directory Domain Services  Any Yes Allow
.srrs Peercaching (Content-In) BITS Peercaching Any Mo Allow
@ B1Ts Peercaching (RPC) BITS Peercaching Any No Allow
@ 517s Peercaching (RPCEPMAP) BITS Peercaching Any No Allow
@ 5175 Peercaching (WSD-In) BITS Peercaching Any No Aliow
@ cor+ Network Access (DCOM-In) COM+ Network Access Any Mo Allow
@Cue Metworking - Destination Unreachable (... Core Networking Any Yes Allaw
@Cme Metworking - Destination Unreachable ... Core Networking Any Yes Allow
@Cue Metworking - Dynamic Host Configurati... Core Networking Any Yes Allow
€ Core Networking - Internet Group Managem... Core Networking Any Yes Allow
@ core Networking - TPv6 (IPv6-In) Core Networking Any Yes Allow
8 core Networking - Multicast Listener Done (I... Core Networking Any Yes Allow
@cme Networking - Multicast Listener Query (... Core Networking Any Yes Allow
@ Core Metworking - Multicast Listener Report ... Core Networking Any Yes Allow
(@ Core Networking - Multicast Listener Report ... Core Networking Any Yes Allow
@Cnﬂa Metworking - Neighbor Discovery Adve... Core Networking Any Yes Allow
@Cm‘e Metworking - Neighbor Discovery Solict... Core Networking Any Yes Allow
€ Core Netwarking - Packet Too Big (ICMPvE-In)  Core Networking Any Yes Allow
@ Core Metwarking - Parameter Problem (ICMP... Core Networking Ay Yes Allow
(@ Core Netwarking - Router Advertisement {IC... Core Networking Any Yes Allow
@Cue Networking - Teredo (UDP-In) Core Networking Any Yes Allow
@cue MNetworking - Time Exceeded (ICMPvé-In) Core Networking Any Yes Allew
@Nemudmg - Router Solicitation (ICMPvE-In)  Core Networking Any Yes Allow
@DFS Management (DCOM-In) DFS Management Any Yes Allow
@DFS Management (SMB-In) DFS Management Any Yes Allow
QDFS Management (TCP-In) DFS Management Any Yes Allow =
4 | >

Figure 2

When you click on the Outbound Rules button, you will see the rules created to alow connections to be sent
from the server to other computers on the network. At this point, the default configuration for outbound
connections is being set to allow all traffic, thinking there is no Deny rule. So if we still choose the default
settings of Windows Firewall with Advanced Security, why do we need al Allow rules?

This is because of the way it works. In fact, when the Allow (default) setting is enabled for outbound
connections, the computer will indicate the behavior for outgoing connections that do not match the firewall's
outbound rule. Therefore, the reason for all rulesisif you choose another behavior, the behavior islocked and if
there is no alowable rule, the connection will be blocked. Thisisthe reason for all Allow rules.

Remember that with both Inbound Rules and Outbound Rules, the nature and number of rules are determined by
the services and servers installed on the computer. When you install the service using Server Manager, this
utility automatically works with Windows Firewall with Advanced Security to create the most appropriate and
secure firewall rules.



Name [Growp =~ [Profle | Enabled | Acton
€ Active Directory Domain Controler - EchoR... Active Directory Domain Services Any Yes Allow
i@ Active Directory Domain Controller - Echo R... Active Directory Domain Services  Any Yes Allow
@ Active Directory Domain Controller (TCP-Out)  Active Directory Domain Services  Any Yes Allow
@ Active Directory Domain Controller (UDP-Out)  Active Directory Domain Services  Any Yes Allow
@ e1Ts Peercaching (Content-Out) BITS Peercaching Any Mo Allow
@ e17s Peercaching (WSD-Out) BITS Peercaching Any Mo Allow
€ Core Networking - DNS (UDP-Out) Core Networking Any Yes allow
@Cﬂre Networking - Dynamic Host Configurati... Core Metworking Ay Yes Allowe
(@ Core Networking - Group Policy (LSASS-Out)  Core Networking Any Yas Allow
€ Core Networking - Group Policy (NP-Out) Core Networking Any Yes Allow
@ core Netwarking - Group Policy (TCP-Out) Core Networking Any Yes Allow
@Cul‘e Networking - Internet Group Managem... Core Metworking Any Yes Allowe
@ Core Networking - IPv6 (IPv6-Out) Core Netwaorking Any Yes Allow
(€ Core Networking - Multicast Listener Done (L. Core Networking Any Yes Allow
@ Core Networking - Multicast Listener Query (... Core Networking Any Yes Allow
@ core Networking - Multicast Listaner Report ... Core Networking Any Yes Allow
@ Core Networking - Multicast Listener Report ... Core Networking Any Yes Allow
(@ core Networking - Neighbor Discovery Adve... Core Networking Any Yes Allowe
@Cul‘eNehwrﬁ'lg—Neiﬁbu’D&mery‘Suidt.. Core Metworking Any Yes Allowe
@ Core Networking - Packet Too Big (ICMPv6-... Core Networking Any Yes Allow
) Core Networking - Parameter Problem (ICMP... Core Networking Any Yes allow
@ Core Networking - Router Advertisement (IC... Core Networking Any Yes Allow
@ Core Networking - Router Solicitation (ICMP... Core Networking Any Yes Allow
@ Core Networking - Teredo (UDP-Out) Core Netwaorking Any Yes Allow
@ Core Networking - Time Exceeded (ICMPV6-... Core Networking Any Yes Allow
.D&shi:uthrmcﬁu‘l Coordinator (TCP-Out) Distributed Transaction Coordi...  Any Mo Allowe
€ a1 outgoing (TCP) DNS Service Any Yes Allowe
@ a1 outgoing (UDP) DNS Service Any Yes allow
@ File and Printer Sharing (Echo Request - ICM... File and Printer Sharing Any Yes Allow
@ File and Printer Sharing (Echo Request - ICM... File and Printer Sharing any Yes allow
@ File and Printer Sharing (NB-Datagram-Out)  File and Printer Sharing Any Yes allow
@ File and Printer Sharing (NB-Name-Out) File and Printer Sharing Any Yes Allow
@ Fie and Printer Sharing (NB-Session-Out) File and Printer Sharing Any Yes Allow
@ File and Printer Sharing (SMB-Out) File and Printer Sharing Any Yes Allow
@ iscst service (TCP-Out) ISCST Service Any Mo allow
@ network Discovery (LLMNR-UDP-Out) Network Discovery Any Ho Allow
@ Network Discovery (NB-Datagram-Out) Metwork Discovery Any Mo Allow
@ network Discovery (N8-Name-Out) MNetwark Discovery Any Mo allow
@ Network Discovery (Pub WSD-Out) Network Discovery Any No Allow
@ network Discovery (SSDP-Out) Network Discovery any Mo allow
8 Network Discovery (UPrPHost-Out) Network Discovery Any Ho Allow
@ tetwork Discovery (UPrP-Out) Metwork Discovery Any No Allow
@ Network Discovery (WSD Events-Out) Metwork Discovery Any N Allow
@ network Discovery (WSD EventsSecure-Out)  Metwork Discovery Any Mo Allow
@ network Discovery (WSD-Out) Metwork Discovery Any Mo allow
@ Routing and Remote Access (GRE-Out) Routing and Remote Access Any Ho Allow
.R.uu‘l'ng and Remote Access (LZTP-Out) Routing and Remote Access Any Mo Allow
@ Routing and Remote Access (PPTP-Out) Routing and Remote Access Any Mo Aliow
@w&ndom Management Instrumentation (WM... Windows Management Instru...  Any Yes Allow

Figure 3

You can see that the rules are not numbered, it seems that there is no priority order. This is not entirely true,
rules are evaluated in the following order of priority:

The bypass rules are authenticated (ie rules that override rule blocks. Authentication takes place in | Psec).
Block

Allow

Default profile behavior (allow or block the connection as configured in the Profile tab of the Windows
Firewall with Advanced Security Properties dialog box , you can review part one for more details about

it).



Another problem that you should keep in mind is that the more specific rules are evaluated, the more general
rules that will be evaluated. For example, rules with specific IP addresses that include source or destination will
be evaluated in advance compared to rules that allow any source and destination.

In the left part of the Windows Firewall with Advanced Security console, you can right-click the Inbound
Rules or Outbound Rules button and see that you can perform filtering by Profile, State or Group. The included
Windows firewall rules will automatically group you, which will be based on the functionality that these rules
provide. Y ou can seein the picture below, there are several groupsin which you can filter.
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To see detailed information about firewall rule configuration, double click on any of the rules in the list. When
you double-click, a Properties dialog box will appear for that rule. On the General tab you will see the rule's
name and some descriptions of the rule as well as information about whether the rule is one of the set of rules
that were predefined by Windows. With rules set in the previous section, you will see that not all components of
the rule can be configured.

Theruleis activated when the Enabled check box is checked
In the Actions pane, you have three options:

¢ Allow the connections . This option indicates that thisruleis Allow rule

¢ Allow only secure connections . When this option is selected, only users or computers that can
authenticate with the server can connect. In addition, if you select this option, you have two options to
Require encryption and Override block rules. The Require encryption option requires that not only
users or computers authenticate, but must also use an encrypted session with the server. If you select the
other option, you can bypass other firewall rules. This allows you to create Deny rulesto lock connections
to all machines or users who do not authenticate with the server.

¢ Block the connections. Thisoption will configure the rule to a Deny rule.
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Click the Programs and Services tab. Firewall rules can be configured to allow or deny access to installed
services and applications on the server. In the example in the figure below you will see the rule that applies to
trandation. Isass.exe service . |sass.exe can configure some services. In this case, you can click the Settings
button in the Services pane and select the specific service configured by the executable program Isass.exe.

Active Directory Domain Controller - LDAP for Global ©: x|
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- General Programs and Services
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Figure 6

Click on the Users and Computer s tab. Here you can configure the rule to apply to specific users or computers.
To support the authentication of computers and users, users and computers need to be members of your Active
Directory domain, and an IPsec policy is configured to support 1Psec security between the two endpoints. We
will look into this section after creating afirewall rule.
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Figure7
On the Protocols and Ports tab, select the protocols to which the rule will apply. The options here are:

e Protocol type. Thisisthe same protocol as UDP, TCP, ICMP, GRE and many other protocols.

e Protocol number . If you need to support special protocols, you can configure the protocol number, and if
you use one of the pre-built protocols, the Protocol number will befilled for you.

e Local Port. Internal port files on the server that the firewall rule uses. If the rule isinbound rules then this
will be the port for the server to listen to. If the rule is an Outbound Rule, then this will be the source port
for the server to use to connect to other machines.

e Remote port . Thisisthe remote control port to use for the rule. In case the connection rule is sent, this
will be the port that the server will connect to another computer. In the case of a connection rule, thisisthe
source port of the computer you want to connect to the server.

Customize button is used to configure settings for ICMP protocol.
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Figure 8

Click the Scope tab. Here you can set the local 1P address to the | P address and the Remote | P address for
the range of rulesused. Local | P addressis the address on the server that accepts the connection or address used
as the source address to send outgoing connections. Remote | P address is the IP address of the remote server
that this server istrying to connect to (in the outgoing access scenario), or the source IP address of the computer
that istrying to connect to the server (in the field). Integrated access scenario scenario).
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Figure 9

Click the Advanced tab. Here you can set what profile will use the rule. In the figure example below, you can
see that the rule is used to provide all profiles.

In the Interface type frame, you can select the interface to apply to this rule. The figure below shows that the
ruleisused for al interfaces, including Local area network, remote access and wireless.

The Edge traversal option is also a good option, since it was not introduced in many documents, so we
criticized what it introduced in its help file.

" Edge traversal indicates whether edge traversal is enabled (Yes) or disabled (No). When enabled, the
application, service, or port that the rule uses will be able to address and access from outside the network address
trandation (NAT) or edge device. '

What do you think about this issue? We can create services available on NAT using port forwarding on NAT in
front of the server. Does it need to do anything with 1Psec? With NAT-T? . these problems you can create on
your own use.
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Figure 10
Createafirewall rule

You can create firewall rules to add rules that are automatically configured by Server Manager when installing
servers and services. Start by clicking on the New Rule link in the right pane of the Windows Firewall with
Advanced Security console. The New Inbound Rule Wizard will appear.

The first page of this utility is Rule Type . Here you can configure the rule to apply to:

e Program . Allowsyou to control access to and from a specific program. Note that when you try to apply
firewall rulesto programs and services, the program or service must be overwritten by the Winsock
interface so that port requests can be communicated with the Windows firewall.

e Port . Allowsyou to configure arule based on TCP or UDP port numbers.

¢ Predefined . Windows firewalls can be configured to use a set of predefined protocols or services and
apply them to the rule.

e Custom . Allows you to fine-tune your rule outside the parameters available in other options.

Let's select the Custom option to see al the configuration options.



™ New Inbound Rule Wizard i x|
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Figure 11
The second page of the gadget will have three options:

e All programs. The rule appliesto all programs that match the components of the rule.

e Theprogram path . Allows you to configure the rule to use a specific program and this program only
applies to connections made to and from that program.

e Services. Some programs are like a'container’ for many programs, such as services.exe and Issas.exe that
we have seen. When selecting one of these programs, you will be able to restrict the service that the rule
uses by clicking the Customize button and selecting the program.



™ New Inbound Rule Wizard x|
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When you click the Customize button, you will see the Customize Service Settings dialog box. There will be
some options here:

e Hay dung vao cac ch??ng trinh va d?ch v? . Use this option when you want the rule to apply to all
programs and services configured by an .exefile.

e Apply to servicesonly . In this case, the rule applies only to the services provided by the .exe file you
selected.

e Apply to thisservice . When you select this option, you can select the specific service configured by the
exefile.
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The next page of the utility, you can set up what protocol you want to apply to. Note that when you select a
program, you will not have to configure the protocol because the Windows firewall will obtain protocol
information from the Winsock interface. However, if you do not select a program, you need to configure the
protocol that the firewall rule will apply.

The options here are:

¢ Protocol type . Here you can set the protocol type to apply to thisrule. In the picture below you can see
the Windows firewall supports many types of protocols.

e Protocol number . To control advanced protocols like IPsec, you should choose this number of options.

e Local Port. Thisisthe port on the server on which theruleis used. The internal port is the port that the
other computer is connecting to in the inbound scenario and is the source port for an outgoing connection
in the outbound connection scenario.

e Remote port . Thisisthe port on another computer. The remote port will be the port that the server wants
to connect to in the sending scenario and is the source port for the computer that wants to connect to the
server in the inbound scenario.

¢ Internet Control Message Protocol (ICMP) settings . If you configure ICMP protocols, you can set the
type and code here.
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Figure 14

In the picture below you can see that we have created a protocol to control IMAP4. We chose TCP as the
protocol type and the number of protocols entered is completely automatic. The internal port that IMAPA4 clients
connect to is 143. The remote port is set to All Ports because IMAP4 servers are not interested in what the source
port of the connecting client is.
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On the Scope page, you can set the local and remote | P addresses to apply the rule. Y ou can choose | P address
or These IP addresses . This option allows you to get some control over control, control on which computers
connect to the server and which computers the server is not connected to when configuring in accordance with
the elements of rule.

You also have the option to apply this scope to a specific interface, as shown in the image below. The
Customize Interface Types dialog box can be viewed when clicking the Customize button .
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Figure 16

In the Action page, you can choose what happens when the connection matches the rule elements. The options
here are:

e Allow the connection . Create Allow rule

e Allow k?t n?i v?i n6lab?ov?. Allow connection if thereis an IPsec policy that allows two endpoint
points to establish a secure connection. Y ou have the option to encrypt sessions between endpoints by
checking the Requir e the connectionsto be encrypted checkbox . If you want this rule to override
another rule to lock the connection, select the Override block rules option

e Block the connection . Create Deny rule.
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Figure 17

On the Users and Computers page, you can choose which users or computers can connect. To work, both
endpoints need to be members of the same Active Directory domain and the IPsec policy must be appropriate to
create | Psec connections between the two endpoints. Windows Firewall with Advanced Security tends to |Psec
policies as Connection Security Rules . Therefore, | will discuss Connection Security Rules in the next part of
this series.

Check the Only allow connections from these computers check box if you want to allow connections only
from specific computers. Also, leave Only allow connections from these usersif you want to restrict access to
SOme users or groups of users.
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Figure 18

On the Profile page, you can set the profile to which you want the rule to apply. In most cases, only the domain
profile will be applied to the server, so other profiles will not be activated. However, there is absolutely no

problem with activating all of them.

* New Inbound Rule Wizard ] x|

Profile
Specily the profiles for which this nis applies.

Stepa:

& RieTpe When doos this nule apply?

@ Program

@ Protocel and Peas ¥ Domain

.S Appbes when a s clad to 8 comorate domain.

@ Action W Private

@ Users and Computers Appbes when a computer is dto nietwork location.
+ Profie W Public

@ Name Appbes when 8 compter is connected 1o & pubbc network location.
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Figure 19



In the last page of the utility, you need to name the rule. Click Finish to create arule.

x4

Name
Specy the name and description of this rube

cBnchﬁmICm

Figure 20

That is al the work to be done. The Monitoring button checks the firewall rules, but it doesn't really give you
much information except what rule is enabled. There is aso no information regarding which rule might be
activated at some point, perhaps this will be an interesting feature that the Windows development team needs to
consider in the future.

Conclude

In the second part of this article series, | have shown you some detailed information about Inbound Rules and
Outbound Rules, along with how to create new rules. In the next section we will talk about Connection Security
Rules and see how they work, what requirements are needed for it and how to set up and test connections.

Y ou finished reading the article "Overview of Windows Server 2008 Firewall with advanced security
features- Part 2" edited by the TipsM ake team. We hope this article has provided you with many useful tech
tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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