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No need to use an antivirus program, thisishow to
get rid of the virus on your computer

Viruses can beillegally hacked into users computers through various ways, such as during Web browsing, or
from USB devices or during the installation of applications and software.

Viruses can "infiltrate" the user's computer illegally through various ways, such as during Web browsing, or
from USB devices or during the installation of applications and software. . After infiltrating your computer, the
virus will reduce your system's performance, causing your computer to slow down, causing some system errors
and even "eating" valuable data. on your computer.

Therefore, the best way is to eradicate these hateful viruses to protect your system as well as protect the data on
your computer more safely, and improve performance, make your computer run faster. than.

In the following article, Network Administrator will show you some ways to root out the hated viruses on your
computer without having to use or remember the support of any antivirus program.

1. Use Command Prompt to root out hated viruses

To remove the virus on your computer using the Command Prompt, you can refer to the steps here.

2. Disable Suspicious Serviceson Task M anager
To remove the virus by disabling Suspicious Services on Task Manager, follow the steps bel ow:
Step 1.

First open Task Manager by pressing Ctrl + Shift + Esc, then end all Suspicious Services in the Services tab.
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File Options View Help
Applications | Processes |Seruices I Performance | Metworking I |Users |
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Image Mame User ... Memory (Priv... Description

explorer.exe ama. .. 26,056 K Windows Explorer
GrooveMonito... ama... 1,996 K  GrooveMonitor Utilit
HydraDM.exe ama... 1,292K  HydraDmM
IDMan. exe ama. .. 5,004K Internet Download I
IEMaonitor . exe ama... 1,496 K  Internet Download
Lightshot. exe ama... 8,500 K Lightshot
MOM, exe EMa... 2,524K Catalyst Control Ce
RHDVCpl.exe ama... 3,064 K Realtek HD Audio Mi—
| SREO0EE. exe 5,448 K
taskhost.exe o 2,084 K Host Process for Wi
taskmar.exe o 2,148 K Windows Task Manz| =
utorrentie. exe e 12,052 K WebHelper
utorrentie, exe 11,320 K WebHelper
winlogon.exe 1,583 K

q | i

[ '@'Shnw processes from all users

Processes: 73 CPU Usage: 1% Physical Memony: 53%

Step 2:

In the new Task, enter M SConfig .
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Step 3:

Next on the MSConfig window, access the Service tab, then uncheck any "suspicious" services or unwanted

services.

Processes: 74

CPU Usage: 6%

Physical Memory: 60%

|General IEoot | Services |Siart.|p | Tools |

Service
Certificate Propagation

CodeMeter Runtime Server
COM+ System Application
Cryptographic Services
Offline Files

Microsoft .NET Framework NGEM...

Manufacturer

Microsoft Corporation
Microsoft Corporation
WIBU-SYSTEMS AG

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Status Date Disabled

Stopped
Stopped
Running
Stopped
Running
Running

[ Datacard

Unknown

Stopped

Disk Defragmenter
DHCP Client

DNS Client

Wired AutoConfig

[¥] Diagnostic Policv Service

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Stopped
Running
Running
Stopped
Running

=)

Mote that some secure Microsoft services may not be dizabled.

[ Hide all Microsoft services

| Enableal | [ Disableal |

K ] [ Cancel ] ’ Apply ] [

Help




Step 4.

Next click on the Startup tab. Search for any "weird" files or unwanted files in the Command section, where
you will find the path of these "strange" files.

| General | Boot IServicesl Startup |Too|s |

Startup Item Manufacturer Command Location Date Disabled =~

Google Chrome  Google Inc. "C:\Program Fil... HKCU\SOFTWARE\...

AMD HydraV... AMD “C:¥Program Fil...  HKCU'SOFTWAREY. ..

[ BitTarrent BitTorrent Inc. "C:\Wserslama... HKCUVSOFTWAREY...  5/29/2016 12:...

[ Bluestacks BlueStack Syst...  C:VProgram Fil...  HKLM\SOFTWAREWM... 1/25/2016 10:...

[7] DAEMON To... DT SoftLtd “C:\Program Fil... HKCU\SOFTWARE\...  1/25/2016 10:... |

7] Google Update Google Inc. “C:\Userstama... HKCU\SOFTWAREY... 5/29/2016 12:...

7] Google Chrome Google Inc, "C:\Program Fil..., HKCU\SOFTWARE\...  5/29/2016 12:...

7] InternetDo...  Tonec Inc. C:\Program Fil...  HKCU\SOFTWARE?, .. 5/28/2016 12.... |z

[] starter Module  Unknown C:\Program Fil...  HKLM\SOFTWAREWM... 1/25/2016 10:...

7] Adobe Syste... Adobe System... C:\PROGRA~1... C:\ProgramDataMic... 1/25/2016 10:...

[ Instalishield Flexera Softwa... C:\Windows\In... C:\ProgramData\Mic... 4/13/20169:1...

7] welcome Unknown C:\Users\amar... C:\Userslamarnathl... 4/13/20169:1... =
| Enableal | [ Disableal J

[ (6]4 ] [ Cancel J I Apply ] [ Help ]

Finally open Command Prompt, then access the location of the "strange" files and change the properties of these
files.

Refer to the steps to change the properties of the files here.

And finally, simply delete the files and finish.

3. Scan your system filesusing an online virusremoval tool

Step 1.

Open any browser on your computer, then visit www.virustotal .com.



Dyirustotal

L analyf_&s susplclcus ﬁles and URLs and fa

Step 2

The next step is to select "weird" and "suspicious’ files on your system to scan on Virustotal (maximum file
sizesare 128 MB).

b total

firusTotal is a free service Ianaryzes susplcmus files and URLs :

Step 3:

Also on Virustotal, you can scan a specific URL or even an entire website. Just enter the URL you suspect into
the URL section on Virustotal.

After you've selected the files and URLS, click Scan to start the scanning process.
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Bvirustotal

Refer to some of the following articles:

1. Completely remove URL Mal Virus - http://107.170.47.181

1. 9tipsto protect your computer safely from virus attacks

1. Summary of the most frightening "virus worms' on computer systems
Good luck!

Y ou finished reading the article "No need to use an antivirus program, thisishow to get rid of the viruson
your computer" edited by the TipsM ake team. We hope this article has provided you with many useful tech
tips and tricks. Y ou can search for similar articles on tips and guides. Thank you for reading and for following us

regularly.
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