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WhatsApp's new feature helps users make sure no
one shares their conversations

To help keep users safe, Meta has been steadily introducing security and privacy features to the app — and there
are even more on the way.

WhatsApp is one of the most popular messaging and communication platforms you can use. So to help keep
users safe, Meta has been constantly introducing security and privacy features to the app – and there are even
more on the way.

What happens in WhatsApp, stays in WhatsApp

Meta already offers end-to-end encryption to WhatsApp users, ensuring that only the sender and recipient can
see their messages. However, there may be times when a sender doesn't fully trust the recipient - so for those
cases, WhatsApp is introducing a new privacy feature called Advanced Chat Privacy . This setting can be
enabled in both individual and group chats, ensuring that what's sent stays in that thread. This means that users
can't export, automatically download media, or use AI features for chats that have it enabled.

 

You can enable this feature by tapping the name of the chat and selecting Advanced chat privacy . When this
feature is enabled, it will be more difficult for people in the chat to share information sent in it. WhatsApp says
you should enable this privacy feature when chatting with a group where you may not know everyone well. It's
also useful if you're planning a surprise event and want to make sure details of that event don't leak outside the
group.
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You should also use Advanced Chat Privacy if you share sensitive information over WhatsApp with someone
you trust. For example, if you send a photo of your passport or social security number to someone important.
While you may trust them, you don't want that information to be exposed if their phone is stolen or compromised
in some way. These features are some of the reasons people prefer WhatsApp over other messaging apps.

The security and privacy features you need most

Advanced Chat Privacy is great for protecting your information, but WhatsApp also has a few other features you
should use to further protect your privacy. For example, if you're sharing private information — like your
mother's maiden name — you can enable self-destructing messages so you don't have to manually delete them
when the recipient no longer needs them.

It's also harder for unauthorized users to access your WhatsApp account when you enable two-factor
authentication on it. That way, even if someone compromises your mobile number, they still can't get in unless
they know the PIN you set on the app. To enable this feature, go to Settings > Account > Two-step verification
. Tap Turn on and the app will ask you to enter and confirm a 6-digit PIN. Once you're done, your account will
be more secure from intruders.

Finally, you can secure the app itself on your phone, so even if someone steals your phone or somehow gains
physical access to it, they'll still need your biometric information to open WhatsApp. To enable this, go to
Settings > Privacy > App lock , then turn on Require Face ID (or Touch ID) for iPhone or Unlock with
biometric for Android.

You finished reading the article "WhatsApp's new feature helps users make sure no one shares their
conversations" edited by the TipsMake team. We hope this article has provided you with many useful tech tips
and tricks. You can search for similar articles on tips and guides. Thank you for reading and for following us
regularly.
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