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New error detection in 4G LTE protocol

Scientists from Purdue and lowa University have discovered new vulnerabilities in the main protocol of the 4G
L TE mobile network - currently very popular in the world.
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The vulnerability affects the process of mounting, splitting, wrapping - part of Long Term Evolution (LTE), the
high-speed wireless communication standard on mobile devices.

The vulnerability can lead to blocking or falsifying messages
The researchers say the bug allows an attacker to connect to the 4G LTE network without authentication. By

connecting via another user identity, the attacker sends a message that fakes the user, blocks the message, fakes
the device's address and even forces other devices to disconnect from the network.

4G LTE isnot yet 4G, but is very popular

Researchers worry that this error will be used in practice to hide crime. For example, an offender in the United
States can assume the address as if he were in Europe.
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Vulnerability using L TEInspector tool

Researchers use a specia tool called LTEInspector to detect these errors - 10 new vulnerabilities and 9 known
vulnerabilities. They also demonstrate the accuracy of their tools by exploiting 8 of the 10 new vulnerabilities by
testing and faking the network, using the available software.

Each error found by LTEInspector is detailed in the research report. This tool is aso available for free on
GitHub.https://github.com/relentless-war rior/L TEInspector
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Y ou finished reading the article "New error detection in 4G L TE protocol” edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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