l ipsMake.c.,m

TipsMake > System >Windows 7 >

Network sharing settingsin Windows 7

In thisarticle we will learn about the network settings of Windows 7, including: Network Discovery, File
Sharing, Media Streaming, Password Protected Sharing, ...

Network Management - In thisarticle we will look at the network settings of Windows 7, including:
Network Discovery, File Sharing, M edia Streaming, Password Protected Sharing (sharing password
protected), installing Encryption for shared connections and methods for configuring HomeGr oup
connections.

Search for network sharing settings

We must first access the Networ k and Sharing Center . In the left window, click the Change advanced
sharing settingslink , then anew window will appear. Alternatively, we can import the word sharing into the
Start menu's Sear ch box, then click on the displayed result called M anage advanced sharing settings, then
the Advanced sharing settings window will appear.
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Figure 1.

In the Advanced sharing settings window, we will see many settings have been divided into two groups,
including: Home or Work and Public as shown in Figure 2.
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Figure 2.
To display the settings of these two groups, simply click on their right arrow.

First we need to edit the settings of the current Profile. In addition, we can change the sharing settings for other
Profiles, and they will be applied whenever we connect to a network using that Profile.

Network Discovery

Thefirst installation in the list of available installations is Network Discovery. When this feature is turned on, it
will allow the computer to search for other devices on the network to which the computer is connected. In
addition, this feature also allows other computers on the network to see our computers on the network.

If you are using Home or Network, it is best to enable this feature. For public networks, we should turn this
feature off so that other computers can't see our computer on the network.
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When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?
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Figure 3.
Fileand printer sharing

We can enable or cancdl file and printer sharing. When enabled, this feature allows us to share data with other
computers on the network. When this feature is turned off, we will not be able to share any resources. Even if the



computer appears on the network, no one can access the shared files or folders.

File and printer sharing

When file and printer sharing is on, files and panters that you have shared from this computer can
be accessed by people on the network.
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Figure 4.

It is best to enable this feature on Home or Work networks and turn off on Public networks.

Share Public Folder

One method that can be used to share files and foldersis to move them to Windows 7 Public folders. These
folders have the path C: UsersPublic. If thisoption is enabled, all data copied to these folders will be visible to
other computers on the network.

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders. What are the Public folders?

@ Turn on sharing 5o anyone with nebwork access can read and write files in the Public folders
Turn off Public folder sharing (people logged on to this computer can still access these
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Figure5.

In fact this feature is not really useful, because we can share files or folders directly in the drive. If you use this
feature we will have to perform an operation to copy to the Public folder, and if the datais shared, we will have
to wait for a copy time and waste disk space. If you want to use the Public folder, we can enable this feature, but
on public networks it is best to turn it off.

Media Streaming

Media Streaming allows us to play multimedia files with Windows Media Player. In the Media Streaming area
we will see the current status, if you want to change the current status, click the Choose media streaming
optionslink .



k. - wy « Metwork.., » Advanced sharing settings = Search Control Ponel

Media streaming

When media streaming is on, people and devices on the network can access pictures, music, and
videos on this computer, This com puter can also find media on the nebwork.
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Figure 6.

If thisfeature is enabled we will see awindow listing our computer and other computers on the network that
have Media Streaming enabled. If you do not need to use this feature, just click the Block All button and click
OK .
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Figure 7.

If Media Streaming is turned off, we will receive a message asking to activate this feature. When clicking on the
Turn on media streaming button, we will see awindow similar to the one shown in Figure 5, where we can
edit the settings for Media Streaming.

Encrypt file sharing connections
The next setting is the type of encryption used for data sharing connections, when computers connect to each

other and copy files or folders from one computer to another. By default, file sharing connections will use 128-
bit encryption .
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File sharing connections

Windows 7 uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

@ Use 1.28-bit encryption to help protect file sharing connections {recommended)
Enable file ".huring for devices that use 40- or 56-bit &nc ryp!inn

Figure 8.

It is best to use 128-bit encryption or else there will be some problems with older devices or computers using
operating systems that cannot fully access shared files and folders.

Turn on or turn off Password Protected Sharing

Password Protected Sharing only allows users to access files and folders if they have a user account and
password installed on the system. Without knowing this information, they will not be able to connect to shared
data.

Password protected sharing

When password protected sharing is en, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off passwerd protected sharing,

@ Turn on password protected sharing
Turn off password protected sharing

Figure9.
Best of al, we always enable this feature to secure shared data.
Configure the connections of HomeGroup

By default, HomeGroup has its own password that every computer must use when connecting to. If you want to
use the password and username on every computer in HomeGroup, we can install Windows 7 using this
password instead of using separate passwords. However, to get the best security we should not use the same
username and password for every computer in the HomeGroup.

HomeGroup connections

Typically, Windows manages the connections to other homegroup computers, But if you have the
same user accounts and passwerds on all of your computers, you can have HomeGroup use your

account instead. Help me decide

@ Allow Windows to manage homegroup connections (recommended)
() Use user accounts and passwords to connect to other computers



Figure 10.

It's best to select the Allow option Windows to manage homegroup connections ( Allow Windows to manage
HomeGroup connections).

Conclude

Aswe have seen, setting up network sharing settings is not too complicated. What we need to remember isto
turn off all features when connecting to the Public network to prevent unauthorized access to shared resources.
With the Home or Work network, we should only activate the necessary features.

Y ou finished reading the article "Network sharing settingsin Windows 7" edited by the TipsM ake team. We
hope this article has provided you with many useful tech tips and tricks. Y ou can search for similar articles on
tips and guides. Thank you for reading and for following us regularly.
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