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Monitor your child's activity through the Wireless
Router

As the world becomes more and more modern with the continuous support of technology and computer science
with the current speed, especially the Internet environment, the management, supervision and education of
children also become more complex than ever. While parents are trying to create a modern environment ...

TipsMake.com - Asthe world becomes more and more modern with the continuous support of technology
and computer science with the current speed, especially the Internet environment, the management,
supervision and education Sex with children also becomes more complex than ever. While parents are
trying to create a modern and technological environment to help young children soon contact and apply the
advantages that the Internet brings, they do not fully understand the dangers. Danger is lurking here. In the
following article, we will show you the specific steps to manage, monitor and record the information flow
recorded through the router device (specificaly NETGEAR WPN824v2 ) and how to prevent it Block certain
websites for computers in your home, without having to install any supporting software on those monitored
items,

Note that our test is based on NETGEAR 's router device, if you are using products from other brands such as
Linksys, Cisco, Belkin or D-Link , the steps are similar. so.

Visit therouter's main control page:

From any computer, please access the main settings and configuration page of the router by typing the IP address
into the browser (hereis 192.168.1.1):
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If not, use Command Prompt (Start Menu> Run> cmd) and type ipconfig / all , then find the Default

gateway parameter as shown below:

Type "ipconfig”
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Here, the system will ask you to enter the administrator account information including User name and Password
. The default parameters are mostly admin - password, admin - 1234, admin - admin or root - root. If you
don't remember, use Google to search the router model and the default password keyword . After accessing,
we should change this account again to avoid risk or others change (if they know and know the default

administrator account). With NETGEAR , you open M aintenance> Set Passwor d:



NETGEAR

router manager
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To get abetter idea of ?2what we're going to do in the following steps, click L ogs under Content Filtering:

|NETGEAR'

J} router manager
RangeMaox™ Wireless Router

Setup Wizard Logs
Basic Settings Current time: Monday, 08 Aug 2011 08:15:29
Wireless Settings [ALLOW: toolbarqueries.google.com] Source: -
192.168.1.6 Monday, 08 Rug 2011 08:04:3% 5
= [ALLOW: xml.alexa.com] Source: 19%2.168.1.6
Logs Monday, 08 Aug 2011 08:04:39
Diock Sites [ALLOW: coolbargqueries,google.com] Source:
: 192.168.1.6 Monday, 08 Aug 2011 08:04:39
Block Services [ALLOW: xml.alexa.cem] Source: 192.168.1.6

Security Service Monday, 08 RAug 2011 08:04:39

[ALLOW: tooclbargqueries.google.com] Source:
192,168.1.6 Monday, 08 Rug 2011 08:04:40
Schedule [ALLOW: xml.alexa.com] Source: 192,168,1.6
Monday, 08 Aug 2011 08:04:40

Parental Controls

E-mail Gk "
[ALLOW: toolbargqueries.google.com] Source:
192.168.1.6 Monday, 08 Aug 2011 08:04:40 w
Router Status [ALLOW: xml.alexa.com) Scurce: 192.168.1.6
Attached Devices
Backup Settings | Refiesh | [ ClearLog| [Send Log]|

When | look here, most of us won't understand anything, but don't worry, we'll explain it below. If you can
analyze and understand all this information, it is too great, if not then continue reading more. At the screenshot
above, all we need to note is the IP address and Source section, this is a way to monitor what you want.
Specificaly, in this test, we will analyze the behavior derived from address 192.168.1.6.

Check the connected devices:

To do so, select the Attached Devices section under M aintenance::



|NETGEAR'

router manager
RangeMax™ Wireless Router

Attached Devices
Router Status

Attached Devices

# IP Address Device Name MAC Address
Backup Settings 1 192.168.1.2 HF8D4181 00:26:55:8d:41:b1
Set Password 2 192.168.1.4 PHOMEY-BALONEY 54:09:28:03:8713
3 192.168.1.6 JACK-WINT 00:19:e3:d5:2a:70
Router Upgrade
Refresh

Wireless Settings

Port Forwarding /

Here, we can see the list of al devices connected via the router. Specifically, 192.168.1.6 is JACK-WIN?7,
which is the name of the computer, while PHONEY -BALONEY is a phone, while the HP8D41B1 is a netbook
being used somewhere in the house, or it may be a Some "curious’ neighbor is accessing our Wifi illegaly. To
illustrate more clearly, we proceed to access yahoo.com on the phone and see what is recorded here:



Attached Devices
# IP Address Device Name MAC Address
1 192.168.1.2 HP&a04 181 00:26:55:8d:41:b1
2 192.168.1.4 PHOMEY-BALOMEY G4:09:e8:03:8713
3 192.168.1.6 JACK-WINT 00:19:e3:d5:2a:70
4 192.168.1.8 \ACKEIUSCH—EEEF'C 00:25:d3:8c1b:63
x
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However, not everyone has free time to sit and observe this information. Therefore, we can proceed to prevent |P

addresses or unwanted websites.

[ Refresh ] [ Clear Lcrg] [ Send L&g]

Blocking websites or services on routers is essentialy the process of restricting access from certain addresses
through specific ports. To do this, you select the Block Sites function under Content Filtering . Here, we can
restrict websites by adding keywords to the Block list, or blocking based on the automatic calendar mode (press

Schedule to select the time interval by hour, day, week) or full block:
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Wireless Settings

Logs

Block Sites

Block Services
Security Service
Parental Controls
Schedule

E-mail

Router Status
Attached Devices
Backup Settings
Set Password

Router Upgrade

Wireless Settings

Port Forwarding /
Port Triggering

WAN Setup
LAN IP Setup
Dynamic DNS

Static Route

Block Sites

Keyword Blocking
MNever
Per Schedule
@ Always

Type Keyword or Domain Name Here.

collegehumor

| Add Keywaord |

Block Sites Containing these Keywords or Domain Names:

facebook
foxnews . com
300K

| Delete Keyword | | Clear List

| Allow Trusted IP Address to Visit Blocked Sites
Trusted IP Address 192 |.|1e8 |.|1

| Apply | | Cancel

At the bottom of the admin page, the user can assign a Trusted | P Address parameter - ‘trusted’ | P addresses, in
which case we do not want to block themselves from those websites, but more ssmply. just the children in the
family. Remember that our IP address here is 192.168.1.6, so you can assign full access right here. However,
you need to be careful when applying this method, because others can change the rules completely if they know

how to do it basically. To check it again, let's try to access a website that is on the block list, and see what
happens:

[ Web Site Blocked +

&~ C #f © wwwfacebookcom By & S @w & E"m A,

Web Site Blocked by NETGEAR Firewall

NETGEAR




However, you also have to take into account the case where users do not access by normal address, but through
IP address (for example, to access Facebook , just type 69.63.189.11 instead of facebook.com as usual). rate).
To prevent this process, please add the corresponding | P address to the Block list.

Tip: if you want to block all Internet access, for example after 9pm, then on the Block Servicestab, select HTTP
from the dropdown list, and make sure the IP address is determined with the same device. application:

Setup Wizard Block Services Setup
Basic Settings Senice Type HTTP [=]
Wireless Settings Protocal TCP E
Starting Port 80 (1~65534)
Logs
Ending Port ~
Block Sites nding Pol 80 (1~65534)
Senvice Type/User Defined HTTP

Block Services

Security Service

Filter Services For :

Parental Controls @ Only This IP Address 192 | |168 |. |1 BE
Schedule
7 IP Address Range: 102 168 7

E-mail
to|192 |. (168 | |1

Router Status ) AllIP Addresses

Attached Devices
Backup Settings Add | | Cancel
Set Password

Router Upgrade

When using the E-mail function, you can set the router to automatically email users of log files by hour, day,
week or every time someone tries to access blocked websites. Or send the log file manually from the L ogs page:

Setup Wizard

Basic Settings

Wireless Settings

Logs

Block Sites

Block Services
Security Service
Parental Controls
Schedule

E-mail

Router Status

Attached Devices

Backup Settings

Set Password

Router Upgrade

However, these emails often fall into Spam or Junk in the mailbox, so check carefully or set up the filter -

Filter at this step:

E-mail

V| Turn E-mail Notification On

Send Alerts and Logs Via E-mail

Your Qutgoing Mail Server: mail.jackbusch.com

Send To This E-mail Address: jackbusch@gmail.com

¥ My Mail Server requires authentication

User Mame jack+jackbusch.com

Password  lesssssssssssssss

[¥] send Alert Immediately
When Someone Attempts To Visit A Blocked Site.

Send Logs According to this Schedule
Daily [~]

Day

Time | 12:00 |Z| @am. ©pm.




NETGEAR Security Log [50:4A:13]  1nbex |x a0
@ jackbuschi@ | 5:49 PM (0 minutes ago) | # Reply v

This message may not have been sent by:
jackbusch@gmail.com Learn more Report phishing

[ALLOW: apimywot com] Source: 192.168.1.6 Monday, 08 Aug 2011
12:45:52
[ALLOW: api.ipinfodb com] Source: 192.168.1.6 Monday, 08 Aug 2011
12:45:53

[ALLOW: toolbarquenes google com] Source: 192.168.1.6 Monday, 08
Aug 2011 12:45:54
[ALLOW: xml.alexa com] Source: 192.168.1.6 Monday, 08 Aug 2011

12:45:54
[ALLOW: api.mywot.com] Source: 192.168.1.6 Monday, 08 Aug 2011
12:45:54
[ALLOW: api.ipinfodb.com] Source: 192.168.1.6 Monday, 08 Aug 2011
12:45:54

[ALLOW: toglbarqueries google com)] Source: 192.168.1.6 Monday, 08
Aug 2011 12:45:54

[ALLOW: xml alexa com] Source: 192.168.1.6 Monday, 08 Aug 2011
12:45:54

[ALLOW: apiipinfodb com] Source: 192.168.1.6 Monday, 08 Aug 2011
12:45:56

These look phishy to Gmail, so be
sure to mark it as "NOT SPAM."

What we are doing here, besides blocking websites, is the process of setting up the Gmail Filter by itself to
check log files based on certain keywords and rank through the Star function:

GM El.i.l

Choose search criteria Specify the criteria you'd like to use for determining what to do with a message as it arrives. Use
"Test Search” to see which messages would have been filtered using these criteria. Messages in Spam and Trash will not

Create a Filter Hide filter options

be searched.
From: Has the words: “netgear security log” AMD facebook
To: Doesn't have: i
Subject: ["J Has attachment
Show current filters [ Cancel ] [ Test Search ] [ Next Step » ]
Mail
Mark as read 1-10of1 |4 | »
Contacts —
Tasks Search results for:"netg ity log" AND facebook
[ 77 me » Inbox NETGEAR Security Log [50:4A:12 12:49 pm
Compose mail
Inbox (1)
Buzz (20) @
Chats G . _

. i

With these filtering systems, users can receive full reports sent by day based on activities and information
collected from family members when using the computer.



The use of security functions on NETGEAR's routers, as well as others, allows users to manage and monitor the
entire amount of traffic data in the network after it is set up. The advantage of this approach is that there is no
need to install any supporting software, however, the limitation of this method is that we cannot monitor any
action on a smartphone or tablet device over the network. Mobile data (3G and 4G standards).

Good luck!

Y ou finished reading the article "Monitor your child's activity through the Wireless Router™ edited by the
TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search for
similar articles on tips and guides. Thank you for reading and for following us regularly.
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