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Microsoft disables previewsin File Explorer for
Security reasons

Microsoft disables preview feature in File Explorer on Windows 11 and Server versionsto prevent NTLM data
leakage, helping to increase security for users.

Earlier this October, Microsoft released the October 2025 security update for Windows 11, which included a
notable change in File Explorer. From now on, the Preview feature will no longer work with files downloaded
from the Internet, and the main reason is to close a serious security hole related to user data leakage.

Why did Microsoft disable thisfeature?

Asexplained in anewly published support document, Microsoft said that disabling preview modeto fix a
security vulnerability could expose NTLM hashes — aform of user authentication datain Windows systems.

Specifically, if auser opens apreview of afile containing HTML tags that |ead to an external path, an attacker
could exploit this to collect sensitive information, including user accounts or passwords.

To prevent this, Microsoft has disabled the default preview feature for files that have ‘Mark of the Web' —that is,
files downloaded from the Internet. When you try to preview afile like this, Windows will display a warning:

' The file you are attempting to preview could harm your computer. If you trust the file and the source you
received it from, open it to view its contents.’
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If you know the origin of the file and believe it is safe, you can remove the 'Mark of the Web' by:

1. Right click on thefile.
2. Select Properties.
3. Check the Unblock box .

This change only affects the preview mode, it does not remove the ability to open or edit downloaded files
directly.

According to Microsoft, previewing is currently disabled for files downloaded from the Internet on the following
operating systems:

1. Windows 11
2. Windows Server 2012 / 2012 R2
3. Windows Server 2016 / 2019 / February 23 / 2025

Windows 10 is not affected, but the operating system has reached the end of its official support lifecycle.
Consumers can only get security patchesif they sign up for the Extended Security Updates (ESU) program,
which extends the update period by up to three years (with a paid business version).

Users can refer to the details of this change in the support article KB5070960 on Microsoft's official website.

Y ou finished reading the article "Micr osoft disables previewsin File Explorer for security reasons’ edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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