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Microsoft released Sysmon 10 with DNS query
logging feature

Microsoft has released the Sysmon 10 tool today and comes with the long-awaited DNS query (DNS Query
Logging) feature.

Microsoft has released the Sysmon 10 tool today and comes with the long-awaited DNS query (DNS Query
Logging) feature. Accordingly, this feature will allow Sysmon users to log DNS queries performed on the
monitored computer, and this will aso include query execution.

If you don't already know, Sysmon (aka) System Monitor is a Sysiternals tool that allows users to monitor
certain activities on the computer and write information about those activities to the Windows Event Viewer.

1. Itispossible to download official SO files for Windows 10 20H1

To download Sysmon 10 to your computer, you can visit the Sysiternal website or download it from https:
/lllive.sys INTERNals.convsysmon.exe . After the software has been successfully downloaded, you need to run it
in the advanced comand prompt (comand prompt with administrative rights), because this tool requires
administrator privileges to be able to launch.

Sysmon 10.0
1. Apple'snew iCloud Windows 10 application is now available in MS Store

If running simply without any arguments, the program will display its usage information and for more details,
you can visit Sysmon's Sysiternals website.
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By default, Sysmon will monitor basic information such as creating processes and modifying file times.
However, you can also configure this tool to monitor other events such as loading drivers, creating files, Registry
events, and more.

There is a notable new point in Sysmon 10.0, which is that Microsoft has added the ability to monitor DNS
gueries and executable files that execute queries. This feature will need to be enabled via the configuration file
with the DNSQuery directive.

An example of avery basic configuration file that allows DNS query logging is shown below. This configuration
file can be installed with sysmon.exe -i config.xml in case sysmon is not installed, or sysmon.exe -c config.xml
, In case sysmon is aready running.

i configxml - Notepad ;
!gne Edit Format View Help
| ¢Sysmon schemaversion="4.21">
<EventFilterings
<DnsQuery onmatch="exclude"”/>
</EventFiltering>
| </Sysmon>

Ln3, Col 1 100%  Windows (CRLF)  UTF-8

Enable DNSQuery logging feature
1. Theinput experience in Windows 10 20H1 update will be significantly better, and thisis the reason

When Sysmon is started with the above configuration file, it will start logging DNS query events (DNS Query)
into the Applications and Services Logs / Microsoft / Windows / Sysmon / Operational section in Event
Viewer.

Below you can see an example of Chrome querying DNS for the www.bleepingcomputer.com address when we
visit thissite.

& Bvent Properties - Event 22, Syzmon X |

General | Details

The descripticn for Event ID 22 from source Micresoft-Windows-Sysmen cannct be found. Either the component that raises this event is not installed »
lan your local computes of the installstion is corrupted. You can install or repair the component on the local computer,

If the event sriginated on ansther cormputer, the display information had te be soved with the event.
The following information was included with the event:

2019-06-12 00:3:4:14.301
EV_FenderedValue_2.00
8372
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0
104.20,60.209:104.20.55.209: * |
(C\Pragram Files (xB5)\GoaglevChromelAppheationl chromess

The publisher has been disabled and its rescurce is not avadable, This wswally eccurs when the publisher is in the process of being uninstalled or
upgraded v

Log Name: Microsaft-Windows-Sysmen/ Operstionsl
| Seurce Sysmon Logged: B/11/2019 23415 PM
Event I 2 Task Category: Dns query {rule: DnsQuery)
| Leve Infermation Keywords:
e SYSTEM Computer  DESKTOP-VOVUS2T
Qplade Infe

| More Information:  Event Log Online Help
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Example of DNS query logging
1. Search and activate hidden features in Windows 10 with Mach?2 tool

The example above is just a small sketch of the overall picture of what System Monitor can do. If you want to
learn how to use this software, | really recommend reading the documentation on the Sysiternals page.

In case you only want to access and use the Sysmon configuration file available to detect malicious traffic and
threats, you can use SwiftOnSecurity's Sysmon configuration file on GitHub.

Y ou finished reading the article "Micr osoft released Sysmon 10 with DNS query logging feature" edited by
the TipsM ake team. We hope this article has provided you with many useful tech tips and tricks. Y ou can search
for similar articles on tips and guides. Thank you for reading and for following us regularly.
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